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1 Introduction

1.1 About this manual

1.1.1 How is this manual structured

This manual is structured in line with the logical chain of configuration
operations required to get GFl EventsManager up and running.

Chapter 1 gives an overview of how GFI EventsManager works.

Chapter 2 explains how to run GFI EventsManager for the first time,
including how to configure the database backend and how to process
event logs for the first time.

Chapter 3 describes how to use the built-in events browser to
analyze events stored in the GFI EventsManager database backend.
This chapter explains how to use the tools and features provided in
the events browser including:

9 Default event log queries and custom query builder
1 Event color-coding
9 Event finder tool.

Chapter 4 describes how to enable the GFI EventsManager
ReportPack to create reports that further analyze the events stored in
the GFI EventsManager database backend.

Chapters 5, 6, 7 and 8 guide you through the process of customizing
essential parameters required for event processing. At the end of
these chapters, you will be able to customize:

1 Event sources that will be monitored (e.g. SQL Server)

1 Log-types that will be collected and processed (Windows events,
W3C, Syslog, SNMP Traps

1 Configuring and customizing event processing rules
9 Alerts and actions that will be triggered on key events

Chapter 9 describes how to configure alert recipient parameters
including:

1 Personal details such as mobile phone number
1 Normal working hours
1 Type of alerts that will be sent to every recipient.

Chapter 10 describes how to analyze the status of GFl
EventsManager as well as view statistical information and processed
events.
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Chapter 11 explains how to centralize events collected by other
remote GFI EventsManager instances and how to optimize database
backend performance.

Chapter 12 describes miscellaneous options such as command line
operations and licensing.

Chapter 13 explains what main sources of information are available to
help users troubleshoot product issues.

1.1.2 Glossary of terms used in this manual

Actions The activity that will be carried out as a result to
events matching specific conditions. For example
you can ftrigger actions whenever an event is
classified as critical. Actions supported by GFI
EventsManager include Email alerts, event
archiving and execution of scripts.

Alerts Notifications which inform recipients that a
particular event has occurred. GFI EventsManager
can generate Email alerts, SMS alerts and Network
alerts.

Archive A collection of events stored in the SQL Server
based database backed of GFI EventsManager.

Email alerts Email notifications which inform recipients that a
particular event has occurred. To enable email
alerts, you must have access to an active mail
server.

Event classification The categorization of events as Critical, High
Medium, Low or Noise.

Event logs A collection of entries which describe events that
occurred on the network or on a computer system.
GFI EventsManager supports different types of
event logs including: Windows Event Log, W3C
Logs, Syslog, SNMP Traps and SQL Server audit

events.
Event processing A set of instructions which are applied against an
rules event log.
Management A MIB is the equivalent of a data dictionary or
Information Base codebook. It associates object identifiers (OIDs)

with a readable label and various other parameters
related to an active network object such as a router.
Its main function is to assemble and interpret
SNMP messages transmitted from SNMP-enabled
network devices. The information stored in MIBs is
organized hierarchically and is normally accessible
using a protocol such as SNMP.

Network alerts Network messages (known as Netsend messages)
which inform recipients that a particular event has
occurred. These messages are sent through an
instant messenger system/protocol and are shown
as a popup in the syste
desktop. To setup network alerts, you must specify
the name or IP of the computers where the Netsend
messages will be sent.

Noise Repeated log entries which report the same event.
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Rule-set folder The folder which contains one or more rule-sets.
Rule-sets A collection of event processing rules.

SMS alerts SMS notifications which inform recipients that a
particular event has occurred. In  GFI
EventsManager, SMS alerts can be sent through
various sources including mobile phones with
modem capabilities and email-to-SMS web-based

gateways.
SNMP Object An SNMP object identifier is an address made up of
Identifier (OID) a sequence of 6dotte

1.3.6.1.4.1.2682.1). These numbers uniquely
identify and locate a specific device (e.g. hub)
within the entire network. SNMP OIDs are a key
component in the assembly of SNMP messages. In
fact, an SNMP server cannot interpret or assemble
messages whi ch dondt h a
vendors often create their own MIBs that only
include the OIDs associated specifically with their
device.

SNMP Traps Notifications/alerts generated and transmitted by
active network components (e.g. hubs, routers and
bridges) to SNMP server(s) whenever important
events such as faults or security violations occur.
Data contained in SNMP Traps may contain
configuration, status as well as statistical
information such as number of device failures to
date.

Syslog messages Notifications/alerts most commonly generated and
transmitted to a Syslog server by UNIX and Linux-
based systems whenever important events occur.
Syslog messages can be generated by
workstations, servers as well as active network
devices and appliances such as Cisco routers and
Cisco PIX firewalls to record failures and security
violations amongst other activities.

Unclassified events Events that did not satisfy any of the event
processing conditions configured in the event
processing rules.

W3C logs W3C is a common log format developed by the
World Wide Web Consortium. W3C logs are text-
based flat files used mainly by web servers
including Microsoft Internet Information Server (IIS)
to record web related events such as web logs.

Windows Event Logs A collection of entries which describe events that
occurred on a computer system running Windows
Os.
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1.2 About GFI EventsManager

Genoratos ovont | S
activity reports
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Figure 1 - GFI EventsManager integrates into any existing IT infrastructure

GFlI EventsManager is a results oriented event log management
solution which integrates into any existing IT infrastructure, automating
and simplifying the tasks involved in network-wide events
management.

Through the features supported by GFI EventsManager you can:

9 Automatically collect W3C, Syslog, SNMP Traps and Windows
events from network devices and Windows/Linux/Unix based
systems and manage them through one console.

9 Archive collected events in a centralized SQL Server based
database backend for future analysis and forensic studies.

9 Filter unwanted events and classify key events through the use of
powerful default or custom-built event processing rules.

1 Automate alerting and remedial actions such as the execution of
scripts and files on key events.

1 Monitor your network activity and the status of your GFI
EventsManager scanning engine through a built-in graphical
dashboard.

1 Analyze events through a built-in events browser as well as export
these events to CSV files for further processing and report
customization.

1 Simplify event forensics through specialized tools which include a
built-in event query builder, an event finder tool and an event
color-coding tool.

1 Increase event processing power through a high-performance
event scanning engine.

1 Generate, schedule as well as email event activity and trend
reports through GFI EventsManager ReportPack - the powerful
reporting companion tool which ships by default with GFI
EventsManager.

9 Monitor the operational health status of your SQL Servers in real-
time by processing the activity logs/messages generated by day-
to-day SQL Server operations.
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1.3 Key Features

Extended event log support

GFI EventsManager is able to process various event log types
including Windows Event Logs, W3C logs, Syslog and SNMP Trap
messages. This allows you to collect more data from the different
hardware and software systems that are most commonly available on
a typical corporate network. For a summary list of hardware and
software systems that are supported by GFI EventsManager out of-
the-box refer to: http://kbase.qgfi.com/showarticle.asp?id=KBID003302.

Rule-based event log management

GFI EventsManager ships with a pre-configured set of event
processing rules that allow you to filter and classify events collected
from a variety of event-log sources. You can run these default rules
without performing any configuration or you can choose to customize
these rules or create tailored ones that suite your network
infrastructure. For a list of event-log sources that can be processed by
GFI EventsManager out-of-the-box refer to:
http://kbase.gfi.com/showatrticle.asp?id=KBID002868.

Event log scanning profiles

GFI EventsManager allows you to organize event log scanning rules

into 6Scanning Profilesd. I n a scanning
set of event log monitoring rules that will be applied to a specific

computer or group of computers. The benefits of these profiles

include:

1 The simplification product administration tasks by providing a
centralized way of tuning event processing rules.

1 Allowing administrators to create different sets of event log rules
that suit the roles of scanned event sources and the corporate
network environment. For example, you can setup a set of rules
which apply only to workstations in a particular department.

Allow granular configuration of rules

Administrators can create an event processing profile that is generic
for all computers and a number of separate profiles which complement
the generic profile by providing additional and more specialized event
log rules on a computer by computer basis.

Translates cryptic Windows events

One major drawback of Windows Event Logs is that they are not user
friendly - too cryptic for the user to understand. In fact this is one of
the main reasons why only few administrators really peer into
Windows Event Logs. GFI EventsManager overcomes this problem by
translating event descriptions into a way that is more users friendly
and easier to understand.
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Enhanced event scanning engine

GFI EventsManager includes an event scanning engine that has been
tuned to effectively speed up event scanning for maximum
performance. This engine adopts a plug-in based concept that allows
t he O0p-l nggiofg addi ti onal featur
perform physical changes to the existing code - hence more stability
without effecting scalability.

Automatic noise reduction

GFI EventsManager identifies and removes unwanted event data
(such as noise and background process generated events) providing
you with only the relevant, usable data. Hence facilitates event
forensics by reducing the amount of events to be analyzed.

Enhanced real-time actions

GFI EventsManager can generate alerts or trigger actions such as
script execution when key events are detected. You can alert one or
more people in various ways including: email, network messages, and
SMS notifications sent through an email-to-SMS gateway or service.
Actions can be configured to trigger on event classification or by
configuring specific conditions in event processing rules.

Advanced event filtering features

GFI EventsManager ships with a number of event filtering features
including:

1 Pre-configured event queries and a custom event query
builder: The pre-configured event queries allow you to sift event
log data and browse only the required events - without deleting
any records from your database backend. The built-in event query
builder allows you to create your own custom event queries.

1 Event color-coding capabilities: Through this feature you can
selectively color particular events in specific colors. This way
during log browsing you can easily identify important events
through their color.

1 Event finder tool: With this tool you can quickly locate important
events by providing specific search criteria such as event type.

Event centralization

GFlI EventsManager enables you to monitor and manage events
generated by Windows\Linux\Unix systems, network devices and
software applications through a single user console.

User access privileges

GFl EventsManager allows you to assign management console
access privileges on a user-by-user basis. This means that you can
allow specific users to access the GFlI EventsManager console for
event-browsing only and at the same time allow other more privileged
users to access and change the GFI EventsManager configuration
settings.

es/ modul
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SQL Server audit

GFlI EventsManager allows you to automatically monitor the
operational health status of your SQL Servers. This is achieved by
processing in real-time the activity logs/messages generated by day-
to-day SQL Server operations. SQL server activity that is monitored
includes server startup, login activity, backups, server-side traces and
more. Additionally, GFI EventsManager can also alert you via email,
network or SMS notifications on key events like server shutdown and
consecutive failed logins.

Database operations (WAN Connector)

The Database Operations module allows you to collect events data
from GFI EventsManager installations on multiple sites and locations
across your network into a central database. This add-on integrates
and centralizes events collected and processed and allows you to
backup/restore events on demand. Through Database Operations you
can manage the size of the database - without the need for manual
intervention - not only through centralization but by also being able to
export events and back them up as needed.

Management Information Base

Management Information Base (MIBs) contain definitions and device
information that are provided by device manufacturers. GFI
EventsManager ships with MIB definitions for the following vendors:
Cisco, 3Com, IBM, HP, Check Point, Alcatel, Dell, Netgear, SonicWall,
Juniper Networks, Arbor Networks, Oracle, Symantec, Allied Telesis
and others. GFI EventsManager also allows you to edit the MIB tree.
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1.4 How does GFIl EventsManager work?
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Figure 2 - The GFI EventsManager operational stages

The operational functionality of GFI EventsManager is divided into 2
stages:

1 Stage 1: Event Collection
i Stage 2: Event Processing
A description of every stage is provided below.

Stage 1: Event Collection

During the Event Collection stage, GFI EventsManager collects logs
from specific event sources. This is achieved through the use of 2
event collection engines: The Event Retrieval Engine and the Event
Receiving Engine.

The Event Retrieval Engine - The Event Retrieval Engine is used to
collect Windows Event Logs and W3C logs from networked event
sources. During the Event Collection process this engine will:

1. Log-on to the event source(s)
2. Collect events from the source(s)
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3. Send collected events to the GFI EventsManager Server
4. Log-off from the event source(s).

The Event Retrieval Engine collects events at specific time intervals.
The event collection interval is configurable from the GFl
EventsManager management console.

The Event Receiving Engine - The Event Receiving Engine acts as a
Syslog and an SNMP Traps server; it listens and collects Syslog and
SNMP Trap events/messages sent by various sources on the network.
As opposed to the Event Retrieval Engine, the Event Receiving
Engine receives messages directly from the event source; therefore it
does not require to remotely log-on to the event sources for event
collection. Further to this, Syslog and SNMP Trap events/messages
are collected in real-time and therefore no collection time intervals
need to be configured.

By default, the Event Receiving Engine listens to Syslog messages on
port 514 and to SNMP Trap messages on port 162. Both port settings
are however customizable via the GFI EventsManager management
console.

Stage 2: Event Processing

During this stage, GFI EventsManager will run a set of Event
Processing Rules against collected events. Event Processing rules
are instructions that:

1 Analyze the collected logs and classify processed events as
Critical, High, Medium, Low or Noise (unwanted or repeated
events)

1 Filter events that match specific conditions
1 Trigger email, SMS and network alerts on key events

1 Trigger remediation actions such as the execution of executable
files or scripts on key events

9 Optionally archive collected events in the database backend.

GFI EventsManager can be configured to archive events without
running Event Processing rules. In such cases, even though no rules
will be applied against collected logs, archiving will still be handled by
the Event Processing stage.

1.5 Operational privileges

Some of the key modules in GFI EventsManager must run under
administrative privileges. For more information on these modules
refer to: http://kbase.gfi.com/showarticle.asp?id=KBID001122.
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1.6 Navigating the GFI EventsManager management console

2 GFI EventsManager
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Screenshot 1 - The GFI EventsManager management console

Status option - Use this option to view the status of GFl EventsManager
and statistical information on processed logs.

Configuration option - Use this option to access and configure the main
event processing options.

Event Sources - Use this option to configure event sources including
which logs to collect and which rules to process.

Group Type - Use this drop-down to switch between event log source
groups (i.e. Computer and Database Servers Groups).

Event Processing Rules - Use this option to create, configure and
customize event processing rules.

Left pane - Use this pane to navigate through the additional configuration
options provided in GFI EventsManager.

General options - Use this option to check for product updates, as well as
view version and licensing detalils.

Events Browser - Use this option to browse the events stored in the GFlI
EventsManager database backend.

Options - Use this option to configure general settings such as database
backend and default alerting parameters.

Tabs Bar - Use the tabs provided in this bar to access all primary
configuration tab options.

Tab options - Use the Tab options to access and configure GFI
EventsManager operational parameters.

Right pane - Event browsing and parameter configuration pane.

06000000000
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2 Installation

2.1 Introduction

Where can | install GFI EventsManager on my network?

GFI EventsManager can be installed on any computer which meets
the minimum system requirements irrespective of the location on your
network.

Use GFI EventsManager to manage the events generated:
1 On the same computer where it is installed

1 On all the computers that are reachable from the computer on
which it is installed.

('\ P /5

d
Servers o,

GFI EventsManaAgm/g

1‘;‘ Network -

(\ rlh y

Workstations

{'\ -4

Servers

Firewall

- Internet
Eq - Computers where GF| EventsManager is installed.

f'{“ - Computers on Microsoft Windows operating systems.

('\ - Computers on Linux/Unix operating systems.
d

Figure 3 - GFI EventsManager deployment scenario

GFI EventsManager can be deployed:

1. Within your network to monitor the activity of internal servers and
workstations/end points.

2. On the DMZ to monitor and manage the events generated on your
servers.

2.1.1 Deployment of GFI EventsManager on a local area
network

GFI EventsManager can be deployed on Windows based networks as
well as on mixed environments where Linux and UNIX systems are
being used as well.
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Figure 4 - Deployment of GFI EventsManager on LAN

When installed on a Local Area Network (LAN) GFI EventsManager
can manage Windows events, W3C event logs, Syslog messages,
SNMP Trap and SQL Server audit messages generated by any
hardware or software that is connected to the LAN, including:

1 Workstations and Servers (e.g. Apache web-servers)
1 Network appliances (e.g. Cisco PIX firewalls)

9 Third party software (e.g. GFI EndPointSecurity)
1

Specialized Services (e.g. Microsoft Internet Information Server -
11S)

1 PABXs, Keyless Access Systems, Intrusion detections systems,
etc.

When installed on a LAN, GFI EventsManager can also be used to
collect events from hardware and software systems deployed on a
Demilitarized Zone (DMZ). Since a firewall or a router usually protects
this zone with network traffic filtering capabilities, you must make sure
that:

1. The communication ports used by GFI EventsManager are not
blocked by the firewall. For more information on the communication
ports used by GFlI EventsManager refer:
http://kbase.dfi.com/showatrticle.asp?id=KBID002770.

2. That GFI EventsManager has administrative privileges over the
computers that are running on the DMZ.

2.1.2 Deployment of GFI EventsManager on a demilitarized
zone

SO

Internal LAN

EventsManager Server Server Server
DME =

Figure 5 - The DMZ sits between the internal LAN and the Internet
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GFI EventsManager can also be deployed on a Demilitarized Zone

(DMZ). This is the neutral net wor k which s
corporate net wor k and t he Afoutside worl c
deployment of GFI EventsManager on a DMZ helps you automate the

management of events generated by DMZ hardware and software

systems.

Automate management of Web and Mail server events

DMZ networks are normally used for the running of hardware and
software systems that have internet specific roles such as HTTP
servers, FTP servers, and Mail servers.

Hence, you can deploy GFI EventsManager to automatically manage
the events generated by:

1 Linux/Unix based web-servers including the W3C web-logs
generated by Apache web-servers on LAMP web platforms.

1 Windows based web-servers including the W3C web-logs
generated by Microsoft Internet Information Servers (11S).

1 Linux/Unix and Windows based mail-servers including the Syslog

6auditing servicesd mesSdaigw 9orgener ated
later.

Automate management of DNS server events

If you have a public DNS server, therebébs a good chance th
running a DNS server on the DMZ. Hence you can use GFl
EventsManager to automatically collect and process DNS server
events including those stored in your Win

Automate management of network appliance events

Routers and firewalls are two network appliances commonly found in
a DMZ. Specialized routers and firewalls (e.g. Cisco I0S series
routers) not only help protect your internal network, but provide
specialized features such as Port Address Translation (PAT) that can
augment the operational performance of your systems.

By deploying GFI EventsManager on your DMZ, you can collect the
events generated by such network appliances. For example, you can
configure GFI EventsManager to act as a Syslog Server and collect in
real-time the Syslog messages generated by Cisco |OS routers.

2.2 Managing Microsoft Windows Vista or later events

Microsoft Windows Vista, Microsoft Windows 7 and Windows Server
2008 introduced extensive structural changes in event logging and
event log management mechanisms. The most important of these
changes include:

1 A new XML-based format for event logs. This provides a more
structured approach to reporting on all system occurrences.

1 The introduction of event categorization in four distinct groups:
Administrative, Operational, Analytic and Debug

1 A new file format (evtx) that replaces the old evt file format.

NOTE: To collect and process event logs from Microsoft Windows
Vista or later, GFI EventsManager must be installed on a system
running Microsoft Windows Vista or later.
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2.3 Hardware requirements

9 Processor: 2.5 GHz or higher processor clock speed
1 RAM: 1024 MB
9 Hard disk: 2 GB of available space

NOTE: Hard disc size depends on your environment, the size
specified in the requirements is the minimum required to install and
archive events.

2.4 Software requirements

Software requirements - Installation machine(s)

Supported Operating Systems

Windows Server 2008 - Standard or Enterprise (x86 or x64)
Windows Server 2008 R2 - Enterprise

Windows Server 2003 (SP2) - Standard or Enterprise (x86 or x64)
Windows 2000 (SP4) - Server or Advanced Server

Windows 7 - Enterprise, Professional or Ultimate (x86 or x64)
Windows Vista - Enterprise, Business or Ultimate (x86 or x64)
Windows XP - Professional (x86 or x64)

Windows SBS 2008

Windows SBS 2003

Other components

=A =4 =4 =4 =4 4 -4 4 A

1 .NET framework 2.0 or later.
1 Microsoft Data Access Components (MDAC) 2.8+ or later

Software requirements - Scanned machine(s)

1 For Microsoft Windows event log scanning:
0 Remote registry service must be enabled.
1 W3C log scanning:

o The source folders must be accessible via Windows
shares.

1 Syslog and SNMP Traps:

0 Sources/senders must be configured to send messages to
the computer/IP address where GFI EventsManager is
installed.

2.5 Upgrading from a previous version

Upgrading from version 7.0 or version 7.1 of GFI EventsManager to
GFI EventsManager version 8.2 is fully supported. To upgrade to GFI
EventsManager 8.2, follow the installation procedures provided in the
installation procedure section within this chapter of the user manual.

Upgrading from versions older than version 7 is not possible due to
the underlying operational and processing technology subsystems
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which are different from the current version of GFI EventsManager.
You will still however be able to run an older (pre-version 7) version of
GFI EventsManager on the same machine on which a newer version
of GFI EventsManager is installed since there are no conflicts
between the older and the newer versions.

2.6 Installation procedure

GFI EventsManager includes an installation wizard which will assist
you through the installation process. To start the installation:

1. Close all running applications and log-on the target computer using
an account which has local administrative privileges.

2. Double-click on eventsmanager8.exe.

GFI EventsManager |

Mizzing dependencies

x)

i

GFl Eventz M anager needs the following dependencies

Microzoft Met 2.0 Framework,

[T Select this to install Microsoft SEOL Server 2005 Express Edition
on thiz machine if you do fok have access bo a Microzoft SOL Server

% |nztall dependencies automatically

= | will install the missing dependencies manually and then re-run the installation

< Back " Mext » l[ Cancel

Screenshot 2 - Missing dependencies dialog

3. If GFI EventsManager detects that the basic dependencies are not
present, a dialog will outline the missing dependency or dependencies
and you will be allowed to install the missing dependencies manually
or automatically.

4. As soon as the welcome dialog is displayed, click Next to start the

installation.

5. Read the licensing agreement carefully. To continue installing the
product, b acteptdhe Litemeng agreementdé opti on and
click Next.
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GFI EventsManager

x)

Customer Information F

Flease enter paur informatian.

Tal

i

Pleaze enter your name and the praduct seral number.,

User Mame: |F|eu|:uen Bezzina

Sernal Mumber: IE\-'aIuatiDn

< Back " M et > l[ Cancel

Screenshot 3 - Customer and License detail screen

6. Specify your name and license key. If you are evaluating the

product, | eave the | iEvalmaiand )k egnada scldiedlaul t
Next.
GFI EventsManager PX|
Logon Information -5
Specify a user account and paszword. ]}4_.'

aFl Eventzbanager zervice require an account with adminiztration rightz and privileges o mn
unider.

Pleaze enter an existing damain administrator account for the GFl Eventst anager service to
run under in the format "DOMAIN A dministrator and its azzociated account passward.

Agoount: |JDHNDDEBU5|NESS"\iDhndDE |

Fazzwaord:

xxxxxxxxx>1 |

Confirm Pagszword:

E— |

¢ Back " I et > l[ Cancel

Screenshot 4 - Logon information screen

7. GFI EventsManager must run under an account which has domain
administrative privileges. Enter the user name and password of
domain administrator account and click Next to continue.

8. Specify an alternative installation path or click on Install to leave as
default and proceed with the installation.
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9. Click Finish to finalize the installation.
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3 Getting Started

3.1 Introduction

What is a computer log?

A computer log is a collection of events entries. These entries provide
an audit trail of information related to the activity of a network or
computer system. In fact, computer logs are recorded in a certain
scope to provide information suitable for forensic analysis. The
computer log may be a binary file as in the case of Windows logs, or
text-based files as in the case of Syslog or W3C logs.

What is alog?

An event is a log entry that provides information on something that
occurred within a computer system or network. Such events include
various details such as the date and time the event occurred and a
related description. Event entries are often stored in chronological
order to facilitate event browsing and forensic analysis.

What are Windows Event Logs?

Windows Event Logs are a systematic recording of computer related
events that occurred within computer systems and networks running
on Windows Operating Systems. In systems running on Windows
2000/XP/2003/VISTA, events are recorded and organized in 3 default
event logs:

1 Application log
1 Security log
1 System log.

Computers with specialized network roles such as domain controllers
and DNS servers allow the logging of events to additional (default)
logs such as:

9 Directory service log

1 File Replication service log

1 DNS server log.

Windows Event Logs contain the following types of events:

Q Error - Error events indicate that a significant problem, such as
loss of data or functionality has occurred. For example an Error event
is recorded every time that a service or driver fails to load during
startup.

AN Warning - Warnings indicate events that are not necessarily
significant, but which may possibly cause future problems. For
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example, a Warning event is recorded every time that disk space runs
low.

3 Information - Information events describe the successful operation
of an application, driver, or service. For example, an Information event
is recorded every time that a network driver loads successfully.

& Success Audit - Success audit events indicate security access
attempts that were successful. For example, a Success Audit event is
recorded every time that a user successfully logs on to his Windows
based workstation.

& Failure Audit - Failure audit events indicate security access
attempts that failed. For example, a Failure audit event is recorded
every time that a user fails to access a network drive.

A sample of the information typically recorded in a Windows Event
Log is shown below.

Event Properties

Event |
Diate: Source:  Securty +
Time: 217h2PM  Category: Policy Change
Type: Success A Evert 1D: 850 ¥
ser: NT AUTHORITYSYSTEM

Computer: RICHARDWM

Description:

A port was listed as an exception when the Windows Firewall started. ~

Policy orgin: Local Policy

Profile used: Standard

Interface: All intefaces

Mame: S50OP Component of UPRP Framewaork
Port number: 1500

Protocal: UDP B
State: Disabled

Scope: Local subnet only

[£.4

ok || cancel

Screenshot 5 - Windows event log

What are W3C logs?

W3C logs are used mainly by web servers to log web related events
including web logs. W3C logs are recorded in text-based flat files
using any one of the two W3C logging formats currently available:
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1 W3C Common Log file format
1 W3C Extended Log File format.

The W3C common log file format was the first format to be released
and to date it is still the default format used by a variety of popular
web servers including Apache. There is however one downside - the
information about each server transaction is fixed and does not
provide for certain important fields such as referrer, agent, transfer
time, domain name, or cookie information. To overcome this problem,
the W3C Extended log file format was released. This newer type of log
is in customizable ASCII text-based format, permitting a wider range
of data to be captured. The W3C Extended log file format is the
default log file format used by Microsoft Internet Information Server
mns).

A sample of the information typically recorded in a W3C extended type
log is shown below.

#Version: 1.0

#Date: 04-Sep-1996 00:00:00

#Fields: time cs-method cs-uri

00:34:23 GET /WebSRV/Pg_Snippet.html
12:21:16 GET /WebSRV/ Button_pg.html
12:45:52 GET /WebSRV/ Login_Pg.html
12:57:34 GET /WebSRV/ Error_msg.html

What are Syslogs?

Syslog is the standard for logging messages, such as system events,
in an IP network. The Syslog standard is most commonly used for the
logging of events by computer systems running on UNIX and Linux as
well by network devices and appliances such as Cisco routers and the
Cisco PIX firewall. Syslog events are not directly recorded by
applications running on the computer systems. Whenever an event is
generated, the respective computer will send a small textual message
(known as Syslog message) to a dedicated server commonly known
as O6Syslog serverbd. The Syslog server wi
message into a log file. Syslog messages are generally sent as clear
text; however, an SSL wrapper can be used to provide for a layer of
encryption.

Syslog is typically used for computer system management and
security auditing. While it has a number of shortcomings, its big plus is
that Syslog is supported by a wide variety of devices and receivers.
Because of this, Syslog can be used to integrate log data from many
different types of systems into a central repository using the Syslog
server as a log aggregator.

The Syslog daemon handles the recording of Syslog
messages/events in log files. The Syslog message is composed of
two main parts:

1. The o6éheader 6 which contains date/ti me
or computer name from where the message has originated.

2. The fAmessaged which includes the prog
and the message itself, separated by a colon.
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The following is an example of a Syslog message:

Sep 4 10:10:10 10.245.2.11 foo[421]: this is a message from
WebSRV

What are SNMP Traps?

SNMP Traps are used by network management systems to monitor
network devices (such as routers, firewalls or switches) for conditions
that require administrative attention. This includes monitoring device
uptime, inventories of operating system versions and collecting
interface information. SNMP enabled devices do not record event
messages locally but instead these transmit event details to an SNMP
Trap server which analyzes these occurrences and alert systems
administrators on key events.

GFI EventsManager includes its own SNMP Trap server that captures
SNMP messages and informs systems administrators of network
device failures and other critical events. GFI EventsManager supports
various versions of SNMP Traps including SNMP versions 1, 2 and 3
(the encoded version).

What are SQL Server audit logs?

Microsoft SQL Server generates event logs that allow the network
administrator to monitor database activity. GFl EventsManager allows
you to process the activity logs generated by day-to-day SQL Server
operations such as server startup or on key events such as failed
logons. Alerts can also be created when key events such as
consecutive login failure is identified in Microsoft SQL Server audit
logs.

3.2 Getting started: Running GFI EventsManager for the first time

After installation, the GFI EventsManager console is launched
automatically. To launch GFI EventsManager click Start 3 All
Programs 3 GFI EventsManager 8.23 Management Console.

Follow the steps outlined below to configure GFI EventsManager for
first time use:

@Gonﬂgure the database backend )j

|
@( R — j
L

@Gnalyze events and generate report@

Figure 1: Running GFI EventsManager for the first time
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3.3 Step 1: Configure the database backend

Set up the database backend on first launch of GFI EventsManager..

NOTE: If you opted to install Microsoft SQL Server during the GFI
EventsManager installation, the database backend required by GFI
EventsManager will be set up automatically. You are therefore not
required to manually create the database backend.

'I' Mo Microzoft Sql Server databaze backend configured |
. Click here . to configure now and ta start uzing GFI Eventstd anager

Screenshot 6 - Database backend alert displayed on Quick Start Dialog

An alert will appear at the bottom of the Quick Start Dialog indicating
that you are required to configure a Microsoft SQL Server database
backend . Click on Cl i ¢ k hnetheeatert box to configure the
Microsoft SQL backend database.

Database Backend §|

Change database | Advanced settings

Cument database settings
Server: richardvm“sglexpress
J Database: EwventsManager
User:

Unicode: No

Mew database settings

Flease specify the name or IP of the machine containing the SGL
Server / MSDE database to use:

SEerver: SGLServer] W

Database: EventsManager

) Use Windows authentication
{#) Use SQL Server authertication

User; ljohndoe |

Password: |--ii-----| |

| ok || cancel || Appy |

Screenshot 7 - Database Options - Change database tab

To configure the SQL Server and database backend details:
1. Specify the name/IP of your SQL Server.
2. Key in a name for your database backend (e.g. EventsManager).

3. Select the authentication method used to connect to the SQL
Server. If SQL Server authentication is selected, specify the login
username and password.
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4. Click Advanced settings tab to select the language character and
symbol support to be used.

5. Finalize configuration settings by clicking OK.

3.4 Step 2: Launch events processing

You are now required to define the event sources i.e. the computers
from which events will be collected.

=2 Quick Start Dialog Kl

Welcome to GFI EventsManager ]
Select the Firsk action wou wank to perfarm "

.' ] Process events - local computer
|Jze thiz option to quick start the processing of windows events present on this compker.

L‘“. Process events - selected machines

|Jze this option to quick start the processing of windows events present on specific event
zouces [e.q. computers, etc.]

. Customize...

i |1z thiz option to cuztomize GFI Eventzbanager customization settings[ e.g. enable Spzlog
L7 and Snmp trap proceszing, key event notifications, etc.]

Help e choose ..

Screenshot 8 - Quick Start Dialog

From the Quick Start dialog three different types options can be
selected:

1. Process events - local computer: This option defines the local
computer as the events source machine. This option is highly
recommended for first time users who want to gather events on the
machine where GFI EventsManager is installed.

2. Process events - selected machines: This option defines a
specific range of networked machines as the events sources. This
option is recommended for first time users who want to gather
information on a wide range of networked computers.

3. Customize: This advanced option enables you to customize
different types of events or different types of sources (e.g. Syslog and
SNMP Trap processing) and is recommended for advanced users.

3.4.1 Processing events from the local computer
To process event logs from the local machine:

1. From the Quick Start Dialog, click Process events - local
computer. GFI EventsManager will start to collect events from the
local machine immediately.
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=2 Quick Start Dialog

Welcome to GFI EventsManager ,
Ak arey time wou can perform the Following main actions _&
L- Browse events
Access the built-in events brawser and forensic toals that will help you to locate, analyse and filter key
events.

Tell e more ...
: I';* Generate Reports —

Arccess reporting features including instant/zcheduled report generation and automated repork
distribution.

Tell me more ...
L Add event sources...

“  Specify additional sources(computersdetc. ] from where events will be collected and processed.

i Tell me more ...
{i Customize. ..

|Jse this option to customize GF| Eventzh anager customization settingsl e.g. enable Syzslog and Snmp
trap proceszsing, key event notifications, eto.]

Tell me more ..

Show thiz dialog on nest startup

w Service 12 runming - 627188 events proceszssed so far on 1 event zource(z] .
Click here to go to the status to find out more.

Screenshot 9 - Events processed from local machine

On completion, the number of events that have been processed is
displayed in the information bar as illustrated in the screenshot above.

Refer t oAnafyzing events and generating reportso section in this
manual to learn more about the next steps.

3.4.2 Processing events from selected machines

Add Hew Event Sources...

Select the event sources... . |
Specify the computers Ffrom where SFT EventsManager will collect logs L
=g

In GFI EventsManager event saurces are arganized inta event source groups. The event saurces
specified below will be added to the ‘Defaulk Group'.

Add the Following computers:

h=d
(=l
[

Computer
;l_f testmaching
192,168.3.254 —

@ In order to scan a Microsoft Yiska or Microsaft Server machine,
wau musk install GFI EventsManager on a Micrasoft Yiska ar
Microsaft Server 2008 machine.

Einish l [ Cancel

Screenshot 10 - Process events from selected machines

To collect event logs from selected machines:
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1. From the Quick Start Dialog, click Process events - selected
machines. Thi s wi | | bring up the O06Add New Even

2. Specify the name/IP of the new event source and click Add. Repeat
until you have specified all the event sources to add to this group.

NOTE: To import the list of event sources from a text file click Import
button. To select event sources from a list, click Select button.

3. Click Finish to finalize settings. GFI EventsManager will collect
events from the configured sources immediately after clicking Finish.

=2 Quick Start Dialog

Welcome to GFI EventsManager
Ak arey time wou can perform the Following main actions _’

Browse events

Access the built-in events brawser and forensic toals that will help you to locate, analyse and filter key
avents.

Tell e more ...
I"@ Generate Reports —

Arccess reporting features including instant/zcheduled repart generation and automated repork
distribution.

Tell me more ...
L Add event sources...

% Specity additional sources(computers/etz.] from where events will be collected and processed.

i Tell me more ...
{i Customize...

Jse this option to customize GF| Eventzh anager customization settings] e.g. enable Syzslag and Snmp
trap proceszsing, key event notifications, ete.]

Tell me more ...

Show thiz dialog on nest startup

:ﬁl Service iz running : 627188 events procezzsed zo far on 2 event zource(z] .
Click here to go to the status to find out more.

Screenshot 11 - Events processed from selected machines

On completion, the number of events processed is displayed in the
bottom bar as illustrated in the screenshot above.

Refer to the ®nalyze events and generate r e port sé section in
manual to learn more about the next steps.

3.5 Step 3: Analyze events and generate reports

3.5.1 Navigating the Quick Launch Console

You can now analyze the event information collected and generate
reports based on the data gathered
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=2 Quick Start Dialog

Welcome to GFI EventsManager
Ak arey time wou can perform the Following main actions _@
L- Browse events
Access the built-in events brawser and forensic toals that will help you to locate, analyse and filter key
events.
r Tell e more ...

T Generate Reports

Arccess reporting features including instant/zcheduled report generation and automated repork
distribution.

Tell me more ...
L Add event sources...

“  Specify additional sources(computersdetc. ] from where events will be collected and processed.

i Tell me more ...
i& Customize. ..

|Jse this option to customize GF| Eventzh anager customization settingsl e.g. enable Syzslog and Snmp
trap proceszsing, key event notifications, eto.]

Tell me more ..

Show thiz dialog on nest startup

ai‘ Service 12 runming - 627188 events proceszssed so far on 1 event zource(z] .
Click here to go to the status to find out more.

Screenshot 12 - GFI EventsManager Quick Launch Console

The Quick Launch Console provides the common next steps that
should be undertaken after processing events..

| General

Open Quick Start Dialog

— Shorcut

ks associated with EventsManager, displaps olobal log collection counts and lists the activities performed by EventsM anager

= A
EventsManager Servers Status f | | Database Backend Status -3
& Syslog server is not running! b Database server is running.
TCP Port 514 UDP Pot: 514
Server: RCURMIMNSGLEXPRESS
&9 SMMP Traps server is not running!
. . Database: Eventshanager
TCP Port 162 UDP Part: 162
Configuie database
L Activity Overview %
Source Windows Events  W3C Events Syslog Messages  SMMP Traps ... | SOL Server
W& 192168.1.123 0 0 0 0
& 192.1681.25 0 0 0 0
1% FileServer 0 0 0 0
1™ MailServer 0 0 0 0 o8

Screenshot 13 - Quick Launch Console shortcut

Closing the Quick Launch Console minimizes it to the user interface.
To restore the Quick Launch console, click on the Open Quick

e Open Quick Start Dialog

Launch Console link from the top right-hand
corner of the GFI EventsManager user interface.

L- Browse events
Access the built-in events and forensic tools that will help you to locate,
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analyze and filter key events. Clicking Browse events, opens the
Windows Events Browser window in the Events Browser. For more
information refer to the O6Event b

Generate reports

F Access reporting features including instant/scheduled report
generations and automated report distribution. Clicking Generate
Reports, opens the Reporting tab. For more information refer to the
6Generating reportsd chapter in t

)

Add event sources

L Specify additional sources from where events are collected and
“#  processed. Clicking Add event sources, openst he 6 Add (N
Sourcesd6 dialog

Customize

Customize GFI EventsManager settings, such as enabling Syslog,

(i SNMP Trap processing, key events notifications, etc. Clicking on
Customize opens the Quick Start Dialog: Customization Options dialog.
For more informationre f er t o the OProcessing
this manual.
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4 Event browsing

4.1 Introduction

The Event Browsing option allows you to access and browse
processed or unprocessed events/logs that are currently stored in the
main or backup database backbends.

= GFI EventsManager
Bie  Copfigure  Help
Sratus  Configurstion  Everts Browser Beporting  General

{2 Windows Events Browser [d] W3CEvents Browser || Syslog EvertsBrowser  [5]  SNMP Traps Events Browser  [5]  Miorosoft SQL Server Audit Browser

Queries: Py
= {l AllEvents (15,746 Events) 2 Doen uick St Disog
= @ s =
#-§d Securty Events Databaze: Main database
# - 1d& Application Events
= {4 System Events T Tupe Securty .. Computer Date || General #MLData
#-§a| Directory Senvices Events <l SuccessAudit  Low THMJASON_<P 2Nn3/2008 Event Origin Detals

1 [& DNS server events ess Audit Low THIASON_=P 2N 372008 Drabe: 2/13/2008

41 {d] File Replcation Events Successbudit  Criical TMIASON AP 2713/2008 line EIZui
®-fal Dthes Events 2 Successhudit Crical  TMJASONCXP  213/2008 i i
9 Successdudic Low TMIASONXP  2N3/2008 jsson
Common Taske: @ Success Audit  Low TMIASON_XP 211372009 Computer THUASON 5P
2, Success dudit  Crifcal TMIASON P 2713/2008 g:;;;y_ Emlﬂugurf
@ SuccessAudl  Ciiical TMIBSON WP 27132008 Evert 1D 538
A, SuccessAudit  Low TMJASON_P 21372008 Intesnal Event D 44ASBESS]
@, Success dudit Low TMIBSON_P  2N3/2008 iide NomelMy | 5o Lcoc
_ @, Success Audt  Criical TMIASON_KP  2/13/2008
Actions 4, Success Audit  Crilical THIESON_=P 2N 372008 Uzer Logofi:
Cloar allovents A Success dudit Low TMIASON P 2113/2008 a3 B ATE
Biackup events A, suc dit  Low TMIASON AP 21372008 Logen ID:
3 4, it Crilical TMJASON_=P 2N 372008 (040 OEF3T5E 2)

sdudit Crilical TMIASON_XP 21372008 Logen Type 3

Edit query  Success Audit  Low THJASON <P 2nym e nformation:
Drelete query = SuccessAudit  Low THMJASOM_<F 2N 372008 Uzer jazon from domain GFIMALTA has
& s A . o r hly logged off from the machine
@) Help: | Success Audit  Critical TMIBSOM_XP 271372008 success|

@, Success Audit  Crilical TMIBSON AP 21372008 named TMIASON_XP.

© Success Audit  Low THIASON <P 2N 372008 Possible causes for the generstion of this event

A, Success dudit Low TMIASON_XP 271372008 - -

9, Success Audit  Critical TMIASON_ P 2/13/2008 EnL mnnpe’am RomeclyS MeThen

'-ILASLcr.es‘.‘t-'\udH Critical TMJASOM_=F 2N 372008

A, SucesssAudit  Low THIASON_=P 2N 372008 ﬁ‘H NING -k ol ST TE

& g . . . this nelwoi sppened

\ _.,LccessAudﬂ Low TMJF\J?N P 2413;?@ NORMAL OPERATIONAL TIME of this
<, Success Audit  Critical TMJASOM_ <P 213/2008 machine, then & iz strongly recommendsd that
<, . Success Audit  Crilical THJASOM_=F 2N 372008 yous check whether this event was preceded
. ) e by a large number of faled logon attempks. If
e Ues :N-"p this is the case. then # can indicafe that an
Low TMIASON_<P unauthoized uzer waz bying bo gain access to
Ceitical THJIASON_=P that account/computer via a bute force:
co Al Critical TMJASON %P passvord guessing operation, and finaly
. e ¥ | |succeeded to access he system,
> e
4| Page. 1 of 16 | F ki

Main database - Al Events - 15, 746 event(s)

Screenshot 14 - GFI EventsManager: Events Browser

Use the Events Browser for forensic analysis of events. All events
accessible through the events browser are organized (by log type) in 4
tabs; Windows Events Browser tab, W3C Events Browser tab
Syslog Events Browser tab, SNMP Traps Events Browser tab and
Microsoft SQL Server audit Browser tab. This way you can quickly
access the events belonging to a particular log type. Event data is
organized into columns and clicking on a particular event will show
additional information in a dedicated events description pane.
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Event ID: 532

Source adsctlr
Type Warning

Description |Failed to connect to the device (device name: <name> IP address: <IP address>): Failed
to connect to the remote computer because of certificate issues. Also check the date on
the target computer.

Comments |lonut Marin (Last update 10/2/2005):
Microsoft has a hotfix that might solve this problern. See ME75533 for details.

Eryan Fowler (Last update 10/1/2005):
In my case the BIOS date was incorrect. | corrected it and then | was able to connect to
the deployment agent successfully.

Links MB 5553

Search Microsoft Support - Microsoft Search - Google Groups - Google Microsoft -
EventlD Met Clueue - More links.

Various Send comments - Motify me when updated

Screenshot 15 - Event details provided on the web-page

Windows events, descriptions are organized in two tabs accessible
from the events description field:

1 General tab - Contains events information in the legacy format
that was standard for pre-Microsoft Windows Vista event logs.

1 XML Data tab - Contains events information in the new XML
based Microsoft Windows Vista format.

Use the link provided in the event description pane to access:

1 A more detailed description of the event

91 Information and links that explain what causes this type of event
9 Hints and tips on how to possibly solve any existing issues.

Event browsing tools

Event analysis is quite a demanding task; GFI EventsManager is
equipped with specialized tools that simplify the search for specific
events as well as enable the export of events to CSV files. These
specialized tools include:

1 An event filter/query builder
1 Event color-coding options
1 Event finder tool

1 Export events tool.
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Event filter/query builder

Query Builder

General

events.

Create new gueres to organize in a simpler way the collected

Mame:

Description:

(*) Standard Group Extended Grou
Select field name:

E [ab] Type [ab]Categary [ab] Intemal Evert 1D [al
SEcuﬁt:.r Categary Su::uun::e Rule Mame E
Cﬂmputer Event Esm Instance E
Date User Log Mame E
() Time In Work Hours Field 1 [al
< | >
Select field operator
| Equal To 3 |
Enter field value

| Emor w |
| ok || cancel |

Screenshot 16 - Custom query builder

Use the event query builder that ships with
create custom filters that sift events data

GFI EventsManager to
and display only the

information that you need to browse - without deleting one single

record from your database backend.

Further to this GFI

EventsManager ships with pre-configured queries that can filter events
without any configuration effort - just click and go.
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2 GFI Eventshanager

Ele  Cofigwe  Help

Status Configuration Events Browsser Reporting General
{3] ¥indows Events Browser [4] WiCEventsBrowser [3] SyslogEventsfrowser  [d] SNMP Traps EventsBrowser  [d]  Muorosoft SCU Server Audk Broveser

@ (3] AllEvents
i {a] Secuity Everts
- fg] Application Events
=-f3] System Events

& iy System Health - Disk events
System Health - Memory everts ——
System Health - TCPAP
Evert Log system
Shutdovn/iebook
Print actraties
‘Windows File Protechian averts
Py Custom Glusry | S,
@ {3] Directory Senices Everts
@ La] DNS server events
[ a File Replication Events
- fg] Other Events

Default Event Query

BB

Custom Event Query

Screenshot 17 - Default and custom event queries

Event color-coding options

Advanced Color Filters

General |

E,' The color filters that are going to be applied on the cument log.
| §

Mame Pricrity
Critical Events Color Fitter 1

Color Filter Condition

Add...

Edit...

Remove

Name: |Color Fitter 2 |
oo |

Field Mame: |D3t'3 v|
Field Operstor: | Equal Ta v|
Field Value: | 01.08.2007 |

oK ]| cance |

Screenshot 18 - Event color coding filters

Use the event color-coding tool to tint key events in a particular color.
This way the required events are easier to locate during event
browsing. For example, you can create a query that shows events
classified as Critical or High and at the same time color in red all

Critical events having event ID 231.
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The configuration of color-codes is carried out through a dedicated
guery builder. Use this query builder to specify:

9 The conditions that define which events must be colored
1 The colors to be used when showing these events.

Event finder tool

2 GFI EventsManager

Fie  Coofigure  Help
Srakus Corfiguration Events Browser Reporting Genersl
{4] Windows Events Browser W3C Events Browser {3 Syslog Events Browser @ SNMP Traps Events Browser  [@]  Miorosoft SOL Server Audk Browser

Queries: Look For: «|In Cq|m|n: Type = Options = X
+ 13| AllEvents \— Event Finder Tool

+-{a] Secuity Everls

Screenshot 19 - Event finder tool
Use the event finder tool to locate events that match a specific search

string. For example, you can search events that have a specific ID or
which contain specific keywords in the description.

Export events tool

Export Query ...

| ;| [Jze thiz funchion to expart the data to a file in a caw format.

Save the output data to this file ;

C:veventzmanager\Output. cay | Browsze |

Ok | Cancel |

Screenshot 20 - Export events tool

Use the export events tool to save events data to CSV file . For more
information refer to the O6Export events t

4.2 Accessing and browsing stored event logs

2 GF| EventsManager
Elle Coofigure Help

Status  Configuration  Events Browsor | Reporting  General
[2] Windows Events Browser [J| ‘W3CEvertsBrowser i SyslogEverksBrowser [l SNMP Traps EventsBrowser  [3]  Microsoft SOL Server Audt Browser

| X X h X X Event

browsers

Screenshot 21 - Events browsers

To access and browse events stored in the database backend click on
the Events Browser tab and select a browser accordingly.

4.3 Applying event queries

To filter event during browsing:
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1. Click on the Events Browser tab and select the events browser

requ

ired.

2. From the left pane select the required events filter (such as the
Accounts Usage filter). Results will be displayed in the browser (right
pane).

Queries:

-+

4] AlEvents
Securnty Eventz

Account M anagement

L Policy Changes

L Object Access

Security applications - Windows Firewall events
2 Active Directory object access

Application Events

Syztem Events

= H

2| Directary Services Events
DS zerver events

2| File Replication Events

| Other Events

Screenshot 22 - Selecting a filter

4.4 Creating

Eie
Fatus

{2 Windows Events Browser [d] W3C Events Browser 4] Syslog Everts Browser

custom event queries

Configuration  EventsGrowser | Reporting  General

{8l steP Traps Events Browser  [&]  Microsoft SQL Server Audit Erowser

EI All Events (15,746 Events)

Databaze: Main databasze

W Doen Duick Start Dising

T Type Secunty ., Computer Date || General #MLData
iectory Sendces Evenls U, Success Audit  Low THIASON_=P 2N3/2008 Event Origin O stails
= NS server evenls 9 Success Audit  Low THJASOM_<P 21372008 Date: 2/13/2008
File Rephcation E vents 8, Successdudi  Ciiical TMJASON P  2113/2008 Time: 21222PM
& e ) ¥ = ey Type Success Audt
A, Success dudit  Criical THIASON_<P 2n372008 Usemame: GFIMALTA
“, Success dudit  Low TMJASON_<P 113/2008 \jason
@ Suceess Audit  Low TMIASON %P 213/2008 Computer THIASIN XP
8 - L - e Source: Secuity
| Success Audit  Ciiical TMIASON WP 211372008 Category: LogendLogol
9l SuccessAudit  Criical THJASON_<P 2n3/2008 Evert D 538
2, Success Audit Low TMIASON_ P 21372008 gnltrnh?l Event ID: 84.‘\9{3533}!
) T it i r ule MName: il
9, Success Audit  Low TMJASON_XP  2/713/2008 otk Home Yoo
_ @, Success dudit  Crilical TMIASON_KP 271372008
Adties A, Suceess Audit  Cilical TMIASON_XF 271372008 Uzer Logatt:
A, SuccessAudt  Low TMIASON_XP 21372008 hetoid AT
9, Success Audit  Low TMIASOM P 271372008 Logon ID:
@, Success dudit  Ciilical TMJASON_XP  2/13/2008 (040, 045F3I75E 2)
Qe A, Success Audit  Crilical TMIASON_XP 271372008 Logon Type: 3
Edil query 2, Success Audit  Low TMIASON <P 2713/2008 More omation:
Delete queny 2, Success Audit  Low TMIASOM_ P 271372008 Lizer jazon from domain GFIMALTA has
@, Success dudit  Cilical TMIBSON_P 211372008 uccesshil lagged offfom the machine
@, Success Audit  Crilical TMJASON_XP 271372008 L L s
<, Success Audit  Low THJASON_<F 2N 372008 Possible causes for the generation of this event
9, Success Audt  Low TMIASON P 271372008 e ol ior! pdoaned b nber of
S, Success Audit  Critical TMIASON_XP  2/13/2008 EhL d;am_“pe'am Cotep BT
9, Success Audit  Critical TMJASON_=P 21372008
9, Success Audit Low THIBSON_=F 2N 372008 mﬂwﬁ :k logo hapoened OUT OF THE
=] i 5 netwol
‘-LSuccessAudﬂ Low TMIASON <P NORMAL OPERATIONAL TIME of this
= Success Audit  Critical THJASOMN_=F maching, then i is strongly recommendsd that
€, Success dudit  Critical TMJASON_=P yous check whether this event was preceded
Q_ Successtudi Low TMIASON P by a large number of Faled logon attemets. If
& . thiz iz the case, then it can indicate that an
\ Success Audit  Low TMJASON_<P unauthoized user was tpang to gain access bo
< SuccessAudit  Criical THJASOM_<P that account/computer via a biute force
f ik Dl TuNOVE O e ke
< v
{4 4 | Page 1 of 16| bk ki

Main database - All Events - 15,746 event(s)

Screenshot 23 - GFI EventsManager: Events Browser
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In GFI EventsManager, custom queries are added as a sub-node
within the default queries that ship with the product. To create custom
event queries:

1. Click on the Events Browser tab and select an events browser
accordingly.

2. Right-click on the default query where the new event query will be
created and select Cr e at e (Thiewillypéng up the event query
builder.

Query Builder 3

General

Create new queries to organize in a simpler way the collected
events.

Mame:
|Custnm Gueny |

Description:

{*) Standard Group Extended Group
Select field name:

(] [2ITyre (2] Category Intemal Evert ID [
Secuﬁt'_.r Category Snun::e Rule Name E
Cnmputer Event Esm Instance E
¥ Date User Field 1 [al
(=) Time In Work Hours Field 2 fal
< | >
Select field operator
| Equal To = |
Enter field value
| 08.08 2007 v

| ok || cancel |

Screenshot 24- Custom query builder

3. Specify a name and a description for the new query.

4. Click Add, configure the required query condition(s) and click OK.
Repeat until all required query conditions have been specified.

5. Click OK to finalize your settings.
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4.5 Customizing the event viewer pane

Selecting columns to be displayed

To select which columns will be displayed in the Log Browser
viewing pane:

1. Click on the Events Browser tab and select an events browser
accordingly.

2. Select the Customizeviewopti on from the O6Common Tas
in the left pane.

Customize View x
[E] Description Type Al [+
J Colors Security Categaory +
—— v
5= Columns Computer
== — Date
[+] Time b
£ >

Screenshot 25 - Customize view: columns

3. Select the Columns option.

4. Select the columns that will be displayed in the viewing pane. Use
the up/down arrows on the side to define the order in which the
columns will be shown.

5. Close the customize view pane to finalize your settings.

Customize the position of the description window
GFI EventsManager allows you to customize the right viewing pane.
To achieve this:

1. Click on the Events Browser tab and select an events browser
accordingly.

36 { Event browsing GFI EventsManager user manual



2 GFI Eventsianager
File  Configure  Help
Status Configurakion Events Browser Reporting General

4! Windows Events Browser |i| W3C EventsBrowser  [4| SyslogEvents Browser || SMMP Traps Evenits Browser !
Queries: o S :
ia ecurity Events (341,053 Events
-3 A Events ilﬂ|| ty (341, ) W Coen Ouick Start Dislog
{8l Security Events Database: Main database
+- 13| Application Events
+-{a] System Events Customize View X

+-{a] Directory Services Events
+-13] DNS server events

#- gl Fie Replcalion Events
- f8] Other Events

LResciption (%) Desciption on the right
Colorg ) Description on bottom
Cobumns O No desciiption

i B D

Common Tasks:

Type Securlty ... Computes Date A general ML Data
- Audit |_*] Event Origin Detals: -~
< Successdudit  Low TMIASON_XF 21 3/200 Date: 2/13/2008
Aclions: <\ SuccessAudt  Critical TMIASON_ P 2737200 Time: 21222 PM
& .. .aox o WP 3A 30 Type: Success Audt
ear all events ,Success Audit  Crtical THIASON_ 1372 Usemame: GFIMALTANjason
Backup events =i, Success Audit  Low TMIASON_>F 2137200 Computer: TMJASON_¥F
E " A, SuccessAudl  Low TMIASON_XP  2713/200 Eglum: ) E:Dm -
Export everts A, Successbudl Citeal  TMIASONP  2/13/200 Eren e
Edit query 9, SuccessAudl  Citical TMIASON_<F 21137200 Internal Event ID:  4449BE951
Delete query 9 SuccessAudit  Low TMIASON_ P  2A13/200 rhtr NEr'T ) User Lagoff
A Success Audt  Low TMIASON_ P 2137200 nWork Hows:  Yes
) Help: =\, Success dudit  Crtical TMIASON_=P  213/200 User Logaff
=\ Success Audit  Critical TMIASON_AP  2/13/200 User Name: jason
onfiguiing and usin Everts Browser A, Success fudl Low TMIASON XP  2/13/200 e D oeor T
4.'-. Success Audil  Low THIASON_XP 2137200 Logon T}"DEZ
<, Success Audil  Ciitical THMIASON_ <P 21137200 hipr
@, Success i itic M. N P 2M3 ore information:
- uccess Audit  Critical THIASON_] F13/200 Jser jason from d GFIMALTA has
=, SuccessAudit - Low TMIASON_=F successiully logged off from the machine named
<l SuccessAudit  Low TMJASON_+P ON_=F,
<l SuccessAudit  Crtical THMIASON_=P . . .
=l _SuccessAudit  Crtical TMIASON_=P zc:slble caures for the generation of thix evert
<l Success Audil  Low TMIASON P 2737200 | |i1) Mol opesation performed by & member of the
2 B SARN S i [doman, -
| Page 1 of 342 | b bl

Main dakabase - Securky Events - 341,053 event(s)

Screenshot 26 - Customize view

2. Click the Customizeviewo pti on from the 6Common Task
3, Customize the browser view accordingly.

4.6 Configuring event color coding

Assigning a color-code to a specific event

Customize View X
[ Description ) )
J Colors ® Colorevent if Type | |[Equal To % | |Success Audt | in E]
i Columns Clearcolors  Advanced

Screenshot 27 - Assigning event color-codes

To assign a color code to a specific event:

1. Click on the Events Browser tab and select an events browser
accordingly.

2. Select the Customize view option and from the right pane, select
the Colors option.

3... Specify event filter parameters including the color to be applied to
the sifted events.

4. Click on the Apply Color button to finalize your settings.
NOTE: Use the Clear color filters option to clear all color settings.
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Assigning different color-codes to multiple events

To assign different color-codes to multiple events:

1. Click on the Events Browser tab and select an events browser
accordingly.

2. Select the Customize view option. From the right pane, select the
Colors option and click Advanced.

Advanced Color Filters X

General |

E,' The color filters that are going to be applied on the cument log.
| §

Mame Pricrity Add...

Critical Events Color Fitter 1

Edit...

Remove

Color Filter Condition

Name: |Color Fitter 2 |

o )

Field Mame: ||::'E"f'3 v|

Field Operstor: | Equal Ta v|

Field Value: | 01.08.2007 |
0Kk [ cancel ]

Screenshot 28 - Advanced Color Filter

3. Click on the Add button. Specify filter name and configure event
filter parameters.

4. Click on the OK button to save filter settings.

5. Repeat until all required event filter conditions have been
configured. Click OK to finalize your settings.

4.7 Event finder tool
Use the event finder tool to search and locate specific events using
simple customizable filters. To search for a particular event:

1. Click on the Events Browser tab and select an events browser
accordingly

2. From the left pane, select the Find events option.
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2 GFI Eventshanager

Ele  Coofigre  Heb
Satus  Configuration  EventsBrowser  Reporting  Genersl
3] Windows Events Browser W3C EvertsBrowser  fd] SyslogEventsBrowser [l SNMP Iraps Events Browser Marosoft SQL Server Audk Browser

Queries: Look for: = [In Column: Type - Options = X
+ {3 AlEvents \\— Event Finder Tool
- {3] Secuity Everts

Screenshot 29 - Event finder tool

3. Configure the event search parameters through the options
provided on top of the right pane. To trigger a case sensitive search,
click on Options and select the Match case option.

4. Click on the Find button to trigger the search.

4.8 Export events tool

GFI EventsManager allows you to export events data to CSV files
directly from the built-in event-browsers. This is extremely convenient
especially when further processing of events data is required
including:

9 Distribution of key events data via email

1 Running automated scripts which convert CSV exported events
data to HTML for upload on web/company intranet

1 Generation of graphical management reports and statistical data
using native tools like Microsoft Excel

1 Generation of custom reports using third party applications.
1 Interfacing events data with applications and scripts built in-house
To export events to CSV:

1. Click Events Browser tab and select the required event browser
accordingly.

2. Select the events to be exported. Right-click on the selection and
chooseExport eventsé

Export Query ...

| ;| [Jze thiz funchion to expart the data to a file in a caw format.

Save the output data to this file ;

C:veventzmanager\Output. cay | Browsze |

Ok | Cancel |

Screenshot 30 - Export events tool

3. Specify the location where exported events will be saved and click
OK to trigger the export operation.
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4.9 Backup events

GFI EventsManager allows you to backup the events stored in the
main database backend. This way you can reduce the size of your
main database backend but at the same time keep all your event
records for historical and forensic investigation purposes.

Use the backup events feature to backup events that are older than a
specific amount of hours. For example, you can choose to backup
events that are older than 48 hours. To backup events:

1. Click on the Events Browser tab and select an events browser
accordingly.

2. From the left pane, select the Backup events option.

Backup... §|

}i Backup the events that you consider that could be used
4 .4 again.
Backup events older than: kg - hour(s).

oK | | Cancel |

Screenshot 31 - Backup events dialog box

3. Specify backup parameters and click on the OK button to finalize
your settings.

4.10 Switching databases

For event browsing purposes, GFlI EventsManager allows you to
switch between the main and backup database backend. Use this
feature to browse events that have been backed up, using the tools
provided in the Events Browser. To achieve this:

1. Click on the Events Browser tab and select an events browser
accordingly.

2. From the left pane select the Switch to main/backup database
option.

4.11 Clear all events

To clear ALL the events stored in the currently selected database:

1. Click on the Events Browser tab and select an events browser
accordingly.

2. From the left pane select the Clear all events option.
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GFl EventsManager

\:{) Do you want to backup the events before clearing them?
(*) Backup evenrts before clearing
() Clear only jno backup)

| ok || cancel

Screenshot 32 - Clear all events dialog box

3. If you are currently browsing events from the main database,
specify whether you want to backup events before clearing.
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5 Generating reports

5.1 Introduction

GFI EventsManager provides you with a free, fully-fledged reporting
companion to GFI EventsManager - GFI EventsManager ReportPack.
It enables you to generate graphical IT-level, technical and
management reports based on the hardware and software events
processed by GFI EventsManager. Hardware and software event
sources include any networked component that generate Syslog
messages or record/log events to Windows and/or W3C event logs.
These include computers, network devices, PABXs, and third party
software solutions.

= GFI EventsManager (=5

Ble Configure  Hep
Ststus  Gonfigurstion  Everks Browser | Reporting | Genersl

GFI Report Center:

(M) E ventsM anager ReportPack
i) Report Cenler

. % GFiEventsManager reportPack

Ly Management & technical reports for GF| EventsManager

@) Help

The GFI ReportPack i & full-fleciged reporting
companion and 8 FREE sdd-on to GFI Evertshanager | assists
systems acministratoes in collating and creating graphical T-level
and management reports based on the WoC, Syslog and
‘Windows eveniz activity data collected from varous network
gources ncluding Security appications, cross platform
operating systems, web servers, network hardwsre, PABKs,
sccess control systems snd morel

Aboul GF| Report Cerier

Fromtrend reports for management (RO fo daly arll-down
reports for technical steff, the GFI EventsManager ReportPack
provides you with the easy-io-view iInformation you need, 1o
fuly understand the ever-changing activity of your IT
Inrastructure. Fuly sutomsted repon dtrbution vis el and
cuestom report scheciuling allow you true instal-and-forget

i ty. GFl EverisManager Report will hedp you turn
gueszwork into hard and unbiazed reportable nowledgel

Some of the prerequistes e missing. Do you wish o instal them?

Dowrdoad and Instal

Screenshot 33 - Reporting

To access GFI EventsManager ReportPack, click the Reporting tab.

NOTE: To generate reports, the following add-ins must be
downloaded and installed:

1. GFI ReportCenter framework
2. GFI EventsManager ReportPack

More information on how to download the GFI EventsManager
ReportPack and the GFI ReportCenter framework is provided in the
®download the GFI EventsManager ReportPackdsection below.

5.2 Download the GFI EventsManager ReportPack

From the GFI EventsManager Reporting tab, click on Download and
install button to download and install the GFI EventsManager
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ReportPack on the local machine. Prior to installing the GFlI
EventsManager ReportPack, GFI EventsManager will also prompt you
to install any pre-requisites that are required. This includes the GFI
ReportCenter framework.

I GFI EventsManager 9[=113]

Ble  Configurs Help
Status Configuration Events Browser Reporting General

GFl Report Center: Olpen GQuick. Start Dialog
i) EvenisManager ReporPack

i) Repoit Center il GFiEveniSMQ nClgel' ReportPack

L Management & technical reports for GF| EventsManager

@) Help

i The GFI iz o full-fledged reporting
companion and & FREE atd-on to GFI Evertshanager. | assists

| =ystems scministratoes in collating and creating graphical IT-kevel

and management reports based on the WOC, Syslog and

‘Windows events activity data colected from various netwark

sources including Security applcations, cross platform

Aboul GF Repoit Cenles

operating systems, web servers, nebwork hardhware, PABKz,
access control systems snd more!

Fromtrend reports for management (RO 1o daly anll-down
reports for technical staff, the GFI EventsManager ReportPack
provides you with the easy-o-view Information you need, fo
fully understand the ever-changing activity of your IT
Infrastructure. Fuly sutomsated report dstribution via email and
cusstom report scheduling sllow you tree instal-and-forget
Tunctionslity. GFI EvertsManager ReportPack will help viou turn
2 irta hard and uniiased reportable knowledge!

Downioadng Events Manager ReportPack. .

RN RN RN ARARRRRARARANR ]

Screenshot 34 - Downloading the GFI EventsManager ReportPack

For installation instructions and more information about the GFI
EventsManager ReportPack refer to the GFI EventsManager
ReportPack user manual available at:

http://www.gfi.com/eventsmanager/esm8rpmanual.pdf.

5.3 Launching the GFI EventsManager ReportPack

I GFI EventsManager
He Configwe Hep
Status  Configuration Events Browser Reporting General

GFI Repoit Center:

2n Quick Start 0
Dl E ventsManager AepartPack
S . ¢ GFiEventsManager ReportPack
. Management & technical reports for GFI EventsManager
.
The GFI P 2 & full-Nedged reporting

companion snd a FREE add.on to GFI EventsManager. It sssists
sl systems acministrators n colating and crestng grachical T-level
and managemert repeets bazed on the W3C, Sysiog and
Windows events activity data collected from various network
sowces Including: Securty sppications, cross platform
operating systems, web sarvers, network hardware, PABXs,
access control systems and morel

From trend reports for mansgement (RO to daly dril-down
reports for technical staft, the GFI EvertsManager ReportPack
provides you with the easy-to-view information you need, 1o
fulty understand the ever-changing activty of your IT

Fully sutomated repoet distribution via emad and
custoen repoet scheduing aliow you true install-snd.forget

GFI P wil help you turn
Ques: Into hard and unbissed reportsbie knowiedge!

Launch RepoitPack

Screenshot 35 - Launching the GFI EventsManager ReportPack

To generate reports:
1. Click on the Launch ReportPack button
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I GFl ReportCenter 3.5

-
EG’I SECURITY & MESSAGING sonm
ESM Reports - Default Reports
The ESM Detault Repors section containg a list of reports shipped with the ESM ReportPack. These
EY ]G € erisManager 6 Repartack reports are divided info several categories based on the type of data shown in the report
= Accourt Usage
A4 Successhd lagonz grouped by users + Default reports cannot be edited direclly. Instead, the ESM ReportPack allows the areation of
A Suecessid logens giouped by compubers custom reports based on default raports in arder to maka use of more specific repor criteria.
& Faled logors:
P Logoll everts « Default repons can be executed either for he specic relative dabe ime values (such as
2 Account logans today, yesterday, 1ast seven days..) of you can specify any cusiom date value
f
@ Accountlockouks ) « Ta schedule 3 custom report, select the custom report ta schedule, ight click and select
& Successid lagon court on each compulel p B 2
New > Scheduled Report
& Faled logon count on each computer
& Top 10 sccounts which faled 1o logan . .
5 @ Account Managamert The list below shows the defaull report calegorias:
# ¥ Palcy Changes
# 1 Object Access Account Usage Reports
# i Appication Management The Account Usage calegory contain reports thal deal with user logon relaled events, such as
- Prark Server successtul and tailed legons, l0goft and account lockout events
# ¥ Windows Event Log system
# 0 Metwork resource accezs (PO equisemendt 10] LD BLELIE D L
#-1 Everis Trerd The Account Management category contains reports that display important information related to
# Al criical messages user and computer account changes and Security group modfcations.
# ¥ Misealareous, Customzsble rapeds Policy Changes Reports
Thi Policy Changes categony containg several policy change related repans
Object Access Raports
The Object Actess calegory containg reports that show successhul and failed objed accesses.
Application Management Reports
The Application Management category contains reports that show issues related application install
and uninstall events, as wall as application crashing and hanging infarmation.
Print Server Reports
The Print Server categary shows printing acihity related issues.
Windows Event Log System Reports
The Windows Event Log System category contains repors with imporant Event Log related issues
Events Trend Reports
a, Favarite Reports The Events Trend category contains generic event trend raparts
+ DefaultReports Events Trend Reports
£ Castom B Tne Events Trend calegory contains generic event trend repars
Mis I reports
' Scheduled Reports E
The Misc ustomizable repons category containg reponts which allow wide
i Dptions customization
1 Help

Screenshot 36 - GFI EventsManager ReportPack console

2. The GFI EventsManager ReportPack console will open in a new
window. Generate the required reports by right clicking on the desired
report.

For more information about the reports and the functionalities of GFI
EventsManager ReportPack refer to the GFI EventsManager
ReportPack user manual available at:

http://www.gfi.com/eventsmanager/esm8rpmanual.pdf.
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6 Customizing event sources

6.1 Introduction

Event sources are computers that contain the logs to be processed by
GFI EventsManager. In GFl EventsManager, these event sources are
organized into specific computer groups. You can create custom event
source groups tailored on your network infrastructure or you can use
the pre-defined groups that ship by default with this product. GFI
EventsManager ships with two distinct event source groups namely
d&vent Sources Groups6 and oODatabase Server Groups?©6.
default groups to distinctively organize and configure the servers,
workstations and laptops that will be monitored by GFl
EventsManager; or you can choose to group target computers that
have specific roles on your network such as web Servers, file servers
and data servers.

6.2 Adding new event sources to the computers group

2 GFI EventsManager B@|®

File  Configure  Help

Stakus Configuration Ewents Browser Repoarting General

Q Event Sources | || Ewvent Processing Rules o Options
Group Type: i
A« Servers Group ! Open Quick Start Dialog
8" Event Souces Groups v -
Add pour member/standalone servers to this group. The logs scanned are the Windows
Groups: security log, Windows application log and Windows spstem log. The scanning will use

the appropriate pracessing rules

[ A
£ Workst Add new event source. .. Computer Na State  Credentials  Eventlog W3CLlogs Swyelog SHMP|
—
';; :—T"Utps Create group... Thete are no evert sources in the selected group.
nirastiy
£ Databa Disable
& Print Sel
£ webSa Rename
& File Ser Delete
& Linux H
¥ Cisco Pl Scanning options ]
£ E-mail 5 Sart by name
Common T
Properties

Add new event source..

Actions:

Edit selected qroup

Edit selected event source.
Delete selected event source(s)

0 Event Sources(s)

Screenshot 37 - Configuring the computer that will be monitored

To add new event sources to a computer group:

1. Click on the Configuration tab and select Event Sources from the
tab options.
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2. From the Group Type drop-down, select Event Sources Groups.

3. Right-click on the Computer Group which will contain the new event
sources and select Add new event source. This will bringupthe 6 Ad d
NewEventSour cesd dial og

Add Hew Event Sources...

Select the event sources... . I
-

Specify the computers Ffrom where SFT EventsManager will collect logs

In GFI EventsManager event saurces are arganized inta event source groups. The event saurces
specified below will be added to the 'Servers',

Add the Following computers:
adminkc|

Computer

1M 197.165.5.254 Select

Import, ..

@ In order to scan a Microsoft Yiska or Microsoft Server machine,
wau musk install GFI EventsManager on a Micrasoft Yiska ar
Microsaft Server 2008 machine.

Einish l [ Cancel

Screenshot 38 - Configuration wizard: Specify the computers that will be monitored

4. Specify the name/IP of the new event source and click Add. Repeat
until you have specified all the event sources to add to this group.

NOTE: To import the list of event sources from a text file click on the
Import button. To select event sources from a list, click on the Select
button.

5. Click Finish to finalize your settings. GFI EventsManager will
attempt to collects logs from the configured sources immediately after
clicking the Finish button.

6.3 Configuring event source properties

GFl EventsManager allows you to customize the event source
parameters to suit the operational requirements of your infrastructure.
You can configure of these parameters on a:

1 Computer by computer basis.

1 Computer group by group basis.

Event source properties that can be customized include:

1 General event source properties such as computer group name

1 Alternative domain administrator credentials required to remotely
access the event logs of a target computer.

1 Event source operational time. Through these parameters GFI
EventsManager can identify key events that occur outside normal
operational time such as failed logons. As a result alerts and
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notifications can be generated and dispatched to administrators for
immediate attention.

1 Windows, W3C , SNMP and Syslog event processing parameters.
To configure event source properties:

1. Click on the Configuration tab.
Group Type:

E" Event Sources Groups b

" Event Sources Groups
(2 Database Servers Groups

Screenshot 39 - Group type

2. From the Group Type drop-down select Event Sources Groups.
3. To configure the parameters of a:

9 Computer group: Right-click on the computer group to be
configured and select Properties.

9 Particular computer in a group:

0 Click on the computer / database server group to which the
computer group belongs.

o From the right pane, right-click on the required computer
and select Properties.

4. Click on the required tabs and configure the respective parameters
accordingly. More information on how to configure these parameters is
provided in the coming sections.
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6.3.1 Configuring general event source properties

Workstations E|
YWindows Event Log WaC Logs Syslog SHMP Traps
eneral Logon Credentialz Operational Time

L-' Enter a group name and description for the computers you want
- toinclude in this group.

Group Mame

W ork ztations

Description;

Add pour warkstations in thiz group. The logs scanned are the
Windows security log, Windows application log and Windows system
log. The zcanning will uge the appropriate proceszing rules.

Enable collection of lags from thiz computer group

Schedule zzanning

() Real-Time i.e. once every & seconds

(%) Once 30 MinLtes v
Mest scan: B/ 542003 v | 2E53E8PM o
(] ] [ Cancel

Screenshot 40 - Event sources properties dialog

Use the General tab in the properties dialog to:
1 Change the name of a computer group.

1 Enable/disable log collection and processing for the computers in
a group.

1 Configure log collection and processing frequency.

6.3.2 Configuring alternative domain administrator
credentials

During event processing, GFI EventsManager must remotely log-on to
the target computers. This is required in order to collect log data that
is currently stored on the target computers and to pass this data on to
the event processing engine(s).

To collect and process logs, GFI EventsManager must have
administrative privileges over the target computers. By default, GFI
EventsManager will log-on to target computers using the credentials of
the account under which it is currently running; however, certain
network environments are configured to use different credentials to log
on to workstations and servers with administrative privileges. As an
example for security purposes, network administrators can setup a
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dedicated account that has administrative privileges over workstations
only and a different account that has administrative privileges over
servers only.

Workstations @

Windows Event Log WAt Logs Syslog SHMP Traps
General Logaon Credentials Operational Time

Specify the credentialz you want GFI Eventzbdanager bo uze to
q ~ connect bo the database servers specified in this group to collect
THLD events

By default, GFl EventzManager perfforms event collection using the
zecurity context af the account under which GFI Eventsh anager zervice
iz Iunhing. v'ou may specify an alternate set of credentials to access the
computers contained within this computer group.

Logon ugsing credentialz below
Uzer name: admin

Pazgword: TITTTILIIY

[ k. H Cancel H Apply

Screenshot 41 - Configuring alternative logon credentials

GFI EventsManager, allows you to configure a dedicated set of logon
credentials for individual target computers as well as for computer
groups. To configure a set of credentials for a particular computer
group:

1. Right click on an event source and click on Properties

2. Click on the Logon Credentials tab

3. Specify the login name and password which will be used to log-on
and collect logs from the target computer(s).

6.3.3 Configuring event source operational time

GFI EventsManager includes an Operational Time option through
which you specify the normal working hours of your event sources.
This is required so that GFI EventsManager can keep track of the
events that occur both during and outside working hours. Use the
operational time information for forensic analysis and to identify
network computers that are being misused outside normal working
hours. For example, through this information, you can discover
unauthorized user access, illicit transactions carried out outside
normal working hours and other potential security breaches that might
be taking place on your network.

50 I Customizing event sources

GFI EventsManager user manual



Workstations E|
Windows Event Log W3C Logs Syslog SHMMP Traps
General Logaon Credertials | Operational Time

{;" Specify the Nomal Operational Time for computers contained
F | within this computer group

The Nomal Operational Time indicates the time in which the computers
within this computer group are used. This information is used by
EventsManager to classify certain events occuming during working and
nion working hours.

For example, failed log-on attempts will be assigned a higher rsk levels i
accuming durng non warking haurs.

4 4
00h 03h Oh OSh 12h 15k 18R 27Th 24k

Ma
Tu
nle
Th

Fr
Sa
Su

Marked time intervals are considered as Momal Operational Time.

ok || Cancel || Apply |

Screenshot 42 - Specify operational time

Operational time is configurable on computer group basis.
Configuration is achieved through the Operational Time tab provided
in the computer group properties; Operational time is configured by
marking the normal working hours on a graphical operational time
scale which is divided into 1 hour segments.

6.3.4 Configuring event processing parameters
To configure event processing parameters:

Workstations
General Logon Credentials Operational Time
Windows Evert Log | W3C Logs Syslog SNMP Traps

Screenshot 43 - Event-processing configuration tabs

1. Bring up the (computer/computer group) properties dialog

2. Use the Windows Event Log tab, W3C Logs tab, Syslog tab and
SNMP Traps to configure the required event processing parameters.
For more information on how to configure these parameters refer to
the 6Configuring event processing rules
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6.4 Adding a new SQL Servers group

1. Click on the Configuration tab.

2. From the Group Type drop-down select Database Servers
Groups.

Database Servers Group Properties P§|

General | | ogon Credentialz | Dperational Time | SAL Server Audit | Settings

Enter a group name and description for the database servers vou
want o include in thiz group.

Group Mame:;
aroups

Drezcription:

This is a new SAL Server Group|

Collects logs from the databaze servers included in this group.

Q. H Cancel ” Apply

Screenshot 44 - Creating a new SQL Server group

3. Right-click on an existing group and select Create group.

4. Configure the SQL Server group settings. For more information
about SQL Server group configuration, refer to the section
6Configuring SQL Server group propertiesod

6.5 Configuring SQL Servers event source properties

Similar to group properties both in concept as well as in terms of
configuration, SQL Servers event source properties can be configured
at both group level and individual SQL Server level.

To configure the properties of an individual SQL Server or server
group

1. Click on the Configuration tab.
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Group Type:

& Event Sources Groups v

¥ Event Sources Groups

D atabaze Servers Groups

Screenshot 45 - Database Servers Groups

2. From the Group Type drop-down select Database Server Groups.
3. To configure the parameters of a:

1 Database Server Group: Right-click on the database server/ group
to be configured and select Properties.

1 Particular computer in a database server group: Click on the
database server group to which the computer group belongs. Then
from the right pane, right-click on the required computer and select
Properties.

4. Use the tabs provided in the properties dialog, to configure the
required parameters:

1 General properties: Use this tab to change the group name.

1 Logon credentials: Use this tab to select the authentication
method to be used and if required specify login credentials.

9 Operational time: Use this tab to specify the operational time for
the database servers specified in this group.

1 SQL Server audit: Use this tab to configure which event
processing rules will be applied against the events collected from
source. By default, GFI EventsManager is set to inherit these
parameters from the parent Database Server Group.

9 Settings: Use this tab to configure SQL Server event-scanning
options (i.e. scan all databases, scan security events only on all
databases or scan only a specific database).

NOTE: For more information on how to configure these parameters
pl ease refer to the é6Configuring SQL Serv
in this chapter.

6.6 Adding new SQL Servers to the default group

The SQL Server audit feature allows you to process the activity logs
generated by day-to-day SQL Server operations such as server
startup or on key events such as failed logons.

Like computers, SQL Servers can be grouped and processed using a
common event-log scanning policy. To create an SQL Server group:

1. Click on the Configuration tab.

Group Type:

&* Event Sources Groups v

¥ Event Sources Groups

D atabaze Servers Groups

Screenshot 46 - Database Servers Groups

2. From the Group Type drop-down select Database Servers
Groups.
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[E2 GFI EventsManager
File  Configure  Help

Status Configuration Events Browser Reparting General

‘.-'.‘ Event Sources | | EventProcessing Rules "" Cipticns

Group Type:
. | SQL SeNers Group ‘ Open Quick Start Dislog
3 Databaze Servers Groups w LEJ
: Default aroup for computers running SOL Servers, targets of Database Auwdit fealure,
Groups: : : -
> B Server Mame  State Credential: =~ Settings Databases Post Collection Pra...
i)
add new Microsoft SQL Server.,, There are no Microsoft SOL Servers in the selected group.
Create group, .,
Disable
Rename:
Sort by name
Properties
Common Task

Cl SQL Server
Delete selected Microsolt SOL Sever(s)

@) Help:

[F]

Conbauring and using Events S aurce:
Juick Guide : How to confiqure avent souce

0 Microsoft SQL Server(s)

Screenshot 47 - Add a new Microsoft SQL Server

3. In the Groups section, right click on SQL Servers and select Add
new Microsoft SQL Server.

¥® Sclect Microsoft Sql Servers ... @

You can zelect Microzoft SOL Servers from the following list:

Microzoft Sql Server
] Lo (local)

[] | {3 4ANDRECA

] L ANTHOMYS
[¥] |3 COEBATTISTA
] faDaviDaz
[y DENNISTESTMCH
[#] | L2 DDRIAMME
11 LaFSERVER
]| /yHERCULES
[ 2s1aME

T 1ld ireiena w7

|

[ Ok H LCancel ]

Screenshot 48 - Select Microsoft SQL Server(s)

4. Click on the Select button and choose the required Microsoft SQL
Server machines from list. Click OK when selection is complete.

5. Click on the Finish button to finalize your settings.

NOTE: You cannot audit the SQL Server that is currently being used
as database backend by GFI EventsManager.
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6.7 Removing SQL Servers from the default group

To remove a Database Server Group:
1. Click on the Configuration tab.

2. From the Group Type drop-down select Database Servers

Groups.
E= GFI EventsManager g@ El

File  Corfigure  Help
Status Configuration Events Browser Reporting General

v Event Sources | | Evenk Processing Rules '“ Options
Group Type:
L SAL Servers Group
{5 Database Servers Groups v \dg
Default group for computers runnng SCOL Servers, targets of D atabase Audit feature,
Groups:
Server Mame  State Credentials = Settings Databases Past Collection Pro...
{3 SOL Servers R "
|l sUE Enabled  Inhedted Inherited Inherited
W55-BAC.. Enabled Inhedted Inherited Inherited
Disable
Dalate
Properties

Screenshot 49 - Select Microsoft SQL Server to delete

3. In the right pane, right click on the SQL Server to be deleted and
select Delete.

6.8 Configuring database server properties

By default, an SQL Server will inherit the properties that were set for

the parent group settings (for exampl e
change these settings for a specific server:

1. Click on the Configuration tab.

Group Type:

|,_i‘] D atabasze Servers Groups b |

Groups:

SOL Servers

'y Group 2

Screenshot50-6 SQL Serversd Group

2. From the Group Type drop-down select Database Servers

Groups.
3. From the Groups area, select the group that contains the SQL
Server that you would I|Iike to edit, for
Group Type: _ .
: L. SQL Servers Group M| Coen Ouick Ston ik
| {3 Database Servers Groups v g
Default group for computers running SAL Servers, targets of Database Audit feature,
G'_Dq“: Server Name  State Credentials ~ Seftings [ atabases Post Collection Pro...
[ SAL Servers I suE Enabled Inheited  Inherited Inherited
VSS-RAD — . P \nherited
Delete
| Properties

Screenshot 51 - Microsoft SQL Server group properties
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3. In the left pane, right click on the Microsoft SQL Server to be
configured and select Properties. This will bring up the SQL Servers
Group properties dialog.

SUE [X]

General | Logon Credentials | Settings

Lb Specify the SEL Servers post collecting processing

[] Inkerit SAL Server post collection processing from parent group

Specify the post collection procesing for the events collected from the
configured SOL Server(z).

() Archive only

{(*) Process using thesze ule sets:

~[v]| 3 Maize reduction
-3 Database changes
~[w]|3 Server changes
-] Logon / Logoff
~[w]d SOL Server ermrors
-4 Databaze access

@ Choose “Archive only' to archive all the events collected.

] ][ Cancel l[ Apply

Screenshot 52 - The SQL Server Group properties dialog

4. Use the tabs provided in this dialog as follows:

1 General tab: Use this tab to set post collection processing rules.
By default, GFI EventsManager will inherit post collection
processing from the parent group.

1 Logon credentials: Use this tab to select the authentication
methodtobe used and to specify login crede
Aut henticationdé wil!/ be used.

i Settings: Use this tab to configure SQL Server event-scanning
options (i.e. scan all databases, scan security events only on all
databases or scan only a specific database).

NOTE: For more information on how to configure these parameters
please refer to the o6Configuring SQL Seryv
in this chapter.
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7/ Configuring event processing rules

7.1

Introduction

GFI EventsManager allows you to collect and process: Windows
Event Logs, W3C logs, Syslogs, SNMP Traps and Microsoft SQL
Server audit logs. All supported log types record events in a different
and proprietary format; therefore every log type requires different
configuration settings and parameters. You can configure log
collection and processing parameters:

1 On a computer by computer basis
1 On a computer group by computer group basis.

During event processing, GFI EventsManager runs a configurable set
of rules against the collected logs in order to classify events and
trigger alerts/actions accordingly. By default, GFlI EventsManager
ships with a pre-configured set of event processing rules that allow
you to gain network-wide control over computer logs - with negligible
configuration effort.

Event processing rules

Event processing rules are instructions/checks that:
1 Analyze the collected logs.

1 Classify the severity of processed events. Classification is based
on the configuration settings of the processing rule.

9 Filter events that match specific criteria. For example, you can
create and run a rule which filters out low severity events and
noise (duplicate events).

1 Generate alerts and actions based on event severity. For example,
you can configure GFI EventsManager to send both SMS and
Email alerts whenever an event is classified as critical; but limit the
product to send only email alerts when an event is classified as
high in severity. For more information on how to configure alerts
and actions refer to the 0Conf

1 Optionally archive filtered events. Event archiving is based on the
severity of the event and on the configuration settings of the event
processing rules. For example, you can configure GFlI
EventsManager to archive only events that are classified critical or
high in severity and discard all the rest.

In GFI EventsManager, event processing rules are organized into
0 Rud eet s 6 ; a n dseteaneontain one branore specialized
rules which can be run against collected logs.

iguring
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{(*) Process using these rule sets:

=~ [H]_3 Infrastructure Server,
..[#] /@] DHCP Server. Rule Set Folder

~[v] /@] DNS Server Rule Sets

P [Cel WINS

=-[¥I=@ Database Server v

Screenshot 53 - Rule-sets folder and Rule-sets

Ruleesets are further-sengegarFioddadrist.o TRl eva
can group rule-sets according to the functions and actions that the

respective rules perform. By default, GFI EventsManager ships with

pre-configured folders, rule-sets and event processing rules that can

be further customized to suite your event processing requirements.

Event classification

GFI EventsManager classifies events in 5 categories:
Critical

High

Medium

Low

=A =4 =4 4 =

Noise (unwanted or repeated log entries).

Event classification is based on the configuration of the rules that are

executed against the collected logs. Event s t hat donét sati s
event classification conditions are tagged as unclassified and can be

set to trigger the same alerts and actions available for classified

events.

Event processing, classification and actions flowchart

The flowchart chart below illustrates the event processing stages
performed by GFI EventsManager.

58 I Configuring event processing rules GFI EventsManager user manual



Legend
Archive All I Pre-processing functionality

B Rule processing engine
Bl Processing alerts & actions

Get listing of rules
to apply for the
collected events

Get the next

ore events to rule

process?

Gat first Dows the
applicable event match the
rule rule 7

Any other rule
avallable?

Classify events
depending on
rule settings

Use Defauit Classification Actiens Ignore Event

What actions 1o
perform?

defined actions

Send alert
by email,

Save to Save to

database database

SMS, etc,..

End

Screenshot 54 - Log processing, classification and actions flowchart

7.2 Collecting and processing Windows events

Overview

Windows events are organized into specific log categories; by default
computers running on Windows NT or higher record errors, warnings
and information events in 3 logs namely Security, Application and
System logs. Computers that have more specialized roles on the
network (e.g. Domain Controllers, DNS Servers, etc.) have additional
event log categories.
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General Logon Credertials Operational Time
Windows Event Log W3C Logs Syslog SHNMP Traps

k" Specify the Windows event logs to collect, archive and process

Specify the logs to collect:

@ Securty Everts Add...
@ Application Bvents
14] System Events Bemove

Screenshot 55 - Computer group properties: Configuring logs to be processed

As a minimum, Windows Operating Systems record events in the
following logs:

9 Security events log: This log contains security related events
through which you can audit successful or attempted security
breaches. Typical events found in the Security Events log include
valid and invalid logon attempts.

1 Application events log: This log contains events recorded by
software applications/programs such as file errors.

1 System events log: This log contains events logged by Windows
XP system components such as failures to load device drivers.

9 Directory service log: This log contains events generated by the
Active Directory including successful or failed attempts to make to
update the Active Directory database.

i File Replication service log: This log contains events recorded
by the Windows File Replication service. These including file
replication failures and events that occur while domain controllers
are being updated with information about sysvol.

1 DNS server log: This log contains events associated with the
process of resolving DNS names to IP addresses.

1 Application and Services Logs: These logs contain events
associated with  Windows VISTA and the relative
services/functionalities it offers.
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Workstations gl

General Logon Credentials Operational Time
Windows Eventlog W3l Logs Syslog SHMF Traps

ﬂsu Specify the Windows event logs to collect, archive and process

Specify the logs to collect:

@ Security Events Add.
E Application Events
{4] Spstem Everts FRemave

Events to be collected

[] Clear collected events after complation

Poszt collection processing
Archive logs and bypass log

() &rchive all logs without any further processing.

processing
(%) Process the logs with the rules selected below before archiving,
#-[B] 3 Mois reduction ~
#-[C]Z3 PCI requirements Windows 05 Rule sets to run against
+-[W]C3 Security collected logs
+|i||__| System Health
+-[w]73 Security Applications o
OF. l l Cancel

Screenshot 56 - Computer group properties: Configuring Windows Event Logs parameters

To configure Windows Event Log collection and processing
parameters you must:

I Select the events to be collected.

1 Specify whether the collected logs will be processed (filtered, etc.)
or just archived without processing.

9 Select the event processing rule-sets/rules that will be run against
the collected logs.

Selecting the events to be collected

To specify which Windows events will be collected by GFlI
EventsManager:

1. Bring up the (computer/computer group) properties dialog.
2. Click on the Windows Event Log tab.
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| General [ Logon Credentials || Operational Time |
Windows Event Log | W3Clogs | Syslbg | SNMP Traps |

@ Specify the Windows event logs to collect, archive and process

Specify the logs to collect:

Security Events
Application Bvents

[]d Specifythelogs to collect:

Post =[] Windows Logs ~
{3 Securty Events

oF Application Events

(* H System Everts

Directory Services Events

DMNS server events

| Filz Replication Events

plications and Services Logs
Microsoft

14 Windows
& ansl

(£

’ Add custom log... ] QK H Cancel

Screenshot 57 - Selecting the events to be collected

3. Click on Add and select the check-box of the events that will be
collected.

NOTE: GFI EventsManager supports custom event logs. For
information on how to configure custom event logs please refer to the
6Configuring Custom Event Logsd section i

4 . (Optionally) Sel ect t he opti on 6Cl e
completiond to clear the collected events

IMPORTANT: Deleting events from source logs without having them
archived or backed-up may lead to legal compliance issues. Please
make sure to archive or backup important events according to the
standards implied by data retention and data protection regulations.

Archiving Windows events

For i nformati on on how to archive event
eventsod6 section in this chapter.

Selecting Windows event processing rules

For information on how to select event processing rules refer to the
6Selecting event processing rulesd sectio
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7.3 Configuring custom event logs

GFI EventsManager is configured to collect and process standard
Windows Event Logs. However, GFI EventsManager can also be
configured to manage events recorded in third party application logs
such as anti-virus logs, software firewall logs and other security
software.

To configure custom events:
1. Click the Configuration tab and select Options.

2. From the left pane, right-click on the Custom Events Logs node
and selectEditcust om | ogsé

2 GFI Eventstanager Z E rg|
File  Configure  Help

Status Configuration Ewents Browser Reporting General

£ Evert Sources [ 7] Ewent Processing Rules fgptions

~
Configurations: Custom event |ogs ! Open Huick Start Dialog
Ty Default classification actions
-3 Users and Groups
52, Groups
l_) gers ﬂzn Edit custom logs...
=T Console Security and Audit Options e Here you can configure, remove or add custom event
?ﬂ Security 0 ptions logs.

£ Audit Options
A Alerting Options
gy Syslog Server Options
%y SNMP Traps Options
U Databaze Backend
Ty WAN Connector
% Databaze Operations
%. Cusztom Event Logs

Edit custom logs... "

Common Tasks:

Edit custom logs...

Screenshot 58 - Custom event logs setup

3. Click on the A d d ébutton and specify the name of your custom
event log.
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X]

Custom Event Logs
Custom Event Logz
E =|| Add custom event logs from which GFI Eventstanager can
2

retrieve and process event recards

Add...

There are no custom event logs.
Edit...

Bemove

] ] [ Cancel

Screenshot 59 - Custom event logs dialog

4. Click OK to finalize your settings.

7.4 Collecting and processing W3C logs

W3C is another log format supported by GFI EventsManager. W3C
logs are text-based flat files containing various event details delimited
by special characters.

The W3C log format is mostly commonly used by hardware systems
(e.g. servers and appliances) which have internet specific roles.
Microsoft Internet Information Server (lIS) service and Apache web
servers for example, can collect web related events (i.e. web logs) in
the form of W3C formatted text files.

In GFI EventsManager, the configuration process of W3C log
parameters is identical to that performed for Windows event
processing, with one exception. Unlike Windows Event Logs, there is
no standard which dictates a specific or centralized folder location
where W3C log files are stored on disk. Therefore, in order to collect
W3C logs, you must specify the complete path to these text-based log
files.

Selecting the events to be collected and processed

To specify which W3C logs will be collected by GFI EventsManager:
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1. Bring up the (computer/computer group) properties dialog.

2. Click on the W3C Log tab.

Workstations @
General Logaon Credentials Operational Time
Windows Event Log WIC Logs Syslog SNMP Traps

_l Specify the files in W3C format to collect, archive and process

Specify the files in W3C format to collect:

3 chiisNogs'w3ch" "

_d c\apachelogs'wic\" "

[] Clear collected events after completion

Post collection processing
) Archive only

(*) Process using these rule sets:

+|:|__| Linwoc Ui hosts
=-[¥]C3 W3CRules

Fose & W3CCriticalevents .

[ ok || cancel |[ Apply

|

— WW3C Log Folders

— Rule Sets

Screenshot 60 - Computer group properties: Configuring W3C event processing parameters

3. Click on Add and specify the log file name and location. Wildcards

such as *.* are supported.

4 . (Optionally) Sel ect
completiondé to clear th

Archiving W3C events

For i nformati on on how

e

t he opti on 6Cl
coll ected

IMPORTANT: Deleting events from source logs without having them
archived or backed-up may lead to legal compliance issues. Please
make sure to archive or backup important events according to the
standards implied by data retention and data protection regulations.

to archi

event s6 section in this chapter.

Selecting W3C event processing rules

For information on how to select event processing rules refer to the
6Sel ecting event processing rulesbd

vV e

e

events

event

secti

7.5 Collecting and processing Syslogs

Syslog is a data logging service that is most commonly used in Linux
and UNIX based environments. The concept behind Syslogs is that
the logging of events and information is entirely handled by a
dedicated seSwselrogc aSdrewder @ . Thi
Windows and W3C log based environments, regular programs do not

S

means
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log any information. They just send events in the form of data
messages (technically known as 6Sysl og
server that will manage the message and save the data in a log file.

Workstations ﬁ|

General Logon Credentials Operational Time
Windowsz Event Log WAL Logs Syslog SHMP Trapsz

Specify if thiz computer group can zend Spzlog messages o
Eventzhd anager

Syslog meszages can be recerved from any computer ar device configured
to send Syslog meszsages to Eventsbanager.

Acoept Syslog messages from this computer group

Fost meszage proceszsing
() Archive all logs without any further processing.
{(*) Process the logs with the rules selected below before archiving.

+|:|,__| Linu=4nis hosts
-] 3 Cisco Plx & ASA
+-[ ] 3 Juniper Metworks

@ The Eventsh anager Syslag zerver runs by default an port 574,

Ok ][ Cancel l[ Apply

Screenshot 61 - Computer group properties: Syslog processing parameters

In order to process Syslog messages, GFlI EventsManager ships with
a built-in Syslog Server. This Syslog server will automatically collect,
in real-time, all Syslog messages/events sent by Syslog sources and
pass them on to the event processing engine. Out-of-the-box GFI
EventsManager supports events generated by various network
devices manufactured by leading providers including Cisco and
Juniper. For more information about supported devices visit:
http://kbase.gfi.com/showarticle.asp?id=KBID002868.

A built-in buffer allows the Syslog server to collect, queue and forward
up to 30 Syslog messages for batch processing. Buffered logs are by
default passed on to the event processing engine as soon as the
buffer fills up or at 1 minute intervals whichever comes first.
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3/ | Syslog Mas.sageé e ’ S';,:slo-g Messages &

Woaorkstations Waorkstations
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: | | Devices
Applications

~ GFI EventsManager

. ___Eyslc:-g Messages

Servers Servers
Figure 6 - Syslog messages must be directed to the computer running GFl EventsManager

NOTE: For Syslog message processing, ALL Syslog sources (e.g.
workstations, servers, network appliances, etc.) must be configured to
send their messages to the computer/IP where GFI EventsManager is
installed. This applies also for the computer that is running GFI
EventsManager.

In GFI EventsManager, Syslog event processing parameters are
configured as follows:

1. Open up the (computer/computer group) properties dialog.
2. Click on the Syslog tab.

3. To enable the Syslog server and listen for messages sent by the
computers in a computer group, select t
Messages from this computer group©o.

IMPORTANT: Deleting events from source logs without having them
archived or backed-up may lead to legal compliance issues. Please
make sure to archive or backup important events according to the
standards implied by data retention and data protection regulations.

NOTE 1: The GFI EventsManager Syslog server is by default

configured to listen for Syslog messages on port 514. For more

information on how to customize Syslog server port settings refer to

the O6Configuring Sysatognsepoet dcesmmbnion
chapter.

NOTE 2: The built-in Syslog server will only accept Syslog messages
sent from the computers that are part of this computer group.

Archiving Syslog events

For information on how to archive events refer to t he 6Arch

eventsd section in this chapter.

Selecting Syslog processing rules

For information on how to select event processing rules refer to the
6Selecting event processing rulesd sectio
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7.6 Configuring the Syslog server communications port

To change the default Syslog ports settings:

3 GFI EventsManagern

File  Conofigure  Help

Status Configuration Events Browser Reporting General

f Event Sources I:] Ewent Processing Rules "'_"gptiuns

A

Configurations: — - Syslog server opuons a Open Quick Start Dialog

% Default classification actions
el Users and Groups
% Console Security and Audit Options

] Alerting Dptions @ Edit Syslog options...

Syslag Server Options Here you can configurethe Syslog server options.

% SMMP Traps Options
U Database Backend
T WAN Connector
%y Database Operations
£y Custom Event Lags

Common Tasks:

Edit Syslog options. .

Screenshot 62 - Configuring Syslog Server

1. Select Configuration tab
2. Select Options from the tab options.

3. From the left pane, right-click the Syslog Server Configuration
nodeandselectEdi t Sysl og optionsé
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Syslog Options E|

General |

% Corfigure the inbuild Syslog server options

To receive messages from Syslog clients, enable the Events Manager
Syslog server and specify the part on which the server will run.

Enable inbuilt Syslog server on the TCP port:
Enable inbuilt Syslog server on the UDP port:

@ To configure receiving of Syslog events:

1. Corfigure Syslog clients to send messages to this server on the
gpecified port

2. Specify the client name/IP addresses in a computer group
which is configured to accept Syslog messages

| ok || Cancel

Screenshot 63- Syslog server properties

4. Select Enable in-built Syslog server on TCP / UDP port: and
specify the TCP/UDP port on which GFI EventsManager will
receive/listen for Syslog messages.

5. Select OK to finalize your settings.

NOTE: When configuring Syslog server port settings, make sure that
the configured port is not already in use by other installed applications.
This may affect the delivery of Syslog messages to GFl
EventsManager.
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7.7 Collecting and processing SNMP Traps

SNMP Trap —._ /..«”'Bﬁ MP Trap
Messages S 4 w Messages
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Router ~ A ' L~ Metwark Printer
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et 5
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{
Switch Hardware Firewall
Vi '-\ GH Fvemsl’-.ianagp_rl.r .,
“
- P [ S
SHNMP Trap S \\ SNMP Trap
Messages . Messages

A |

fﬁ/‘?ﬁ"

Network Devices

Servers

Figure 7: SNMP Trap messages must be directed to the computer running GFI EventsManager

SNMP is a data logging service that enables networked devices to log
events and information through data messages (technically known as
SNMP Traps). SNMP messaging technology is similar in concept to
Syslogs - where unlike Windows and W3C log based environments,
devices that generate SNMP messages do not record events data in
local logs. Instead events information is sent in the form of data
messages to an SNMP Trap Server which manages and saves SNMP
message data in a local (centralized) log file.

GFI EventsManager natively supports an extensive list of SNMP
devices and Management Information Bases (MIBs). For a full list of
supported devices visit:
http://kbase.qgfi.com/showarticle.asp?id=KBID002868.
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Workstations E|

General Logon Credentials Operational Time
Windows Event Log WAL Logs Syslog SMMP Traps

Specify if this computer group can zend SMMP Traps messages
to Ewentshd anager

SHMP Traps meszages can be recerved from any computer or device
caonfigured to send SMMP Traps meszages to Eventzbanager.

dooept SNMP Traps meszages from thiz computer group
[] Decrpt incoming SMMP Traps 3 messages

Fost meszage proceszsing

() Archive all lags without any further processing.

(%) Process the logs with the rules selected below before archiving.

~[J3 Ciscol0S5 release 12.1[11] MIBs
-3 Ciscol0S5 release 12.1[14] MIBs
~[ ]34 Cizco |05 release 12.2(20) MIBs:
~[ |3 Cizca |05 release 12.2(25) MIBs
-] Allied Telesiz AT-AR-700 Family

T Y T R Y A Y

QK. H Cancel ” Apply

Screenshot 64 - Computer group properties: SNMP processing parameters

GFI EventsManager includes a dedicated SNMP Trap Server through
which SNMP Traps are handled. A built-in buffer allows the SNMP
Trap Server to collect, queue and forward up to 30 SNMP Trap
messages for batch processing. Buffered logs are by default passed
on to the event processing engine as soon as the buffer fills up or at 1
minute intervals whichever comes first.

NOTE: For SNMP Trap processing, ALL sources (e.g. workstations,
servers, network appliances, etc.) must be configured to send their
messages to the computer/IP where GFI EventsManager is installed.
This applies also for the computer that is running GFI EventsManager.

To configure SNMP processing parameters
1. Open the computer/computer group properties dialog.
2. Click on the SNMP Traps tab.

3. To listen to SNMP messages via built-in SNMP Trap Server select
t he OAccept mSsEayd? fromthéisp scomput er groupd opti

IMPORTANT: Deleting events from source logs without having them
archived or backed-up may lead to legal compliance issues.

NOTE 1: The GFI EventsManager SNMP Trap Server is by default
configured to listen for SNMP Trap messages on port 162. For more
information on how to customize SNMP Trap Server port settings refer
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to the 6Configuring the SNMP Trap server
chapter.

NOTE 2: The built-in SNMP Trap Server will only accept SNMP
messages sent from the computers that are part of this computer
group.

NOTE 3: The built in SNMP Trap Server supports SNMP version 3
Traps with encryption. For encrypted SNMP messages the encryption

host key must be provided in the decrypt incoming SNMP Traps 3
message field.

Archiving SNMP Trap events

For i nformati on on how to archi ve event
eventsd section in this chapter.

Selecting SNMP Trap processing rules

For information on how to select event processing rules refer to the
6Selecting event processing rulesd sectio

7.8 Configuring the SNMP Trap server settings
To change the default SNMP Trap Server settings:

[ GFI EventsManager
File  Configure  Help

Status Configuration Ewvents Browser Reporking General

8" EventSources [ ]

Event Processing Rules i" Options

s
Configurations: SNMP Traps server options | M| COoen Quick Start Diskog
%y Default classification actions
i Users and Groups
%y Console Security and Audit Options
3 Alatting Options @ Edit SNMP Traps options...
L Syslag Server Options Here you can configure the SMMP Traps server options,
=™ SMMFP Traps Options
| 1| Database Backend
iy WAN Cornector
Ty Database Operations
% Custom Event Logs

Common Tasks:

Edit SMP Traps options...

Screenshot 65 - Configuring SNMP Traps

1. Click on the Configuration tab and select Options.

2. From the left pane, right-click the SNMP Traps Options node and
selectEdit SNMP Traps optionsé
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SNMP Traps Options

General | Advanced

@ Corfigure the inbuild SMMP Traps server options

To receive messages from SNMP Traps clients, enable the
EventsManager SNMP Traps server and specify the port on which the
senver will run.

Enable inbuit SMMFP Traps server an the TCP port:
Enable inbuitt SMMFP Traps server on the UDF port:

@ To configure receiving of SNMP Traps:

1. Corfigure SMMP Traps clients to send messages to this server
on the specified port

2. Specify the client name/IP addresses in a computer group
which is configured to accept SNMP Traps

| ok || Cancel

Screenshot 66- SNMP Traps options

3. Enable the required TCP/UDP SNMP server. Specify the TCP/UDP
port on which GFI EventsManager will listen for SNMP messages.

4. Click on the Advanced tab if you want to add, edit or remove
SNMP Trap object identifiers (OIDs).

5. Click OK to finalize your configuration settings.

NOTE: When configuring SNMP Trap Server port settings, make sure
that the configured TCP or UDP port is not already in use by other
installed applications. This may affect the delivery of SNMP Trap
messages to GFl EventsManager.

7.9 Archiving events

Archive events without processing logs

Fost collection processing
) Archive all logs without any further processing.

Screenshot 67 - Archiving events without processing

By default, GFI EventsManager is configured to process all event logs
collected from target computers. To archive events without processing
|l ogs, select the 6Archive onlyd option.

GFIl EventsManager user manual Configuring event processing rules 173



Archiving events after processing

Processed events can be optionally archived into the GFI
EventsManager database backend. By default, GFI EventsManager
can be configured to automatically archive events:

1 Based on their classification. For example, you can configure
default settings which archive only critical events. For information
on how to configure event archiving based on event classification
refer to the 6Configuring def atulh ¢ cl a:
6Configuring alerts and actionsd chapter

1 Based on the conditions configured in the event processing rules.
Rules provide an alternative and more flexible way to archive
processed events. Through these rules, you can selectively
archive only those events that satisfy specific rule condition(s) -
regardless their classification. For example, you can configure a
rule which archives only critical events with ID 537. For more
information on how to create and configure event processing rules
refer to the 6Configuring event processi

7.10 Selecting event processing rules

Workstations El

General Logon Credentials Operational Time
Windows Event Log | w3l Logs Syslog SHMP Traps

&9 H Specify the "Windows event logs ta collect, archive and process

Specify the logs to collect:

E Security Events Add...
E Application Events
18] Gystem Events Remove

Events to be collected

[] Clear collected events after completion

Puost collection processing

Archive logs and bypass log

() Archive all logs without any further processing.

processing
(%) Process the logs with the rules selected below before archiving.
+-[M]3 Moiss reduction ~
#-[]Z3 PCl requiements indows 05 Rule sets to run against
+-[W]3 Security collected logs
+-[B] 3 System Health
+- [V 3 Security Applications b
Ok, l [ Cancel

Screenshot 68 - Computer group properties: Configuring Windows Event Logs parameters

In order to process and classify events, you must specify which rules
will be applied against the collected logs. This is achieved by selecting
the rule-sets folder or rule-set(s) that contain the required event
processing rules.
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(%) Process the logs with the rules selected below before archiving.

—|E|,__] Infrastructure Server 5
: ----- ¢/ DHCP Server
= & DMNS Server

+|7|. A Database Server =

Screenshot 69 - Selecting event processing rules/rule-sets

However, you must pay attentonand choose the right Ar ul
job. The rule-sets that ship with GFI EventsManager are pre-

configured to specific logs; therefore it is imperative that you choose

rule-sets that can effectively process the events recorded in the

collected logs.

Certain rule-sets contain specialized rules that are event specific.

Therefore these rules will only be effective when used to process such

specific events; failing to do so will result into erroneous event

processing, data loss and non-significant results. For example, the
OMonitoring and Adisd eootains diles spexificallp n 6 r ul e
built to process Windows Security events. Therefore it will not be very

effective if used to process Windows application events.

NOTE 1: By default, GFlI EventsManager ships with pre-selected
rules-sets/folders that can effectively process Windows Event Logs. If
you are new to the product or you are not yet acquainted with the
functionality of rule-sets, we recommend that you leave these settings
as default.

NOTE 2: If no rules-sets are shown in the selection window, this

means that no event processing rules exist for the type of log being

configured. For more information on how to configure event

processing rules and rule-s et s, refer to t he 6Config
processing rulesd chapter.

7.11 Triggering event source scanning manually

In GFI EventsManager, you can manually trigger an event collection
iteration on target computers. To achieve this:

1. Right-click on the computer group which contains the required
event sources.

2. Select Scanning options > Scan now.
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2 GFI Eventsianager

File  Configure  Help
Staktus Canfiguration Ewvents Browser Reporting General

l_-': Event Sources D Event Processing Rules i‘ Oplions

Group Type:

A« Workstations Group

8" Event Sources Groups w ‘

Add wour workstations in thiz group. The logs
Groups: log, windows application log and Windows =
pE: ! :
appropriate proceszing rules,

B Servers ”

o ionz B | Computer Ma... | State Credentials

B | aptops Add new event source. . 892158.3.2.. Enab.. Inherited

& |nfrastructure L
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B Print Servers Disable
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B Linux Hosts Delete

B Cisco Pl &
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Screenshot 70 - Triggering log collection manually
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8 Customizing event processing rules

8.1 Introduction

Event processing rules are the conditions which:

1

T
1
T

SQL Server audit logs).

Classify processed events

Filter out noise (repeated events) or unwanted events

Trigger email, SMS and network alerts on key events

Attempt remedial actions by executing specific scripts and
executable files on key events.

GFI EventsManager ships with pre-configured rules that can be used
to process events with minor configuration effort. You can also
customize these default rules or create tailored ones for all supported
log types (i.e. Windows Event Logs, W3C, Syslog, SNMP Traps and

In GFI EventsManager, event processing rules are organized into rule-
sets, which in turn are stored in rule-set folders. The pre-configured
rules that ship with GFI EventsManager are organized into the

following rule-set folders:

Rule-set folder Description

Noise reduction rules

PCI requirements

Windows OS

Security

System Health

Security Applications

Infrastructure Server

Database Server
Web Server

Print Server
Terminal Services
Email Server

File Replication

Contains rules tailored for the removal of repeated
events and other noise from logs.

Contains rules tailored for PCI DSS compliance
Contains rules tailored for the processing of Security

logs and System logs.

Contains rules tailored for the processing of
Application logs and System logs.

Contains rules tailored for the processing of
Application logs, Security logs and System logs.

Contains rules tailored for the processing of
Application logs, DNS logs and System logs.

Contains rules tailored for the processing of
Application logs.

Contains rules tailored for the processing of
Application logs and System logs.

Contains rules tailored for the processing of
Application logs and System logs.

Contains rules tailored for the processing of events
generated terminal device driver services.

Contains rules tailored for the processing of events
generated by Microsoft Exchange server.

Contains rules tailored for the processing of events
generated by file replication services.
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Contains rules tailored for the processing of events

Directory Server found in the Directory Services log.

Contains rules tailored for the processing of HTTP

HTTP protocol logs events logged by IIS Web Server(s)

Contains rules tailored for the processing of FTP

FTP protocol logs events logged by IIS Web server(s)

Contains rules tailored for to monitor events logged

SMTP protocol logs by ISS SMTP server(s).

Linux/Unix Contains rules tailored for the processing of Syslogs.
Contains rules tailored for the processing of events
Cisco PIX & ASA generated by Cisco PIX firewalls and Cisco Adaptive

Security Appliances

8.2 Create a new rule-set folder

Log Type:
| Microsoft Sgl Server Audit W
Ll Windows Event Logs
| WAC Logs
Al Syzlog

a SHMP Traps Logs
.| Microsaft Sql Server Audit

Screenshot 71 - The log type drop-down list

To create a new rule-set folder:

1. Click on the Configuration tab and select Event Processing
Rules.

2. From the provided drop-down, select the log-type for which you will
be creating the rule-set folder.

3. Select the Create folderopt i on from the 6Common
the left pane.

4. Specify a unigue name for the new rule-set folder.

8.3 Renaming and deleting folders

To rename or delete existing rule-set folders, right-click on the target
rule-set folder and select Rename or Delete accordingly.

NOTE: Deleting a rule-set folder will lead to the deletion of all the rules
and rule-sets contained within the deleted folder.

8.4 Creating a new rule-set

To create a new rule-set:

1. Click on the Configuration tab and select Event Processing
Rules.

2. From the provided drop-down, select the log-type for which you will
be creating the new rule-set.

3. Right-click on the folder where to create the new rule-set and select
Create new rule seté
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New rule set...

General |

@ Configure rule set name, description and type...

Mame:
NE:w nile set

Description:

ok || cance || Appy |

Screenshot 72 - New rule-set dialog box

4. Specify a name and a description for this new rule-set.
5. Click OK to finalize your settings.

8.5 Editing arule-set
To edit rule-set parameters:
1. Right-click on the rule-set to edit and select Properties.
2. Make the required changes and click OK to finalize your settings.

8.6 Deleting a rule-set

To delete a rule-set, right-click on the rule-set and select Delete.
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8.7 Creating a new Windows Event Log rule

To create a new rule which is only applicable to Windows Event Logs:

1. Click on the Configuration tab and select Event Processing
Rules.

Log Type:

|7 Microsoft Sgl Server Audit w

B “windows Event Logs
WAL Logs

A Syslog

ﬂ SHMP Traps Logs

[ Microsoft Sql Server Audit

Screenshot 73 - Selecting log-type from the provided drop-down

2. From the provided drop-down, select Windows Event Logs.

3. Right-click on the rule-set in which you will be creating the new rule
andselectCr eat e new rul eé

4. Specify the name and a description for the new rule. Click Next to
proceed with the configuration.

New Processing Rule Wizard...

Select the log(s)...
Please select the logls) to which the rule will apply 7 ||

Select the logs to which the rule will apply:

@ Security Events

F @ Application Events

|:| @ System Events

|:| @ Directory Services Events
L @ DNS server events

F @ File Replication Events

l Add custom log... ]

[ < Back ” Mext = l[ Cancel ]

Screenshot 74 - GFI EventsManager: Select the Log(s)

5. Select the event logs to which the rule applies and click Next.
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New Processing Rule Wizard...

Conditions
Configure the filtering conditions for the events : !

Event IDs: | |
SOurce: | |
Category: | |
lser: | |
SR E Ll 'ﬁi'Eerr F "’j{,‘Success Audit

Ll L Warning Fl %Failure Audit

|:| @Inﬁ:urmatiun

< Back ” Mext = l [ Cancel ]

Screenshot 75 - GFI EventsManager: Select the filtering conditions

6. Configure the event filtering conditions of this rule. To create a rule
which will be applied to all events, leave the event ID empty. Click
Next to continue.

NOTE: For more information on how to configure advanced event
filtering conditions, refer to the OAdvar
section in this manual.

New Processing Rule Wizard...

Select event occurence and importance
Filter the events on which part of the day the event happen and select their dassification !
lewvel :

The rule applies if the event happens:

|.-5.t any time of the day w |

Classify the event as:

|Criﬁcal importance event w |

< Back ” Mext = l[ Cancel

Screenshot 76 - New processing rule wizard: Select event occurrence and importance

7. Specify the time when this rule will be executed. (i.e. anytime,
during working hours or outside working hours).
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NOTE: Working and non-working hours are based on the operational

time parameters configured for your event sources. For more

information on how to configure operational times, refer to the
6Configuring event source operational tiom
event sourcesd chapter.

8. Select the classification (critical, high, medium, low or noise) that

will be assigned to events that satisfy the conditions in this rule. Click

Next to continue.

New Processing Rule Wizard...

Actions
Select what action to be taken when this rule is triggered = ||

o

The following actions will be taken:
) Ignore the event
(%) Use the default dassification actions

() Use the following actions profile:
archive All =

< Back ” Mext = l[ Cancel

Screenshot 77 - New processing rule wizard: Select action

9. Specify which actions will be triggered by this rule. You can choose
to ignore the event, trigger the default action, or customize alerts.

10. Click Next to proceed to the final dialog. Click Finish to finalize
your settings.

NOTE: Newly created rules are disabled by default, hence will NOT

become operational unless enabled. For information on how to enable

event processing rul es r ef eassing o t he fi C
Windows eventso section in this Manual

8.8 Creating a new W3C rule

To create a new rule which is only applicable for W3C logs:

1. Click on the Configuration tab and select Event Processing
Rules.

2. From the provided drop-down, select W3C Logs.

3. Right-click on the rule-set in which you will be creating the new rule
andselectCr eat e new rul eé

4. Specify a name and description for the new rule. Click Next to
proceed with the configuration.
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New Processing Rule Wizard...

Select the log(s)...
Please select the log(s) to which the rule will apply

!

Select the logs to which the rule will apply:

[ Add custom log. .. ]

[ < Back ]L MNext = ][ Cancel

]

Screenshot 78 - New processing rule wizard: Select W3C Log

5. Click on the Add button. Specify the path to the W3C logs for which
this rule applies or leave blank to apply this rule to all W3C logs. Click

Next to continue.
NOTE: Multiple paths can be specified during configuration.

New Processing Rule Wizard...

Conditions
Configure the filtering conditions for the events

Advanced Conditions...

Event IDs: Advanced
Source:
I: = Edit advanced fittering restrictions
Category:
User: Field restrictions:
EventType: |[] @E Field Name Operator Value Op.
v
OGn Edit Filter Restriction
Select field name:
Accesses Account Name
A-:u:ount Expires A-:u:ount Used for Logon by
Account Logon Adion to take on reaching ma...

A-:u:ount Management

Account Mapped for Logon by

[ab] Addtional Info
[ab] Additional Info2

& 0 a

|Equa|to vl

Enterfield value:

| |
[ OK ] ’ Cancel ]

Screenshot 79 - New processing rule wizard: Configure filtering conditions.
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6. Click on the Add button and configure event filtering conditions.
Repeat until all conditions have been specified. Click Next to continue.

New Processing Rule Wizard...

Select event occurence and importance
Filter the events on which part of the day the event happen and select their dassification = f

.
level -

The rule applies if the event happens:

|.-'-\t any time of the day W |

Classify the event as:

|Criﬁcal importance event W |

< Back ” Mext = I[ Cancel

Screenshot 80 - New processing rule wizard: Select event occurrence and importance

7. Specify the time when this rule will be executed. (i.e. anytime,
during working hours or outside working hours).

NOTE: Working and non-working hours are based on the operational
time parameters configured for your event sources. For more

i nformati on on operational ti mes, refer
source operational timed section in the
chapter.

8. Select the classification (critical, high, medium, low or noise) that
will be assigned to events that satisfy the conditions in this rule. Click
Next to continue.
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New Processing Rule Wizard...

Actions
Select what action to be taken when this rule is triggered > [

o

The following actions will be taken:
() Ignore the event
{*) Use the default dassification actions

() Use the following actions profile:
Archive All e |

< Back ” Mext = l[ Cancel

Screenshot 81 - New processing rule wizard: Select action

9. Specify which actions will be triggered by this rule. You can choose
to ignore the event, trigger the default action, or customize alerts.

10. Click Next to proceed to the final dialog. Click Finish to finalize
your settings.

NOTE: Newly created rules are disabled by default, hence will NOT

become operational unless enabled. For information on how to enable

event processing rules refer to the ACoOlI
logs 06 section in this Manual

8.9 Creating a new Syslog rule

To create a new rule that is only applicable for the processing of
Syslog messages:

1. Click on the Configuration tab and select Event Processing
Rules.

2. From the provided drop-down, select Syslog.

3. Right-click on the rule-set in which you will be creating the new rule
andselectCr eat e new rul eé

4. Specify the name and a description for the new rule. Click Next to
proceed with the configuration.
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New Processing Rule Wizard...

Conditions
Configure the filtering conditions for the events - !

Advanced Conditions...
Event IDs: Advanced
Source:
=) Edit advanced filtering restrictions

Category:

User: Field restrictions:

Event Type: E '@E Field Name COperator Value Op.

O 4.y
OdGn Edit Filter Restriction
Select field name:
Accesses Account Name
Account Expires Account Used for Logon by
Account Logon Adion to take on reaching ma...
Account Management Additional Info
A-:u:ount Mapped for Logon by Add'rtional Info2
59 | 2
Select field operator: SEmEIELE ©
| Equal to i |
Enterfield value:
[ ok ][ cancel |

Screenshot 82 - New processing rule wizard: Configure Conditions

5. Specify the log filtering conditions to be processed by this rule.
When all conditions have been specified, click Next.

NOTE: For more information on how to configure advanced event

filtering conditions, refer to the OAdvar
section in this manual.

New Processing Rule Wizard...

Select event occurence and importance
Filter the events on which part of the day the event happen and select their dassification
level

The rule applies if the event happens:

|.ﬁ.t any time of the day - |

Classify the event as:

|Criﬁcal importance event w |

< Back ][ Mext > J[ Cancel

Screenshot 83 - New processing rule wizard: Select event occurrence and importance
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6. Specify the time when this rule will be executed. (i.e. anytime,
during working hours or outside working hours).

NOTE: Working and non-working hours are based on the operational
time parameters configured for your event sources. For more

information on operational ti mes, refer
source operational timed section in the
chapter.

7. Select the classification (critical, high, medium, low) that will be
assigned to events that satisfy this rule. Click Next to continue.

New Processing Rule Wizard...

Actions
Select what action to be taken when this rule is triggered 7 !

o

The following actions will be taken:
(") Ignore the event
{*) Use the default dassification actions

() Use the following actions profile:
Archive All e |

< Back ” Mext = l[ Cancel

Screenshot 84 - New processing rule wizard: Select action

8. Specify which actions will be triggered by this rule. You can choose
to ignore the event, trigger the default action, or customize alerts.

9. Click Next to proceed to the final dialog. Click Finish to finalize
your settings.

NOTE: Newly created rules are disabled by default, hence will NOT
become operational unless enabled. For information on how to enable
event processing rul es refer t o t he n C
Syslogsd section in this Manual

8.10 Creating a new SNMP Trap rule

To create a new rule that is only applicable for the processing of
SNMP Traps:

1. Click on the Configuration tab and select Event Processing
Rules.

2. From the provided drop-down, select SNMP Traps logs.

3. Right-click on the rule-set in which you will be creating the new rule
andselectCr eat e new rul eé

4. Specify the name and a description for the new rule. Click Next to
proceed with the configuration.
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New Processing Rule Wizard...

Conditions
Configure the filkering conditions For the SMMP Traps

SMMP Traps fields restrictions:

Figld Mame

=] Trap oid Equal to
J Source Comp...  Egual ko

Operataor Yalue

Edit Filter, Restrictions

(%) Standard Group

Select field name;

() Extended Group

op.

AMD
Edi...

III‘
o
L
o

Remove

Trap Oid

Source Computer
Community String
SHMP Version

4

Trap Data

|

Select field operatar:

| Equal to

vl

Enter field walue:

Ok H Cancel ]

Screenshot 85 - New processing rule wizard: Configure Conditions

5. Specify the log filtering conditions to be processed by this rule.
When all conditions have been specified, click Next.

New Processing Rule Wizard...

Select event occurence and importance

level

The rule applies if the event happens:

Filter the events on which part of the day the event happen and select their dassification

7!

|.-'-\t any time of the day

Classify the event as:

|Criﬁcal importance event

< Back ” Mext =

l [ Cancel

Screenshot 86 - New processing rule wizard: Select event occurrence and importance
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6. Specify the time when this rule will be executed. (i.e. anytime,
during working hours or outside working hours).

NOTE: Working and non-working hours are based on the operational
time parameters configured for your event sources. For more

information on operational ti mes, refer
source operational timed section in the
chapter.

7. Select the classification (critical, high, medium, low) that will be
assigned to events that satisfy this rule. Click Next to continue.

New Processing Rule Wizard...

Actions
Select what action to be taken when this rule is triggered 7 !

o

The following actions will be taken:
(") Ignore the event
{*) Use the default dassification actions

() Use the following actions profile:
Archive All e |

< Back ” Mext = l[ Cancel

Screenshot 87 - New processing rule wizard: Select action

8. Specify which actions will be triggered by this rule. You can choose
to ignore the event, trigger the default action, or customize alerts.

9. Click Next to proceed to the final dialog. Click Finish to finalize
your settings.

NOTE: Newly created rules are disabled by default, hence will NOT

become operational unless enabled. For information on how to enable

event processing rules refer to the ACoOol
Traps0 section iin this Manual

8.11 Creating a new SQL Server audit log

To create a new rule that is only applicable for the processing of SQL
Server audit logs:

1. Click on the Configuration tab and select Event Processing
Rules.

2. From the provided drop-down, select Microsoft SQL Server audit.

3. Right-click on the rule-set in which you will be creating the new rule
andselectCr eat e new rul eé

4. Specify the name and a description for the new rule. Click Next to
proceed with the configuration.

GFIl EventsManager user manual Customizing event processing rules 89



New Processing Rule Wizard...

Conditions
Configure the filkering conditions For the Microsoft QL Server logs

Microsoft S0L Server Fields restrictions:

Field Mame Operataor Yalue

Edit Filter. Bestriction

Select field name;

Login Mame Database 1D
Clignt PID Database Mame
SF'ID Transaction 1D
=g Start Time Eror Code
Duration Sewverity
< *
Select field operator;
| Equal to b |

Enter field walue:

(1 |

OF. ][ Cancel ]

Screenshot 88 - New processing rule wizard: Configure Conditions

5. Specify the log filtering conditions to be processed by this rule.
When all conditions have been specified, click Next.

New Processing Rule Wizard...

Select event occurence and importance i
Filter the events on which part of the day the event happen and select their dassification !
level f

The rule applies if the event happens:

|.-'-\t any time of the day W |

Classify the event as:

|Criﬁcal importance event W |

< Back ” Mext = l[ Cancel

Screenshot 89 - New processing rule wizard: Select event occurrence and importance
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6. Specify the time when this rule will be executed. (i.e. anytime,
during working hours or outside working hours).

NOTE: Working and non-working hours are based on the operational
time parameters configured for your event sources. For more

information on operational ti mes, refer
source operatioonnailn ttime dd Bercftiiguri ng everl
chapter.

7. Select the classification (critical, high, medium, low) that will be
assigned to events that satisfy this rule. Click Next to continue.

New Processing Rule Wizard...

Actions
Select what action to be taken when this rule is triggered 7 |I

]
o

The following actions will be taken:

(") Ignore the event
{*) Use the default dassification actions

() Use the following actions profile:
Archive All e |

< Back ” Mext = l[ Cancel

Screenshot 90 - New processing rule wizard: Select action

8. Specify which actions will be triggered by this rule. You can choose
to ignore the event, trigger the default action, or customize alerts.

9. Click Next to proceed to the final dialog. Click Finish to finalize
your settings.
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8.12 Changing the configuration settings of arule

Console root login during work hous Properties

General |D:un|:|'rtin:uns Actions | Threshold

@ Configure the general properties for this rule

Mame:

|C-:unsnle root lagin during worl hous

Diescription:

The rule applies if the evert happens:

During Momal Operational Time (N.0.T.) W
Classify the event as:
High importance event "
ok || cancel

Screenshot 91 - Log processing rule properties

To edit the property settings of an event processing rule:

1. Right-click on the rule and select Properties. This will bring up the
O6Rul e Propertiesd dialog.

2. Use the tabs provided in the dialog to navigate the existing
parameters and make the required changes. The tabs provided in the
properties dialog include:

1 General - Use this tab to configure the general properties of the
rule including the rule name and rule classification.

1 Logs - This tab is available only for W3C log rules. Use this tab to
specify the W3C logs for which this rule applies.

1 Event Logs - This tab is available only for Windows Event Log
rules only. Use this tab to specify which events will be processed
by this rule.

1 Conditions - Use this tab to configure event filtering conditions.

9 Actions - Use this tab to configure alerts and actions triggered by
this rule.

1 Threshold - Use this tab to configure the event threshold value i.e.
the number of times that an event must be detected prior to
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triggering alerts and remedial actions. This helps reducing false
positives triggered by noise (repeated events) in your event logs.
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8.13 Advanced event filtering parameters

GFlI EventsManager allows systems administrators to set up
advanced event filtering parameters. These options are available only
for Windows Events and Syslogs.

8.13.1 Windows events conditions
Event IDs field:

The 6Event | Ds: 6 field allows systems adm
Single events Ewvent D= | B7h
List of events Ewent [Ds: |55EI, 570
Range of events EventlDs: | 575600
Combination of events Event [Ds: |55|l K70, 575-600

Source, category and user fields:

The 6Sourceb6, 6Categoryd and O6User 6 field
to setup:

Parameter type

Single source name Source: ILlsererw

List of sources Source: |L|sereme, SceCl

Wildcards (% and *) Source: |5z

8.13.2 Syslog categories
Message and process fields:

The O6Messaged and O6Process6 fields allow
setup:

Parameter type

Single message Meszage: |sessiu::n opened

List of messages Mezzane: Isessiun opened, sezzion clozed

Wildcards (% and *) Meszage: Ifésessicun openeds
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9 Customizing alerts and actions

9.1 Introduction

During event processing, GFI EventsManager can automatically
generate various actions whenever particular events are encountered.
Supported actions include email alerts and event archiving.

You can specify alerts and actions to be triggered in two ways:
1. By configuring a set o0f o6Default <cl ass
2. By creating or customizing rules and rule-sets.

Default classification actions

Through the configuration parameters provided in the default
classification actions, you can trigger alerts and actions based only on
event classification. For example, default classification parameters
can be configured to trigger email alerts for all classified events
(critical, high, medium and low) but archive only critical events.

Generating actions through event processing rules

Rules allow you to configure actions on a more granular level. Rules
allow you to configure and trigger actions whenever an event fits one
or more specific conditions. For example, you can create a rule which
archives only events having event ID 231, regardless their
classification.

Supported actions

GFI EventsManager supports the following actions:

i Archive the event - Archives the classified event into the GFI
EventsManager database back-end.

1 Send e-mail, SMS, network or SNMP notifications to - Sends
email, SMS network or SNMP alerts to specific recipients.

 Run File - Runs an executable file. Files that can be executed
include VBScripts (.VBS), Batch files (.BAT) or another executable
type of file ((EXE). You can also specify any command-line
parameters to pass on to the executable file.
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9.2 Configuring default classification actions

2 GFI EventsManager

File  Configure  Help

Skakus Configur ation Events Browser Reporting General

:'.‘ Event Sources D Event Processing Rules _"'fgptions

E

Configurations: Default classification actions || OzenuickStart Dislog

.;b_, Users and Groups
Ty Conzole Security and Audit Options
@ Edit defaults...

" Alerting Options
iy Spslog Server Options Here you can configure the default classification actions,

Ty SMMP Traps Options
U D atabase Backend
Ty WAN Connector

%y Database Operations
T Custom Evert Logs

Common Tasks:

Edit defaults. .

Screenshot 92 - Configuring default classification actions

To configure default classification actions:
1. Click the Configuration tab and select Options.

2. From the left pane, right-click on the Default Classification
Actions node and select Edit defaultsé option.

Default classification actions fgl

General |

@ Set default alerts and actions for each classification ype

This dialog provides the definition of default alerting and archiving optiohs.
These options are referenced by rules which process the collected logs,
depending on the classification applied by the ule.

] Ciitical events actions

Event type selectar

Action ~
L3l &rchive the event
-1 Send email alerts to Eventsh anagerddministrators
|| ;:; Send network mezzage to <No Recipients Configured:
E !_?endeMS message to E.v.enEM.?na;_!er.&dministrators a2 Action selector
< >
LConfigure

Unclassified events are all the events sent for processing which
do not trigger any of the selected ules.

ak. l [ Canhicel

Screenshot 93 - Default classification actions screen

3. From the provided drop-down, select the event classification to be
configured.

4. From the provided list of supported actions, select the ones to be
triggered for the selected classification.
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5. Click on the Configure button specifies any parameters required by
the selected action.

Be aware that assigning actions on events classified as low might
generate:

1 A lot of network traffic (especially if email, SMS, network or SNMP
alerts are being generated)

1 A high volume of database data/transactions if events are being
archived.

9.3 Configuring actions through event processing rules

For more information on how to trigger actions through event
processing rules r ef er to the o6Configuring event
chapter.

9.4 Configuring alerting options

GFI EventsManager will automatically send out email, network, SMS
or SNMP alerts whenever particular events are discovered. Supported
alerting methods require the configuration of a set of general alerting
parameters that are network specific. For example, to send email
alerts, GFI EventsManager must know which SMTP Server will be
used to propagate email alerts.

NOTE: While GFI EventsManager issues alerts automatically

whenever particular alerts are discovered, it is important to configure

the email address/es of the recipients of such alerts. By default, GFI

EventsManager will automatically create the

6Event sManager Admi ni stratord account t o
email address. For more information on how to configure administrator

contact details refer to the 'Configuring the administrator account'

section in the 'Configuring users and groups' chapter in this user

manual.

2 GF| EvenisManager EH@[@

File  Configure  Help

Skatus Configuration Events Browser Reporting General
l: Event Saurces | Event Processing Rules ] Options
Confi i =
onfigurations: - . : :
Alenlng 0pt|0ns R Open Quick Start Dislog

Ty Default classification actions
P Users and Groups
%y Console Security and Audit Dptions
&l &lerting Options = Edit alerting options...
ey Syslog Server Options =¥ Here you can configure the SMTP serverthat will be
% SNMP Traps Options used to send email alerts, the SMS gateway that will

1 be used to send alerts by SMS or SHMP traps alerting
| 1| Database Backend settings.

Ty WaN Connector
Ty Database Operations
Ty Custam Event Logs

Common Tasks:

Edit slerting options. .

Screenshot 94 - Configuring alerting options
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To configure alerts:
1. Click the Configuration tab and select Options.

2. From the left pane, right-click on the Alerting Options node and
selectEdit al erti opgonopti onsé

Alerting Options E|
Emal | Metwork | 5M5 | SHMP
_*-ﬂ Specify the mail server zettings to use when sending email alerts.
Specify one or more mail servers bo uge when zending email alerts in arder
af prionty. The akermative mail servers will only be uzed when mail servers
with higher priority cannot be contacted or return ermars.,
+
+
Add.
[] Send email alerts as unicode test,
’ Eormat Email Meszage.. -
Wharning. Sending email alerts az unicode best will not warl, on
some mail servers.
] ] [ Canicel
Screenshot 95 - Alerting options dialog
Thi s wi || bring up t he 6 Al €mdili ng Opti on

Network, SMS and SNMP tabs provided in this dialog to configure the
default alerting settings. More information on how to configure these
settings is provided below.
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9.4.1 Configuring email alerts

Mailserver Properties E|

b ailzerver |

1 Specify the mall zgerver zettings to uze when zending email alerts

Hostname P ||

Par

[ ] Thiz SMTP server requires authentication;

Specify the Sender details for emails zent thraugh this server:

Sender [E-mail]; | |

Sender [Dizplay Mame]: | |

[ Send a test message. .. l

] H Cancel ” Apply ]

Screenshot 96- Mail server properties dialog box

To configure email alerts:

1. From the Email tab which opens by default, click on the Add
button.

2. Specify the name/IP of your mail server. If required specify also the
mail server authentication details.

3. Specify the email address and display hame that will be used when
sending email alerts.

4. To customize the email text message, click on the Format Email
Me s s a gbattn.

5. If required, click on the Network, SMS or SNMP tabs to configure
the respective parameters.

6. Click OK to finalize your settings.
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9.4.2 Configuring network alerts

Alerting Options E|

Email || Metwark | SM5 | SMHMP

.........................

ak ".. Specify the nebwark zettings to uze when zending network, alerts.,

Specify the netwaork, meszage zettings to uze when zending net zend
alertz to the computers uzed by the administrators of the machines which
triggered any monitaring alerts.

Format network, meszage.. -

@ Metwork meszages can be zent to both computers and users. In
the caze of ugers, the user must be logged on 2o as to
succeszsfully recerve the meszage. For both computers and uzers,
the messenger service must be enabled and started.

] ] [ Cancel

Screenshot 97 - Alerting Options: Network dialog box

1. Access the Network tab

2. No configuration settings are required for network alerts from this
dialog. However, you can customize the network message by clicking
ontheFor mat net wor kuttome ssageé
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9.4.3 Configuring SMS alerts

Alerting Options E|

Email | Metwark | SM5 ¢ SNmMP

™ Specify zettings for available SMS zustems through which SM5
; alertz will be zent.

Select S5
In-built GSM S5 Server w
Set properties for the selected S5 system:

Property Walue

= Service Center Mu... 123

= COM Port 1

= Baud Rate 115200

" |nitiahsation Sting® AT

* Optional zettings

’ Eormat SMS message. -

] ] [ Cancel

Screenshot 98 - Alerting Options: SMS dialog box

SMS alerts can be sent using various methods. Supported methods
include GFI FAXmaker SMS gateway and Clickatell Email to SMS
service gateway. To configure which method will be used to convey
SMS alerts:

1. Access the SMS tab

2. From the provided drop-down, select the SMS system through
which SMS notification will be sent.

3. Select the property to be configured from the list provided and click
Edit é
4. Repeat until all required properties have been configured.

5. To customize the SMS alert message, click on the Format SMS
me s s a gbetton.

6. Click on OK to finalize your settings.
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9.4.4 Configuring SNMP alerts

X

Alerting Options

Email | Metwork | SM5 || SNMP

Specify the snmp fonmarding settings that will be used to zend
shmp alerts.

Specify the [P addresz where the snmp alertz will be zent :

Specify the port[z] which will be used to send snmp alerts ;

() Enable fowarding of SNMP alerts on TCP part :
() Enable fowarding of SMMP alerts on UDP port -

Format SHMF meszage.. - ]

I k. ] [ Catcel

Screenshot 99 - Alerting Options: SNMP dialog box

To configure SNMP alerts:
1. Access the SNMP tab
2. Specify the IP address where SNMP alerts will be sent.

3. Optionally specify the port/s that will be used to send the SNMP
alerts.

4. To customize the email text message, click on the Format SNMP
Me s s a gbattn.

5. Click OK to finalize your settings.
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10 Configuring users and groups

10.1 Introduction

2 GFI Eventsianager,
File  Configure  Help
Skatus Configuration Ewents Browser

lj.‘ Event Sources Event Processing Rules

EBX

Reporting General

L3 Options

Configurations:

L Default classification actions
=R U zers and Groups
52 Groups
2 Users
+)- %y Conzole Security and Audit Options

7 Alerting Options
% Syslog Server Options
g SMMP Traps Options
| Database Backend
g WiaN Connector
L Database Operations
L Custom Event Logs

Users and Groups ‘ Open Quick Start Dialog

;"‘:; Configure groups...
. ]
S47) Here you can configure, remove or add groups,

J Configure users...
4 Here youcan configure, remove or add users,

Screenshot 100 - Configuring users and groups node

Use the Users and Groups node to assign different console access
privileges to GFI EventsManager users. Through this node users and

groups can be configured, a

mended or deleted. Working hours and

alerts can also be configured and assigned to groups.

Use the users and groups n

ode also to assign users administrative

privileges. These privileges allow users to browse events as well as
modify GFI EventsManager configuration settings.

10.2 Configuring the administrator account

GFI EventsManager
0 EentsManagerAdministrator
configure details such as the

will automatically create the
o) account . However,
email address and mobile number of the

GFI EventsManager administrator.
NOTE: GFI EventsManager requires a valid administrator email

address in order to distribute
are discovered.

automatic alerts when particular events

For every user (including the administrator), you can configure the

following parameters:
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Contact details including email address and phone number
The typical working hours

The type of alert to send during and outside working hours
The notification group to which the user belongs.

[ GFI EvenisManager, E| rﬁl g]

File  Configure  Help

=A =4 =4 =

Status Configuration Ewvents Browser Reporting General

8" Ewvent Sources 7 Evert Processing Rules i Options
- . A
Configurations: ; Users ! Open Quick Start Dislo
% Default classification actions L ]
= & Users and Groups Define the recipient information of each wser which will be slerted by EventsManager when
82, Groups specific les are liggered. It is recommended to assign users into groups and set groups for
L Users S8
% Er"f‘e;e‘_’"‘y and Audit Options i Bawiaren | Elioaholls Fod
0: s;rlrggs em"; plions l EventsManagerddministrator  N/A This user has full privieges
B SNMP Traps Options Change password
.| Database Backend
S wiaN Connector
% Database Opesations Properties
O Custom Event Logs

Common Tasks:

Create user...

Actions:

Edit selected user Pl >

elete selacted wser

Screenshot 101 - Configuring the default EventsManagerAdministrator account

To configure the GFI EventsManagerAdministrator account:
1. Click on the Configuration tab and select Options.
2. Expand the Users and Groups node.

3. Click on the Users sub-node and in the right pane right click on the
EventsManagerAdministrator account and select Properties.
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EventsManagerAdministrator Properties

General |Wnr|{ing Hours | Alerts | Member Of | Privileges |

& Specify the general details for this user

ser name: | EventsManagerAdministrato
Description: | Mo

Mobile Number: |+15555:95?51

Email: |inhndue Ebusiness.com |

Computers: 192.168.0.5: 192.168.0.6]

Multiple emails or computers can be specified by using semicolons
{;) @5 separator. Network message alerts are sent to the
computers specified.

ok || Cancel || Apply |

Screenshot 102 - EventsManager Administrator properties

This wildl bring up the pEepeatsMasnadager aldmg
Start configuring the account as follows:

1. Specify the contact details such as email address, and mobile
number as required.

2. Specify the computers on which network alerts addressed to the
administrator will be sent.

3. Click on the Working Hours tab.
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EventsManagerAdministrator Properties

General | Working Hours | Alets | Member OF | Privileges |

& Specify the user working hours

C 5 C

00h 03k Och 0% 12h 1Bh 18R 21h 24h

AR EBEG

Marked time intervals are considered as wark time.
Un-marked times will be considered as outside working time.

| ok || cancel || poty |

Screenshot 103 - Configuring the typical working hours of an alert recipient

4. Select the typical working hours of the administrator/user.
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EventsManagerAdministrator Properties

General | Working Hclursl Alerts |Meml:ueer Privileges

; Specify the types of alerts this user is to receive
id
Specify the types of alers this user should receive for events which
happen during working hours or outside working hours.
During waorldng QOutside of worlking
hours hours
Email alerts:
Metwork message alerts:
SMS alerts: F]
ok || cance || Mooy |

Screenshot 104 - Selecting alerts to be sent during and outside working hours

5. Click on the Alerts tab and select which alerts will be sent during
and outside working hours.
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EventsManagerAdministrator Properties

| General || Warking Hours || Merts | Member Of | F‘ri'n.rileges|

LE} Select the notfication groups to which this user belongs

Member of :
#2, EventsManagerAdministrators

oK || cance |[ Mooy |

Screenshot 105 - Notification groups to which a user belongs

6. Click on the Member Of tab and select the notification groups to
which the user belongs. By default the administrator is a member of
t he OEwagerAd Mani stratorso6 notification gro
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EventsManagerAdministrator Properties

General | Working Hours | Alerts Meml:ueer| Privileges |

; Specify the privileqes for this user
Jid

This user has full privieges

This user has read only privileges

@ This user belongs to at least one group that has full privileges.

oK || cancel

Screenshot 106 - Configuring GFI EventsManager administrator privileges

7. Click on Privileges tab and select This user has full privileges
option.

8. Click on the OK button to finalize your settings.

10.3 Creating a new user

GFI EventsManager allows you to create a custom list of users which
you can organize into groups to speed up administrative tasks.

To create a new user:

1. Click on the Configuration tab and select Options.

2. Expand the Users and Groups node.

3. Right-click on the Users sub-node and select Cr eat e user é

4. Specify the parameters requested in the General, Working Hours,
Alerts Member of and Privileges tabs.

NOTE: For more information on how to fill in these tabs, refer to the
6Configuring the administrator accountd s
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New User... E|

General | Working Hours | Alerts Meml:ueer| Privileges |

; Specify the privileqes for this user
id
Specify whether this user has full privileges or read only privileges.

() This user has full privileges

{*) This user has read only privileges

@ A user with full privileges can modify all the EventsManager
corfigurations.

ok || cance |[ Mooy |

Screenshot 107 - GFI EventsManager new user privileges

5. Click on the Privileges tab and select user privileges accordingly.
E.g. To assign administrative privileges to a user select the This user
has full privileges option.

NOTE: Users with administrative privileges can modify all GFI
EventsManager configuration settings.

6. Click OK to finalize setup.

10.4 Changing user properties

To edit user properties:
1. From the left pane, click on the Users node.
2. Right-click on the user to edit and select Properties.

3. Make the required changes in the tabs available and click OK to
finalize your settings.

NOTE: For more information on how to fill in these tabs, refer to the
6Configuring thenadmsacstontbn abhcsuchapt

10.5 Deleting users

To delete a user:
1. From the left pane, click on the Users node.
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2. From the right viewer pane, right-click on the user to be deleted and

select Delete.

10.6 Configuring groups

I GFI EventsManager

Fie Codfigwe  Help

Status Configuration Events Browser Reporting General

1 Ewvent Processing Rules it DOptions

& Event Sources

B

A~

Configurations: ol
B Default classification actions h’l GrOUpS
= {8/ Users and Groups
52, Groups
2, Users
+ B Console Security and Audit Options
T Aderting Dptions
By Syslog Server Options
Ty SNMP Traps Options
[ 4| Database Backend
g WAN Connector
O Database Operations
S Custom Event Logs

Name
5%, EventsManagerddministrators

< | &8

Common Tasks:

Create group,

Actions:

Edit selected group...
Delete selected group

Groups are collection of users which can be assigned as alerting recipients. Itis
recommended to assign groups to rule alerts and only assign users to groups.

Rights
This group has full privileges

Description

Screenshot 108 - Groups configuration screen

1. Click on the Configuration tab and select Options.

2. Expand the Users and Groups node.

3. Right-click on the Groups sub-node and selectCr e at e

groupé
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-Hew group... E|

General | Privileges

S\l} Specify the members of thiz group

Group hame: | |

Descriphion: | |

Members:

Add Remowve

Ok ][ Cancel l[ Apply

Screenshot 109 - New groups setup

4. Specify the name of the new group.
5. Click Add to start adding users to the group.
6. Click OK to finalize your settings.

10.6.1 Changing user group properties
To edit the settings of a user group do as follows:
1. From the left pane, click on the Groups node.

2. From the right pane, right-click on the group to be configured and
select Properties.

3. Perform the required changes in the tabs available and click OK to
finalize your settings.

10.6.2 Deleting user groups
To delete a user group:
1. From the left pane, click on the Groups node.

2. From the right viewer pane, right-click on the group to be deleted
and select Delete.
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10.7 Enabling and disabling the GFI EventsManager login system
1. Click on the Configuration and select Options.

2 GFI EventsManager g@@

File  Comfigure Help
Status Configuration Ewents Browser Reporking General

Q Ewent Sources D Event Processing Rules i‘gptions

Configurations: Console SECUrity 2 Open Quick Start Dislog

Oy Default classification actions
2 Users and Groups
= ﬁ;:. Congole Security and Audit Options
?‘, Security Options
£ Audit Options
A Alerting Options
Oy Spslog Server Dptions
Dy SMMP Traps Options
U ['atabase Backend
Dy WaN Connectar
%y Databaze Operations
gy Custom Evert Logs

Here you enable ar disable the EventsManager login

f"’j‘ Edit security options...
. i
swstem.

Common Tasks

Edit secuity options...

Screenshot 110 - Select the login options feature

2. Expand the Console Security and Audit Options node, click on
the Security Options nodeandselectEdi t security optionsé
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Screenshot 111 - Login options dialog

3. Select/unselect the Enable EventsManager login system option
accordingly.

4. Click OK to finalize your settings.
NOTE 1: When the login system is enabled all users will be asked to

specify their credentials every time they launch the GFlI
EventsManager management console.

NOTE 2: Users are granted access with administrative or user
privileges according to the user privileges set up in the privileges tab
within the user setup dialogs.

10.8 Enabling and disabling user action auditing

1. Click on the Configuration tab and select Options.
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