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1. Introduction

1.1 Introduction to GFI LANguard

GFI LANguard is a security scanning, network auditing and
remediation application that enables you to scan and protect your
network through:

9 Identification of system and network weaknesses using a
comprehensive vulnerability check database, which includes tests,
based on OVAL, CVE and SANS Top 20 vulnerability assessment
guidelines.

1 Auditing of all hardware and software assets of your network,
enabling you to create a detailed inventory of assets. This goes as
far as enumerating installed applications as well as USB devices
connected on your network.

1 Enabling automatic download and remote installation of service
packs and patches for Microsoft operating systems and third party
products as well as automatic un-installation of unauthorized
software.

1.2 GFI LANguard components

GFI LANguard is built on an architecture that allows for high reliability
and scalability, which caters for both medium to larger sized networks.

GFI LANguard consists of the following components:
GFI LANguard management console

The management console is the GUI through which all GFI LANguard
administration and functionality is accessed including:

9 Triggering of network security scans, patch deployment and
vulnerability remediation sessions.

1 Viewing of saved and real time security scan results.

1 Configuration of scan options, scan profiles and report filters.
1 Use of specialized network security administration tools.

GFI LANguard attendant service

GFI LANguard attendant, is the background service that manages all
scheduled operations including scheduled network security scans,
patch deployment and remediation operations.

GFI LANguard patch agent service

GFI LANguard patch agent is the background service that handles the
deployment of patches, service packs and software updates on target
computers.

GFI LANguard Script Debugger
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The GFI LANguard Script Debugger is the module that allows you to
write and debug custom scripts using a VBScript-compatible

language.
f3 ScriptDbg - [anon_ftp_uplead] E@
File Edit View Debug Watches Options Window Help
Uzing: |I:urrent|_l,l logged-on uzer » | Uszemame: Paszsword:
Mle|s8L0
Ftp Anonymous Upload A

Function main

Dim strRequest As Strin
Dim strResgonse As 5tring
Dim Socketobject As object
Dim result As Boolean

m

result = false
ip = getparameter ("ComputerIpP™)

port = "21
cr = Chr(13) + chr{10)
rem _ip

socket. setTimeout 3000, 3000
Set SocketObject = Socket.OpenTCP (ip,port)
If Mot SocketObject is Nothing Then
strResponse = SocketObject.recv(1024)
If Len(strResponse) = 0 Then
If Instr(l, strrResponse, '220") > 0 Then
socketobject. send("user anonymous" + cr)
strResponse = SocketObject.recv(1024)
If Len(strResponse)} = 0 Then
If Instr(l, strResponse,”331") > 0 Then
socketobject. send("pass Inss@gfi.c
strResponse = Socketobject.recv(10
If Len(strResponse) = 0 Then
If Instr(l, strRespoﬂgﬁ,”2 .

[ iy S i

rl 1 F

Ready Ln 17, Col 38 MNUM

Screenshot 1 - GFI LANguard script debugger

Use this module to create scripts for custom vulnerability checks
through which you can custom-scan network targets for specific
vulnerabilities.

GFI LANguard script debugger is accessible from St art 3 Pr ogr ams
3 GHEANguard9 . 0 3 LABIgulard Script Debugger.

1.3 Vulnerability management strategy
It is recommended to use the following sequence for an effective
vulnerability management strategy:

1. Scan: For more information, refer to the Step 1: Performing an
audit section in this manual.

2. Analyze: For more information refer to the Step 2: Analyzing the
security scan results section in this manual.

3. Remediate: For more information, refer to the Step 3: Fixing
vulnerabilities section in this manual.
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2. Step 1: Performing an audit

2.1 Introduction

Security scans/audits enable you to identify and assess possible risks
within a network. Auditing operations imply any type of checking
performed during a network security audit. This includes open port
checks, missing Microsoft patches and vulnerabilities, service
information, user or process information and more.

Overview of the scanning process
The automated scanning process has three distinct stages.

Stage 1
Determine availability Determining whether target computers, is
of target computer reachable and available for vulnerability scanning.
This is determined through connection requests,
sent in the form of NETBIOS queries, SNMP
queries and/or ICMP pings.
Stage 2
Establish connection Establish a direct connection with the target
with target device computer, by remotely logging on to it. To execute
a scan, GFI LANguard must logon target
computers with administrator privileges.
Stage 3
Execute vulnerability Execute the vulnerability checks configured within
checks the selected scanning profile and identify present

security weaknesses.
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2.2 Network Scanning options

GFI LANguard includes default configuration settings that allow you to
run immediate scans soon after the installation is complete.

(9] GFILANguard ===

File Tools Configure Help Discuss this version...
MNetwork Audit Dashboard Configuration Utilities General

¥ Scan ¥ Analyze % Remediate

Common tasks % Launch a scan
— .
Load scan results from database... 0 Select type of security scan to perform

Load scan results from XML...
Save scan results to XML file...
Bwport computers to file...

. .
Modify default settings... ] Quick Scan
‘.( Discover high security vulnerabilities and critical missing patches and service

packs.
Actions

‘Goto: Analyze...

-~
2R, Full Scan
‘. Full scan one or more computers for all security vulnerabilities and build system

inventory.
@) Help:
Performing an aud... [~"= Launch a Custom Scan
What audit operations mean? o . Use the custom scan wizard to launch a scan using customized network auditing
FAQ.. h and scanning parameters.

A=A\ SetUp a Scheduled Scan
% 2 Schedule a scan which automatically audits target computers and triggers
L2827 remediation actions.

{% Modify default settings... @) Help me choose.

Screenshot 21 Scan Options

GFI LANguard ships with preconfigured scanning options. These
options are located in the Network Audit tab, which opens by default
every time that the GFI LANguard management console is launched.

Parameters preconfigured in these default-scanning options include
the scan profile. Scan profiles are a collection of vulnerability checks
that determine what vulnerabilities will be identified and which
information will be retrieved from scanned targets.

The default scanning options provide quick access to the following
scanning modes:

1 Quick scan: Scanning mode set to audit target computers for
system information and high security vulnerabilities only (including
missing Microsoft updates). The scanning profile used in this
scanning option is bytdeWValbherabiltbi é8slt

1 Full scan: Scanning mode set to audit target computers for
system information and all possible security vulnerabilities. The
scanning profile used in this scanning option is by default set to
OHi gh Security Vulnerabilitieso.

9 Launch a custom scan: Scanning mode, which allows you to
configure (on the fly) the parameters to be used during a scan.
Configuration is wizard assisted and configurable parameters
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include scanning profile. For more information on how to execute a
custom scan, refer to the Custom scans section in this manual.

I Set up a scheduled scan: Scanning mode, which allows you to
audit target computers at configurable time intervals. For more
information on how to set scheduled scans, refer to Scheduled
scans section in this manual.

Important notes

1. If Intrusion Detection Software (IDS) is running during scans, GFlI
LANguard will set off a multitude of IDS warnings and intrusion alerts
in these applications. If you are not responsible for the IDS system,
make sure to inform the person in charge about any planned security
scans.

2. In most cases, vulnerability scans will generate different event log
entries across diverse systems e.g. UNIX logs and web servers logs
will all detect GFI LANguard scans as intrusion attempts triggered
from the computer running GFI LANguard.

3. To successfully execute a scan, GFI LANguard must remotely
logon to target computers with administrator privileges.

4. For large network environments, a Microsoft SQL Server/MSDE
database backend is recommended instead of the Microsoft Access
database.

5. When submitting a list of target computers from file, ensure that file
contains only one target computer name per line.

2.3 Quick Scan

During a quick scan, GFI LANguard will analyze target computers and
retrieve setup information and missing updates including:

1 Missing Microsoft Office patches
1 Missing Microsoft Windows service packs

1 System information (Software) including OS details and settings,
open ports and open shares.

1 System information (Hardware) including Network card details
(e.g. MAC address) and any USB devices connected.

Quick Scans have relatively short scan duration times compared to
the Full Scan i mainly because only a subset of the entire vulnerability
checks database is performed. It is recommended to run a Quick Scan
at least once a week.

When to use Quick Scans?
It is recommended to use Quick scans:

1 When performing a first time scan since these provide in a very
timely fashion, a sample of the information that GFI LANguard can
extract from target computers.

9 To run daily network audits of multiple network machines since it is
non-intrusive and does not overload network
infrastructure/bandwidth.

1 To retrieve system information and to scan only for high security
vulnerabilities.
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2.3.1 How to launch a Quick Scan
To run a quick scan:

1. Launch the GFI LANguard management console from St ar t 3
Progr ams LANg@fI9 . 0 3 LAGIfulard.

2. From the Network Audit 3 S ¢ mlmwhich opens by default, click
on the Quick Scan option.

3. Specify the target computer to be scanned by selecting one of the
following options:

9 Scan this computer i Use this option to scan local host.

1 Scan another computer - Use this option to scan a specific
computer. Parameters required are target computer name or IP.

I Scan entire domain/workgroup i Use this option to scan the
domain/workgroup to which your local host is joined.
4. Click Next.

5. Specify the credentials that GFI LANguard will use to logon to target
computers. GFI LANguard must logon to target computers with
administrator privileges.

6. Click Scan to start the process.

2.4 Full Scan

During a full scan, GFI LANguard will scan target computers to
retrieve setup information and identify all security vulnerabilities
including:

1 Missing Microsoft updates

1 System information (Software) including unauthorized applications,
incorrect anti-virus settings and outdated signatures.

1 System information (Hardware) including modems and USB
devices connected.

Due to the large amount of information retrieved from scanned targets,
Full Scans tend to often be lengthy. It is recommended to run a Full
Scan at least once every 2 weeks.

When to use Full Scans?
It is recommended to launch Full Scans:

1 At least once every 2 weeks to run network audits on multiple
network machines.

1 To retrieve system information and to scan targets for all
vulnerabilities.

1 Whenever new threats emerge.
1 Whenever suspicious activity is noticed.

2.4.1 How to launch a Full Scan

1. Launch the GFI LANguard management console from St ar t 3
Progr ams LANg@@rI9 . 0 3 LAGIGulard

2. From the Network Audit 3 S ¢ tlmwhich opens by default, click
on the Full Scan option.
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3. Specify the target computer to be scanned by selecting one of the
following options:

1 Scan this computer i Use this option to scan local host

1 Scan another computer - Use this option to scan a specific
computer. Parameters required are target computer name or IP.

1 Scan entire domain/workgroup 7 Use this option to scan the
domain/workgroup to which your local host is joined.
4. Click Next.

5. Specify the credentials that GFI LANguard will use to logon to target
computers. GFI LANguard must logon to target computers with
administrator privileges.

6. Click Scan to start the process.

2.5 Custom scan

A custom scan is a network audit based on parameters, which you
configure on the fly before launching the scanning process. Various
parameters can be customized during this type of scan including:

1 Type of scanning profile to use (i.e. the type of checks to
execute/type of data to retrieve).

i Scan targets
1 Logon credentials
In custom scans, scan profiles are organized under 3 profile groups:

1 Vulnerability assessment: This group contains profiles that scan
target computers for network threats based on guidelines provided
by OVAL/CVE and SANS TOP20 bulletins.

1 Network & Software audit: This group contains profiles that scan
target computers for system information such as OS information,
installed applications and USB devices connected.

1 Complete/Combination scans: This group contains Full Scan
profiles that audit target computers for a wide-array of threats and
system information.

When to use Custom Scans?
It is recommended to use custom scans:

1 When performing a onetime scan with particular scanning
parameters/profiles.

1 When performing a scan for particular network threats and/or
system information.

1 To perform a target computer scan using a specific scan profile.

2.5.1 How to launch a Custom Scan
To perform a custom scan:

1. Launch the GFI LANguard management console from St ar t 3
Progr amsiLANg@@afd 9 . 0 3 LAGIfulard.

2. From the Network Audit 3 S ¢ tlmwhich opens by default, click
on the Launch a Custom Scan option.
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Custom scan wizard @

Step 1 of 5: Select scan job type
Select the type of data to collect from scan targets

- e

Scan job operation

ﬁ_ (71 Vulnerability Assessment
Scan for network threats (e.g. missing Microsoft updates) using built-in vulnerability checks based
on OVAL, CVE and SANS TOP 20 vulnerabilities,

# () Network & Software Audit
Collect system information such as installed applications {j.e. identify malware funauthorized
software), open network shares (.e. potential intrusion point) and USE devices connected (..
potential data theft).

ﬁ (@ Complete/Combination Scans
Combine vulnerability assessment and network inventory in a single scanning session,

NOTE: These scans can be time consuming.

2:" Current configuration settings < Back MNext = l ’ Cancel

Screenshot 31 Scan profile groups

3. Select the scan profile group, applicable to the type of information
to be retrieved from targets, and click Next. E.g. to audit targets for
USB devices connected, select the Network & Software Audit

option.
Custom scan wizard @
Step 2 of 5: Select scan profile #
Select parameters to use for scan job a:’
Scan profiles Description
By Full vulnerability Assessment Scan your network for all supported

vulnerabiliies induding open TCP/UDP ports,
missing patches and service packs, USB

B Full Scan (Slow Networks) devices and more, This scanning profile is also
used to refrieve system information.

MOTE: The vulnerability check timeouts in this
profile are preconfigured to suit the network
traffic and transmission delays usually
associgted with LAM environments.

MOTE: Scan profiles contain pre-set parameters used by the
scanner for the job type selected.

2:" Current configuration settings < Back H Mext = l ’ Cancel

Screenshot 4 - Custom Scan Wizard Scan type

4. Select the profile to use during this scan and click Next.
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Custom scan wizard

Step 3 of 5: Define target type

Scan type

@) Scan a single computer

") Scan a range of computers
") Scan a list of computers

~) Scan computers in text file

") Scan a domain or workgroup

!:‘ Current configuration settings

Select the type of targets to be scanned.

IQ

Choose the local computer or spedify the
hostname or IP address of a remote
computer,

Description

< Back “ MNext > l I Cancel

Screenshot 5 - Target computer categories

5. Select one of the following options and click Next:

9 Scan a single computer i Select this option to scan local host or

one specific computer

I Scan arange of computers i Select this option to scan a number
of computers defined through an IP range. For more information,
refer to http://kbase.gfi.com/showarticle.asp?id=KBID002749.

 Scan a list of computers 1 Select this option to import list of
targets from file or to select targets from network list.

I Scan computers in text file T Select this option to scan targets

enumerated in a specific text file.

 Scan a domain or workgroup i Select this option to scan all
targets connected to a domain/workgroup.

(o2}

. Specify the respective target computer(s) details and click Next.

GFI LANguard 9 user manual
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Custom scan wizard @
Step 5 of 5: Remote logon credentials lr‘-\
Specify credentials to use to log on to remote targets. y r.-.'-..l
Credentials Description
@ Currently logged on user Perform the scan in the security context of
the currently logged on user
Alternative credentials
& MULL session
55H Private Key
V| Use data from computer profiles (Tell me more...)
% Current configuration settings Hadk. | [ — l | =

Screenshot 6 - Specify the scan job credentials

7. Specify the authentication details to use during this scan.
8. Click Scan to start the audit process.

2.6 Setting up a scheduled scan

A scheduled scan is a network audit, which is scheduled to run
automatically on a specific date/time and at a specific frequency.
Scheduled scans can be set to execute once or periodically.
Scheduled scan status can be monitored via Dashboard 3
Scheduled Operations tab.

Scheduled scans can also be configured to:

9 Automatically download and deploy missing Microsoft updates
detected during the scheduled audit

1 Trigger Email notifications on detection of network threats

9 Generate consecutive-scan comparison reports and distribute
these automatically via email.

1 Automatically uninstall unauthorized applications.

When to use Scheduled Scans?
It is recommended to use scheduled scans:

1 To automatically perform periodical/regular network vulnerability
scans using same scanning profiles and parameters

I To automatically trigger scans after office hours and generate
alerts and auto-distribution of scan results via email.

I To automatically trigger auto-remediation options, (e.g. Auto
download and deploy missing updates).

NOTE: For more information on auto-remediation options refer to the
Automatic remediation
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NOTE: To enable routine scanning of network targets as part of an
established network auditing program such as auditing for legal
compliance. Ensure that the GFI LANguard Attendant service is
running otherwise scheduled operations will fail to start.

2.6.1 How to setup a Scheduled Scan

To perform a scheduled scan:

1. Launch the GFI LANguard management console from Star t 3
Progr ams LANg@fI9 . 0 3 LAGIgulard

2. From the Network Audit 3 S ¢ wmlmwhich opens by default, click
on the Set Up a Scheduled Scan option.

Mew scheduled scan ==
Step 1 of 7: Define target type l

Select the type of targets to be scanned and describe this scan. Yf\h

Scan type Description

@) Scan a single computer Scan a single computer,
Scan a range of computers Choose the local computer or spedify the

hostname or IP address of a remote

Scan a list of computers computer,

Scan computers in text file

Sean a domain or workgroup

Scan job description:

@) Telmemore... Bach Mext = l | Cancel

Screenshot 7 - New Scheduled Scan dialog

3. Select one of the following options and click Next:

1 Scan a single computer i Select this option to scan local host or
one specific computer

1 Scan arange of computers i Select this option to scan a number
of computers defined through an IP range. For more information
refer to: http://kbase.gfi.com/showarticle.asp?id=KBID002749

1 Scan alist of computers i Select this option to manually create a
list of targets, import targets from file or select targets from
network list.

I Scan computers in text file T Select this option to scan targets
enumerated in a specific text file.

 Scan a domain or workgroup i Select this option to scan all
targets connected to a domain/workgroup.

4. Specify the respective target computer(s) details and click Next.
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Mew scheduled =can

Step 3 of 7: Set the triggering time
Set the triggering time for this scheduled scan job

Triggering time Description
Trigger scan: Set the triggering time for this

. . scheduled scan job
) One time only

-

Mext scan: 4/30/2008 - 4:35:36PM =

[T wait for offine machines to connect to the network

) Tel me more... < Back ” Mext = ] [ Cancel

Screenshot 8 - Scan frequency

5. Specify date/time/frequency of scheduled scan and click Next.
6. Specify the scan profile to be used in the scan.

7. Click Next.

8. Specify logon credentials and click Next

MNew scheduled scan @
Step 6 of 7: Specify auto-remediation options &'/y
Please configure automatic remediation options. 8 /
Auto remediation Description
[ Automatically download and deploy missing patches Auto-Remediation options enable LANguard to

automatically download and install missing
patches and service packs, and uninstall
unauthorized applications on the scanned
Automatically uninstall unauthorized applications computers,

[ Automatically download and deploy missing service packs

Configure auto-remediation options...
View applications which this scan will uninstall...

@ There are Microsoft updates that are not approved for
auto-deployment.

(@) Itis recommended to have System Restore on for the
system drive on the target computers,

©) Tell me more... < Back ” Mext = ‘ l Cancel

Screenshot 9 - Scheduled scan auto-remediation options

9. (Optional) Select Automatically uninstall unauthorized
applications so that all applications validated as unauthorized, will be
uninstalled from the scanned computer (unauthorized applications are
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defined in Application Inventory). For more details see Application
auto-uninstall

10. (Optional) Click View applications which this scan will
uninstall. To launch the Applications which will be uninstalled
dialog. This will list all the applications that will be uninstalled when the
scheduled scan is finished.

11. (Optional) Click Configure auto-remediation option to configure
the processes that must be triggered before and after a deployment of
an application. For more information, refer to Deployment options.

12. Click Next.
Mew scheduled scan \E\
Step 7 of 7: Review scheduled scan job
Please review the settings for this scheduled scan job ﬁ

Scheduled scan summary

Target localhost o
Triggering time Every 1 day(s) at 4:35:36 PM, starting on 4302009
Scanning profile High Security Vulnerabilities

Credentials Alternative credentials

Auto-remediation Automatically download and deploy missing patches

Alerting options are not configured (email reports

R will not be sent).

& Configure alerting options. ..

I Configure scheduled scans reporting options. ..

) Tel me more... < Back H Finish ] I Cancel J

Screenshot 10 - Review scheduled scan job

13. (Optional) Click onConf i guri ng al eandispeagfy opti ons é
sender/recipient details.
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Scheduled Scans Reporting options (]

Result Saving | Results Motification

Specify where to save scan results to XML or HTML reports,

For result comparison operations, GFI LAMguard saves all scan results to the
database backend.

You can configure GFI LAMguard to output the scheduled scan results also to XML
or HTML report files in a directory on the hard drive.

Save as XML files

WARNING: Saving scheduled scan results to XML can take several minutes for
large scans and can cause performance degradation.

[ save scheduled scan results to %ML file:

(™.
e W

' oaram el

i
II.'I

WM=t=10 -
im3t=\R enor
wala yepo

i

Save as HTML reports

[ Generate and save scan result himl reports to

DA s VeETl —rd O MiC=sFsio Z
= \Proaram FilesMoF rrl G \ ==
L. Jra e5iar LA ard 3.hUata ywepo

[I]
i

[ k. ][ Cancel ] Apply

Screenshot 11 - Scheduled Scans Reporting options

14. (Optional) Click on Configure scheduled scan reporting
opt i otosoéfigure scheduled scans reporting.

a. Specify whether scan results are saved as HTML or XML
b. Click on Results Notification tab and select:

0 Full Scan 1 to include all data collected during the scheduled
scan.

0 Results Comparison i to create a report which lists only the
differences (if any) identified between the last scheduled scan
results and the preceding one.

15. Click OK to finalize your settings.
16. Click Finish to finalize your configuration.

17. All new scheduled scans are by default disabled. To enable select
Configuration3 Sc hedul eahddak anrtte “6.

NOTE: For more information on Scheduled Scans refer to the
Scheduled Scans section in this manual.
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l—-,~ Scheduled Security Scans

"‘\}’ Provides visibility tothe queue, progress and status of all scheduled scans.

Target Profile Start Time Status
Q 152168.3.20 Ful Vulnerabilty Assessmert 5442000 8:49:23 AM completed
Q localhost High Security Vulnerabilities 5/4/2000 8:46:01 AM completed

Screenshot 12 - Scheduled scan status

18. Confirm that the new scheduled scan has been successfully set by
clicking on Dashboard 3 Schedul ed ONee schdduledn s
scan should be listed in the queue.

For more information on how scheduled scans can be monitored
please, refer to Monitoring scheduled activity
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3. Step 2: Analyzing the security scan

results

3.1 Introduction

The most important thing following a network security scan is
identifying which areas and systems require your immediate attention.
This is achieved by analyzing and correctly interpreting the information
collected and generated during a network security scan.

3.2 Scan summary

Upon completing a scan, GFI LANguard immediately displays a scan
summary that graphically displays the vulnerability level of the
scanned computer or a combined interpretation of the scan results

obtained following a network scan.

B Scan B Analyze B4 Remediate
Common tasks

Load scan results from database. ..
Load scan results from XML...
Save scan results to XML file...
Bxport computers to file...

Modify default settings... Scan Properties

Audit operations:

(9] GFI LANguard == ] ==
File Tools Configure Help Discuss this version...
Metwork Audit Dashbeoard Configuration Utilities General

Scan completed!

Summary of scan results generated during this network audit.

Scan type: Local computer scan
Actions _ . o
Profile: High Security Vulnerabilities
Go to: Analyze. . Duration: 3 minutes, 44 seconds =
Go to: Remediate....
Computers audited: 1
Results

€ Help:
) ) Network vulnerability level: High EEIIC IS  --
Performing an audit ... N .
What audi operations mean? Missing security updates: 15 (15 Critical/High)
EAQ... Other vulnerabilities: n'a
Installed security updates: 25
Installed applications: na
Open ports: nia
Next Steps

1

898 audit operations processed

Screenshot 13 - Scan summary
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3.3 Vulnerability level rating

The vulnerability level is a rating given by GFI LANguard to each
computer after it has been scanned. This rating indicates the
vulnerability level of a computer/network, depending on the number
and type of vulnerabilities and/or missing patches found.

High W& J-'JL]ﬂ!

Screenshot 14 - Vulnerability level meter

A high vulnerability level is a result of vulnerabilities and/or missing
patches whose average severity is categorized as high.

When a number of computers are scanned in a single audit session, a
measurement of the global vulnerability level is based on a weighted
sum of the vulnerabilities detected on the computers scanned.

Vulnerability level is indicated using color-coded graphical bar. A red
color-code indicates a high vulnerability level, whilst a green color-
code indicates a low vulnerability level.

3.4 Detailed scan results

Click on the Analyze tab to access a more detailed list of
vulnerabilities.

"9 GFI LANguard (= o=

File Tools Configure Help Discuss this version...
Metwork Audit Dashboard Configuration Utilities General

¥ Scan ¥ Analyze % Remediate

-

Analyze: Quick Launch a New Scan ¥
L/ Scan Results Scan Results Overview Scan Results Details
Results Fitering =
Results Comparison o E)-[§] Scan target: localhost | o -
& R - v © [T [y | 192168385 [ESM_OENO]
= 4 Vulnerabiity Assessment (Windows Vista Service Pack 1)
Common Tasks:

m

e & Missing Service Packs (10)
# Missing Patches (5)
4 g Network & Software Audit

Mew Scan

Load scan results from

Lomd scan results from Vulnerability level:

Save scan resultsto ¥ | The average vulnerability level
Bxwort computer name | = for this scanning session is:
Customize scan results H-Ig.h_l_J_J_h_],JL]ﬂ‘

-

Remediate:
Top 5 issues to address:

Go to: Deploy Microso
Go to: Deploy Microso 0 Visual Studie 2005 Service
Go to: Uninstall Micros Pack 1
Go to: Uninstall Micros & Microsoft SQL Server 2005
Go to: Deploy custom Service Pack 3 (KB95S5706)
Go to: Uninstall applici & Microsoft NET Framework

3.5 Service Pack 1 and .NET
Framework 3.5 Family Update
4 I 3 (KBS51847) xB6 v

Go to: Open remote dt

@) Help:

Scanner Activity Window -3

Screenshot 1571 Detailed scan results

Information in result pane

o Scan target node: Displays information related to scan targets in
terms of, scan range and whether scan result was retrieved from
database.

e Scan computer node: Displays information related to the scanned

computer. Indicates if scan was successful and shows OS details.
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e Scan details node: Displays information related to the scan
performed on target computer including vulnerabilities found, system
patching status, etc.

o Scan results details: Displays the details of the scan results. This
includes vulnerability or missing patch name, level of
patch/vulnerability, detailed vulnerability/missing patch details,
connected device information, etc.

Expand the Scanned computers node to access the results retrieved

during the scan. Security scan results are organized in 2 sub-nodes
tagged as:

1 Vulnerability Assessment
M Network & Software Audit

3.5 Detailed scan results: Vulnerability assessment

Scan Results Overview

=8 )| Scan target: 192.168.3.85-192.168.3.86 [ |

-1 [¥] € 192.168.3.85 [ESM_DEMO] (Win... il
-1 g Vulnerability Assessment
& High Security Yulnerabilites (1)
1. Low Security Vulnerabilities (5)
& Potential Yulnerabilities (1)
#* Missing Service Packs (10)
#* Missing Patches (28)

Screenshot 16 - The Vulnerability Assessment node

Click on any Vulnerability Assessment node to view the security
vulnerabilities identified on the target computer grouped by type and
severity as follows:

High Security Vulnerabilities
Low Security Vulnerabilities
Potential vulnerabilities

=A =4 =4 =4

Missing Service Packs
1 Missing Patches

3.5.1 High/Med/Low Security vulnerabilities

Click on the & High Security Vulnerabilities or & Low Security
Vulnerabilities sub-nodes for a list of weaknesses discovered while
probing a target device. These vulnerabilities are organized into the
following groups:

Group Description

Mail, FTP, RPC, Lists vulnerabilities discovered on FTP servers, DNS servers, and
DNS and SMTP/POP3/IMAP mail servers. Links to Microsoft Knowledge
Miscellaneous Base articles or other support documentation are provided.

Web Lists vulnerabilities discovered on web servers (such as

misconfiguration issues). Supported web servers include Apache,
Netscape, and Microsoft I.I.S.
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Services Lists vulnerabilities discovered in active services as well as the list
of unused accounts that are still active and accessible on scanned
targets.

Registry Lists vulnerabilities discovered in the registry settings of a
scanned network device. Links to support documentation and
short vulnerability descriptions are provided.

Software Lists vulnerabilities found in software installed on the scanned
network device(s). Links to supporting documentation and short
vulnerability descriptions are provided.

Rootkit Lists vulnerabilities discovered because of having a rootkit
installed on the scanned network device(s). Links to supporting
documentation and short vulnerability descriptions are provided.

3.5.2 Potential vulnerabilities

Click on the & Potential vulnerabilities sub-node to view scan result
items that were classified as possible network weaknesses. Although
not classified as vulnerabilities, these scan result entries still require
meticulous attention since malicious users can exploit them during
malicious activity.

E.g. during vulnerability scanning GFI LANguard will enumerate all of
the modems that are installed and configured on the target computer.
If unused these modems are of no threat to your network, however if
connected to a telephone line these modems can be used to gain
unauthorized and unmonitored access to the Internet. This means that
users can bypass corporate perimeter security including firewalls, anti-
virus, website rating and web content blocking exposing the corporate
IT infrastructure to a multitude of threats including hacker attacks. GFlI
LANguard considers installed modems as possible threats and
enumerates them in the Potential Vulnerabilities sub-node.

3.5.3 Missing Service Packs/Patches

Click on the * Missing Service Packs or # Missing Patches sub-
node respectively to check which Microsoft software updates or
patches are missing.

NOTE: GFI LANguard can identify missing service packs and patches
on various Microsoft products. For a complete list of supported
products visit: http://kbase.gfi.com/showarticle.asp?id=KBID002573

Bulletin information

To access bulletin information, right-click on the respective service
pack and selectMor e detail s 3 Bulletin I nfo
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Bulletin Info (3]

Bulletin

Bulletin ID: MS09-007 QMumber: 550225 Date: 2009-03-10 Severity: Important

Title: Security Update for Windows Vista (KB960225)

Description: A security issue has been identified that could allow an attacker to misrepresent a system action or
behavior without the knowledge of the user. You can help protect your system by installing this update
from Microsoft. After you install this update, you may have to restart your system. This update is provided
to you and licensed under the Windows Vista License Terms.

Applies To: Windows Yista

URL: hittp:/fgo. microsoft. comfwlink/?LinkID=139854

File

File Name: Windows6.0-KE960225-x86.cab

File Size: 205 KB

File URL: http:/{download. windowsupdate. com/msdownload fupdate fsoftware fsecu/2009/0 1jwindowss. 0-kb360 22

Screenshot 17 - Missing Service pack: Bulletin info dialog

3.6 Detailed scan results: Network & Software Audit

Scan Results Overview
=S9f 1| Scan target: localhost |
=1 [#] @ 192.168.3.85 [ESM_DEMO] (Windows Vista Service Pack 1) !
Tt g Vulnerability Assessment
=1 g Metwork & Software Audit
+- 4% System Patching Status
+- B4 Ports
+- M Hardware
+- ] Software
+- L4, System Information

Screenshot 18 - The network and software audit node

Expand the Network & Software Audit node to view security
vulnerabilities identified on scanned targets. Here, vulnerabilities are
grouped by type and severity as follows:

1 System Patching Status

1 Ports

1 Hardware

1 Software

1 System Information
. Fast response
5 Medium Response
o = Slow response

NOTE: The first icon indicates that the scan is queued, while the
second icon indicates that the scan is in progress.
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3.6.1 ‘@ System patching status

Expand System Patching Status sub-node to access Information on:
9 Missing Patches i List of missing Microsoft Patches

9 Missing Service Packs i List of missing Microsoft Service Packs
9 Installed Patches 1 List of installed Microsoft Patches

1 Installed Service Packs 1 List of installed Microsoft Service Packs.

3.6.2 S Ports

Expand the Ports sub-node to view all TCP and UDP ports detected
during a scan. When a commonly exploited port is found open, GFlI
LANguard will mark it in red. Care is to be taken, as even if a port
shows up in red, it does not mean that it is 100% a backdoor program.
Nowadays with the array of software being released, it is becoming
more common that a valid program uses the same ports as some
known Trojans.

Further to detecting if, the port is open or not, GFI LANguard uses
service fingerprint technology to analyze the service(s) that are
running behind the detected open port(s). Through service
fingerprinting you can ensure that no hijack operation has taken place
on that port. For example, you can verify that behind port 21 of a
particular target computer there is an FTP server running and not an
HTTP server.

3.6.3 ™ Hardware

Expand the Hardware sub-node to view a hardware audit categorized
as follows:

Category Information provided

% Network Devices MAC address
(Physical, Virtual, Wireless, IP address
Software enumerated devices) Device type
Vendor
Hostname
DHCP Set
DNS Server
Status

*Z USB Devices Device name
Description
Manufacturer
= Local Drives Drive letter

Total disk space
Available disk space

# Processors Vendor

= -4 -4 —4a -8 —a _—a _a _a _a _a a2 _a _a _a -9

Processor speed
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‘ Motherboard

v Memory details

™ Storage details

& Display adapters

== Other devices

3.6.4 1 Software

= -4 —4a -4 —a _—a _a _a _a _a -2 _9a -2 -2 -9 -2 -2 -2 -2 _a -2 -2 -2 -2 -2 42 -2 -2 -2 -2 _a -2 -2 -—»

Product name
Manufacturer

Version

BIOS name

BIOS vendor

BIOS version

BIOS release date
BIOS Serial Number
Physical memory
Free physical memory
Virtual memory

Free virtual memory
Description
Manufacturer
Interface type

Media type

Partitions

Size

Drive(s)

Manufacturer

Monitor

Current video mode
HID

System devices
Keyboard

Ports (COM & LPT ports)
Floppy disk controllers
Mouse

Multimedia

Hard disk controllers
Computer

Storage volumes
SCSI and RAID controllers
Storage Volume Snapshots

Expand the Software sub-node to access software audit categories:

Category Information provided

& General Applications

¥ Antivirus Applications

= -4 —4a -—a -—a -—a _a _a -2

Application name
Version

Publisher
Application name
Real-time protection
Up-to-date

Last update
Version

Publisher
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3.6.5 Ei System Information
Expand the System Information sub-node to access OS information

grouped as follows:
Category Information Provided Helps to identify

2 Shares 1

1

1

1

1

4 Password 1

Policy T

1

1

1

4 Security 1
Audit Policy

1

1

1

) 1

W Registry ]

1

1

1

& NETBIOS Ul

Names il

1

1

Share name

Share remark (extra
details on the share)
Folder which is being
shared on the target
computer

Share permissions and
access rights

NTFS permissions and
access rights.

Minimum password length
Maximum password
length

Minimum password age
Force logoff

Password history

Audit account logon
events

Audit account
management

Audit directory service
access

Audit logon events

And
Registered owner

mor e é

Registered organization
Product name
Current build number

Workstation service
Domain name
Domain controllers
File server service

Users sharing entire
hard-drives, shares that
have weak or incorrectly
configured access
permissions.

Startup folders, and
similar system files, that
are accessible by
unauthorized users, or
through user accounts,
that do not have
administrator privileges,
but are allowed to
execute code on target
computers.
Unnecessary or unused
shares.

Incorrectly configured
lockout control
Password strength
enforcement policies

Security holes or
breaches

Hardware and software
settings such as which
drivers and applications
will be automatically
launched at system
startup

Rogue computers and
Wrong configurations
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A Computer

"':". Groups

JI Users

.7- Logged On
Users

‘bSessions

% Services

&) Processes

Remote
TOD (time of

day)

=A =A =4 4 A -a A oA oA oA e e e

MAC address
Time to live (TIL)
Network role
Domain

Account operators
Administrators
Backup operations
Guests

Full name
Privilege

Flags

Login

List of logged on users

Lists hosts remotely
connected to the target
computer during
scanning,

List of active services

List of active processes

Time of remote

workstation, server or
laptop.

Rogue computers and
Wrong configurations

Wrong configurations
and security flaws due
to rogue or obsolete
user groups

Rogue, obsolete or
default user accounts

Authorized and
unauthorized users
currently logged on
computers
Authorized and
unauthorized remote
connections

Rogue or malicious
processes; redundant
services

Rogue or malicious
processes

Time inconsistencies
and regional settings
Wrong configurations
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b
~8 Security audit policy

An important part of any security plan is the ability to monitor and audit

events happening on your network. These event logs are frequently

referenced in order to identify security holes or breaches. Identifying

attempts and preventing them from becoming successful breaches of

your system security i s critical. I n Wi |
Policiesb6 to set up an audit policy that
system events in specific logs.

In order to help you keep track of your s
LANguard collects the security audit policy settings from scanned

target computers and includes in the scan results. This information is

accessed by click on the “& Security Audit Policy sub-node.

Apart from gaining knowledge on the current audit policy settings, you
can also use GFI LANguard to access and modify the audit policy
settings of your target computers. To achieve this:

1. From the Scanned Computers (middle) pane, right-click on the
respective target computer and select Enabl e auditing on 3 Tt
computer/Selected computers/All computers.

GFI LANguard Administration Wizard @
Switch on securty auditing policies
Automatic tuming on of securty auditing policies

Specify which auditing policies are to be tumed on. The recommended auditing policies
have been selected by default:

Auditing Policy Success  Failure
Audit account logon events vl -
Audt account management
Audit directory service access E
Audit logon events
Audit object access
Audtt palicy change
Audt privilege use O O -
Select Next to tum on the selected auditing policies.
| <Back | MNed> | | Cancel |

Screenshot 19 - The audit policy administration wizard

2. Select/unselect auditing policies accordingly, and click Next to
deploy the audit policy configuration settings, on the target
computer(s).
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GFI LAMguard Administration Wizard ===

Application of security auditing policies results
The results of the application of the securty auditing policies to all computers.

Results:
Computer Result
" ESM_DEMO Success.

Before re-attempting to apply the policies please ensure that communication between
this computer and the target computer is possible and that you have administrative
privileges to access the security policies of these computers.

m
z
W
[
[}
T

Screenshot 20 - Results dialog in audit policy wizard

3. At this stage, a dialog will show whether the deployment of audit
policy settings was successful or not. You can choose to re-deploy
settings on failed computers by clicking on the Back button. To
proceed to the next stage click Next.

4. Click Finish to finalize your configuration.

73- Groups/users

Rogue, obsolete or default user accounts can be exploited by

malicious or unauthorized users to gain access to restricted areas of

your I' T infrastsrtwctaucrceounfThef odGueexampl e i ¢
example of commonly exploited accounts i reason being that more

often than not, this account is left configured within a system and even

worse without changing the default password settings. Malicious users

have developed applications, which can automatically re-enable the

6Guestd account and grant it administrat.i
to gain access to sensitive areas of the corporate IT infrastructure.

GFI LANguard collects information on all user accounts and user
groups currently enabled on scanned targets. This information is
organized in the scan results under two separated nodes. To access
the list of user accounts identified during on a target computer, click

on the & Users sub-node. Use the information enumerated in this
sub-node to inspect the access privileges assigned to each user
account. To gain access to the list of user-groups configured on a

target computer, click on the 7 Groups sub-node.

NOTE: Users should not use local accounts to log on to a network
computer. For better security, users should log on to network
computers using a O0ODomaind or an OActive
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% Sessions

Click on the ™ Sessions sub-node to access the list of hosts that
were remotely connected to the target computer during scanning.

NOTE: The information enumerated in this sub-node also includes the
remote connection details of the scanning session just performed by
GFI LANguard i.e. the IP of the computer that is running GFI
LANguard, the logon credentials, etc.

E Services

Active services can be a potential security weak spot in your network
system. Any of these services can be a Trojan, a viruses or another
type of malware, which can seriously affect your system in a
dangerous way. Furthermore, unnecessary applications and services
that are left running on a system consume valuable system resources.

During the scanning process, GFI LANguard enumerates all services
running on a target computer for you to analyze. This way you can
identify which services must be stopped. Further to the freeing up of
resources, this exercise automatically hardens your network by
reducing the entry points through which an attacker can penetrate into
your system. To access the list of services enumerated during a scan,

click on the % Services sub-node.

: BN
@' Processes

Click on the # Processes sub-node to access the list of processes
that were running on the target computer during a scan.

Remote time of day

Click on the "~ Remote TOD (time of the day) sub-node to view the
network time that was read from the target computer during the scan.
This time is generally set on network computers by the respective
domain controller.

3.7 Displaying and sorting scan categories

GFI LANguard provides you with the ability to hone down and sort
available scan categories and scanned computers. This allows you to
focus on specific data that might require your attention in more detalil
without getting lost in other data that might not be relevant at that point
in time.
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Customize scan results view @
View | Sorting

Select which information categories you want to show hide inside
the scan result window.,

|13

Itemn to show fhide

& High Security Vulnerabilities
& Medium Security Vulnerabilities
(L Low Security Vulnerabilities
Wl Potential Vulnerabilities

¥ Missing Service Packs

' Migsing Patches 8
@ Installed Service Packs

@ Installed Patrhes

44 Open TCP Ports

#% Open UDP Ports

5" Metwork Devices

*% 1USB Devices

«= Local drives

B Processors

B Motherboard

[7] B Memory Details -

m

[ QK ][ Cancel ] Apply

Screenshot 21- Customize view

To customize and sort the list of scan results:

1. Under Common Tasks in the left panel, click on Customize scan
results viewé

2. From the View tab select which scan categories you want to show
or hide. Click Apply to save setting.

3. Click on the Sorting tab and set your sorting preferences. Click OK
to finalize your configuration.
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3.7.1 Loading saved scan results from database

"% GFI LANguard
File  Tools
Metwork Audit

Configure

Dashboard

Help

¥ Scan ¥ Analyze % Remediate

-

Analyze:

|| Scan Results
Resutts Fitering
Results Comparison

# | Reporting

Common Tasks:

New Scan..

Load scan results from database...
Load scan results from XML file..
Save scan results to XML file..
BExport computer names to file...

Customize scan results view..

Configuration

Utilities General

Quick Launch a New Scan

Scan Results Overview

Scan Results Details

1" saved Scan Result: [localhost] - [084May-2008 11: 5

= [ saved Scan Result: [localhost] - .. [l
= [ @ 192.168.3.85 [ESM_DEMO] ... [l

= g Vulnerability Assessment

i High Security Vulnerabilitie. ..
1, Low Security Yulnerabilities...

# Missing Service Packs {10)
# Missing Patches (26)
#- g Network & Software Audit

5]

===

Discuss this version...

“®

Backdoors - Open porte commenly used by Troja. ..

# slapper(4158)

' Voice Spy(2339)

4 slapper(2002)

# KiLo(a488)

4 KiLo(a439)

# Delta Source(47252)
4 Miscellaneous (1)

Remediate:

Go to: Deploy Microsoft patches..

Go to: Deploy Microsoft service pad
Go to: Uninstall Microsoft patches...
Go to: Uninstall Microsoft service pa

Go to: Deploy custom software. .
Go to: Uninstall applications...

Go to: Open remote deshtop...

4 [ 3 4 m 3

©) Help: _ | Scanner Activity Window

»

Screenshot 22 - Reloaded scan results

By default, saved scan results are stored in a database. GFI
LANguard stores the results data of the last 10 scans performed per
scanning profile.

NOTE: You can configure the number of scan results that are stored
in a database file. For more information, refer to the Database
maintenance options section in this manual.

To load saved scan results from the database backend or from an
XML files:

1. Click on the Analyze 3 Scan Results.

2. Under Common Tasks in the left pane, click Load scan results
from database.

3.8 Saving scan results

Scan results are an invaluable source of information for systems
administrators. GFI LANguard results are stored in a MS-SQL Server
or an MS-Access database. In addition, scan results can also be
exported to XML.

3.8.1 Saving scan results to XML file
To save scan results to XML file:
1. Go to Network Audit 3 Analyze.

2. Launch a new scan or click on load the saved scan result from
database to load the results you want to export to XML.

3.ClickonSave scan
where results will be saved.

4. Click Save to finalize your configuration.

z

resul tand dpecify XMLLfilef i | e é
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3.8.2 Loading saved scan results from XML
To load saved scan results from an XML file:
1. Click on the Analyze 3 Scan Results.

2. Under Common Tasks in the left pane, click Load saved scan
results from XML.

3. Locate the scan results to load and click OK.

3.9 Scan filters

Scan results typically present a substantial amount of information. You
might however at times require only specific information to achieve a
particular targets - such as for example, identifying only which patches
are missing in your system.

'@ GFI LANguard [= ===
File Tools Configure Help Discuss this version...
Network Audit Dashboard Configuration Utilities General

¥ Scan ¥ Analyze % Remediate

Analyze: R Its Fil . N
|| Scan Resuts esults Fi terlng
A ' The Results Filtering option enables you to generate reports based on
Results Comparison security scan results.
# | Reporting
Reports:
£l Complete Scans What are scan results filters?
=¥ Full Report Through scan results filters you can define queries for results generated after each
= Vulnerability Assessment scan. You can specify parameters on what information you want to see; as well as
H A \Uinerabiities [Al] create, customize and delete results filters.
- # Vulnerabiliies [High security]

. # Vunerabilties [Medium security] Filtering the results
- Ato-Remediation
g High Vulnerability Level Computers

Filters apply to the scan currently loaded in Security Scanner. To load a previously
saved scan use GFI LANguard main menu = File = Load scan results from =

- Missing Patches and Service Packs Database / XML file.
. # Missing Service Packs
I A Wissing Critical Patches Example 1
E-£= Metwork & Software Audit E
... # Open Ports Filter for Windows computers missing only MS03-041 (823182) patch in an XML scan
A Open Shares result file for 1000 computers.
. Groups and Users
. " Computter Properties 1. Create a new results filter (GFI LANguard main menu = Tools = Results
e Hardware Audt Filtering = Common tasks = Create new results filter...).
> 3 2. In the properties window of the scan filter, add the following two filter
- " Important Devices - USB conditions:
# Important Devices - Wireless (a) Operating system > Equal to > "operating system you are interested in"
. # Installed Applications (b) Patch = Is not installed = MS03-041 (823182)
. Non-Updated Securty Software 3. Select OK to confirm the filter properties.

- # Vitual Machines
Results will be displayed in the filter results area.

Common Tasks: Example 2

Create new results filter X X
You want to list all Sun stations running a web server on port 80.

©) Help: Create a new filter and add the following two filter conditions:

Fittering the resutts... .
1. Operating system > Includes > Sunos

2. TCP port > Is open > 80

Screenshot 23 - Scan filter nodes

GFI LANguard ships with a default set of scan result filters that allow
you to sift scan results data and display only the relevant information.
Scan filters are organized in three categories:

1 Complete Scans
1 Vulnerability Assessment
1 Network & Software Audit
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Full report

Vulnerabilities [All]

Vulnerabilities [High
security]

Vulnerabilities

[medium security]
Auto-remediation
High vulnerability

level computers

Missing patches and
service packs

Missing service
packs

Missing critical
patches

Open ports

Open shares

Groups and users
Computer properties
Hardware audit

Important devices -
usB

Important devices -
Wireless

Installed Applications

Non-Updated security
software

Virtual machines

The filters, which ship with GFI LANguard, are:

Scan result filter Description

Displays all the information that was collected during
a network vulnerability scan including system OS
information, outdated anti-virus signatures, and
missing patches and service packs.

Displays all Critical, High and Medium severity
vulnerabilities discovered during a network security
scan.

Displays only severe vulnerabilities such as missing
critical security patches and service packs.
Displays only moderate severity vulnerabilities,
which may need to be addressed by the
administrator. Such as average threats and medium
vulnerability patches.

Displays auto-remediation actions triggered.

Use this filter to access list of computers and
vulnerability details for which vulnerability level is
high.

Use this filter to access list of missing patches and
service packs discovered on scanned target
computer(s).

Use this scan filter to display a list of all computers
and computer details of computers, which have a
missing service pack.

Displays all missing patches marked as critical.

Shows all open TCP and UDP ports discovered on
the scanned target computer(s).

Shows all open shares and the respective access
rights.

Shows the users and groups detected on the
scanned target computer(s).

Shows the properties of each target computer.
Displays information about the hardware
configuration of the scanned computer(s).

Shows all the USB devices attached to the scanned
target computer(s).

Shows all the wireless network cards, (both PCI and
USB) attached to the scanned target computer(s).
Shows all the installed applications (including
security software) discovered during target computer
scanning.

Shows only the installed security applications (i.e.
anti-virus/anti-spyware software) that have missing
updates and outdated signature definition files.
Shows a list of non-updated security software on the
scanned target computer(s).
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3.9.1 Filtering scan results
To apply a scan result filter on security scan results:

1. Launch and complete a security scan of your network or load the
scan results of past scans from your database or XML file.

"% GFI LANguard (== EoR =

File Tools Configure Help Discuss this version...
Metwork Audit Dashbeard Configuration Utilities General

¥ Scan B Analyze % Remediate
|| Scan Resutts -
| Results Rltering

Rlesuts Comparison Filter Information

# | Reporting
—|  Filter & security scan details.
Reports:
== Complete Scans Filter name: Full Report
HE- .f Scan target: localhost [ 1 computer(s) meet filter conditions ]
= Vulnerability Assessment Scan profile: Full scan
- Vulnerabilties [All] Scan date: 05/04/2009 01:39:08 PM
- # Vunerabities [High security] Computer profiles: On
- # Viuinerabilties [Medium security] Items scanned: 2629
. ® Auto-Remediation Scan duration: 8§ minutes
- High Vulnerability Level Computers
g Missing Patches and Service Packs
# Missing Service Packs Summary
# Missing Critical Patches 5]
S Metwork & Software Audit Mote: click a detail item for quick navigation.
- # Open Ports
- # Open Shares = IP Address Vulnerability Hostname | OPerating Details =
- # Groups and Users Level System _
p
. # Computer Properties v _I‘ gNE
e ® Hardware Audit e é & g.i‘u L
-, Impotart Devices - USB 192.168.3.85 | [ High ESM_DEMO | wWindows -
g Importart Devices - Wircless Vista 3 @'\ Y 78‘
# |nstalled Applications 2 Ia I° 5 =
- # Non-Updated Security Software
. Vitual Machines

“ [ v

192.168.3.85 [ ESM_DEMO ] Windows Vista Service
Common Tasks: = Pack 1

Mote: click a detail item for quick navigation.

Save fiter results...
w [+ {._:‘; Scan Errors - 2 =
ﬁm erties [#] % Vulnerability Assessment - 20 =
prop: -
[#] 5 Network & Software Audit - 346 =

¥)) Heln- =2

Screenshot 24 - Scan filters: Full report

2.ClickNet wor k Audit 3 Analyze

3. Select the Results Filtering node and expand the Complete
Scans node.

4. Select the scan filter to apply against scan results.

3.9.2 Creating a custom scan filter

Apart the scan filters that ship by default; you can create custom filters
based on your requirements and network infrastructure. To create a
custom scan filter:

1. Click Network Audit 3 Analyze
2. Right click on the scan filter category where the new filter will be

added andselectCr eat e new results filteré
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Advanced Properties IE
General | Report Items

@ Secan Filter Properties

Eilter name:

Filker conditions:

[ueries Add...

v| High wulnerabilities E xists Edi
¥] AMD Mizzing patches Esists
Remove

R emowve Al

i@ And Or

[ 2k, ][ Cancel H Apply ]

Screenshot 25 - The new Scan filter properties dialog: General tab-page

3. In the General tab, specify the name of the new scan filter.
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Add Filter Properties

Select the filter property an which vou want to make a restriction:

==

= {]

General

% Yulnerability Level
B Autoremediation
{a Scan emrors

4+ Scan duration

M High wulnerabilities
i Medium vulnerabilities

1. Low vulnerabilities
{] Information notes

4 Backdoors

4 DMS vulnerabilities

4 FTP wulnerabilitiez

-~

m

et > || Cancel

Screenshot 26 - Filter properties dialog

4. Click A d d énd select the required filter property from the provided
list. This defines what type of information is extracted from the scan
results (i.e. the area of interest of the scan filter). Click Next to

continue.
Add Filter Properties (o]
@ Filker Condition Properties
Filter Property [nformation
Filter condition to add
Praperty: Mizzing patches
Conditions: Does nat exist -
Walle:
Summary:
Determing if mizzing patches are MOT found on the remate
computer
¢Back || 4dd || Cancel

Screenshot 27 - Filter condition properties dialog

5. Select the required filter condition from the drop down provided.
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6. Specify the filter value. This is the reference string with the specified
condition to filter information from scan results. Click Add to continue.

NOTE: You can create multiple filter conditions for every scan filter.
This allows you to create powerful filters that more accurately isolate
the scan results information that you may want to analyze.

Advanced Properties =53]

Feport lkems

t‘i . Select the items that will be contained in HT kL report.
5

4" Show Summary T able

[»]

& “ulherability Level
B Automatic Femediation D etails
{‘_‘:‘ Scan Ermors

-] Yulnerability Azzessment

< 15 & K

& Mizsing Service Packs

+| W Mizzing Patches
+| g High Security Wulnerabilities
+| dy Medium Security Yulnerabilities
+| /1. Low Security Wulherabilities
-1 44 Potential Yulnerabilities

f:] | nfarmation

=| Hetwork & Software Audit
& Installed Patches & Service Packs
-1 By Ports
w TCP Ports
* UDP Parts

< 15 K S [s

b

]S R

d

[ k. ][ Cancel ] Apply

Screenshot 28 - The new Scan-Filter properties dialog: Report Items tab-page

7. Click Report Items tab and select the information categories/sub-
nodes to display. Click OK to save and create the new filter.

The new filter will be added as a new permanent sub-node under the
Results Filtering node.

NOTE: To delete or customize a scan filter, right-click target filter and
select Delete filter or Edit filter properties.
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3.10 Results comparison

GFI LANguard enables you to compare saved scan results and
generate a list of network changes discovered.

3.10.1 Configuring what scan results changes will be reported

The result comparison tool can report various information discovered
during the comparison of two saved scan results. To configure what
changes will be included in a comparison report:

(@) GFI LANguard = =R
File Tools Configure Help Discuss this version...
Network Audit Dashboard Configuration Utilities General

b Scan ¥ Analyze B Remediate

Analyze: San result 1 ’”~ Compare Options

|| Scan Resuits

4] Resus Fiteing Scan result 2 ~
Resultz Comparizon

# | Reporting :

A | Results Comparison

el The Results Comparison option enables the identification of networl: security changes which
Print comparison resutts.. occurred over a period of time which spans two network security scans.
Save comparison results...

Edit comparison options...

©) Help: GFI LANguard
. Warning
paring
Comparing the resuks Select two previously saved scan results and click Compare button for a comparison report.

Screenshot 29 - Results comparison configuration options

1. Click on Network Audit 3 Analyze.

2. Right click Result comparison node and select Edit comparison
opti onsé
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Opticns (3]
General

|_|_"_'| Result comparisaon options

Digzplay the fallowing ibems;
Mew itemns.

Removed iterms.
Changed items.

O pticre:

Show vulnerability changes.
[ Show only hotfix changes.

[ Ok ] [ Cancel

Screenshot 30 - Edit comparison options

3. Select the information item(s) to be reported.
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3.10.2 Generating a results comparison report

Database Source [mE3m]
' General |
Select the szan result to use for the required operation.
T arget Prafile T Date Completed =
O localhost Full zcan 5/4/2009 13:33:.02 ez
{] file:Cacheh 200905, High Security...  5/4/2009 12:5821 Yes
a daornair: Primary do... Full Scan 544/200312:54:43 Mo
{] 192.168.3.20 Full scan 5/4/2009 10:42:09 es
{] 192.168.2.20 Full szan 542009 10:36:57 es |
a loc:alhost FullVulmerabi.. 54442009 10:13:16 fes r
{] localhost TopSAMS 2.0 BA/200910:15:59 ez
{:] localhost FullVulmerabi...  5/4/200910:15:18 Mo
O lozalhost High Security...  5/4/2009 10:09.52 [
{] localhost Full szan 544/2003 03:42:51 e
a lozalbiost High Security...  5/4/2009 03:.02:53 Yes
{] 192.168.3.20 High Securty...  5/4/2009 03.06:24 es
{] 192.168.2.20 Full Yulherabi..  5/4/2009 08:43.23 es
a lacalbiost High Security...  5/4/2009 03:46:01 Yes
{] localhost High Secunty...  4/30/200917:22:49  Yes il
£, . anoin e A e e
[ Ok, ] I Cancel

Screenshot 31 - Comparing scan results

To generate a scan results comparison report:
1. Click on Network Audit 3 Analyze.
2. Click on the Result comparison node.

3. Click search file #= button and select files to compare select the
scan result files that you wish to compare.

NOTE: You can only compare results of the same type i.e. you cannot
compare a result stored in XML with one stored in database.

4. Click Compare to start the results comparison process.
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3.10.3 The Results Comparison Report

"% GFI LANguard o= )

File Tools Configure Help Discuss this version...
Metwork Audit Dashbeard Configuration Utilities General
¥, Scan ¥ Analyze % Remediate

Analyze: Scan result 1 locahost - Full scan - 5/4/2009 13:35:08 e Compare COptions

|| Scan Resutts

41 Resuts Fitering Scan result 2 locathost - Full Vulnerabilty Assessment - 54, 40

Results Comparison
# | Reporting [ Results Comparison i
Common Tasks- @ Lj The Results Comparison option enables the identification of networl security changes which

occurred over a period of time which spans two network security scans.

Print comparison resukts..
Save comparison results

Edit comparison options ESM_DEMO
192.168.3.85
@) Help:
= @General Host Information
Comparing the results.. 2
& & Users
S “‘PAGroups

%] % UDP Ports
8 services

4| B Shares

m

# ®Binames

*| “Gpassword Policy
*| %R Applications

# “Zprives

* f processors

EL U U A B N - - - B - N - B

+ Bmotherboards

Screenshot 32 - Results Comparison Report

On completion, the results comparison report is displayed in the right
pane of the management console.

3.11 Reporting

NOTE: On Microsoft Windows Vista computers, an error message
might be displayed during the automatic installation of the Microsoft
.NET framework 1.1. For more information on how to resolve this
issue, refer to http://kbase.gfi.com/showatrticle.asp?id=KBID003100.

3.11.1 Access/download/install reporting

GFI LANguard ships with a powerful reporting companion that is ideal
to generate management and technical reports.

To access reporting:
1. Click on Network Audit 3 Analyze.
2. Select the Reporting node.
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(9] GFILANguard ==
File Tools Configure Help Discuss this version...

| Metwork Audit | Dashboard Configuration Utilities General

¥ Scan ¥ Analyze ¥ Remediate

l B » | GFILANguard ReportPack

| Scan Results ]

('i/l Results Filtering l S '] & technical reports for GFI LANguard
Results Comparison

L Reporting|

[
GFI ReportCenter-

[%] GF1 LANguard Repo
¥ GFI ReportCerter

4 mm | 3
@) Help:

About reporting...

i FavarteBeparts

5 et eparts
& custom npar
o —
& optens

3w

The GFI LAMguard ReportPack is a full-fledged reporting companion and a FREE add-on to GFI LAMguard
Click on the button below in order to download and install GFI LANguard ReportPack.

For mere information on GFl LANguard ReportPack click here

GFI LAMguard ReportPack is currently not installed on this computer!

Download and Install Report Pack

Screenshot 337 GFI LANguard ReportPack not installed

3. If the GFI LANguard ReportPack is not installed, you will be
prompted to auto-download and install the reporting package. Click on
the Download and Install ReportPack button to proceed.

T AN = e

Metwork Audit | Dashboard  Configuntion  Utilties  General
. scan ¥ Anshyze ¥, Remediate

Network Vulnerability Summary Report

Fasuts Fiteng -
Aesubs Companson 1
o Scan refarence domain:Primary domain
E ive R . Scan date & time : 14-Nov-2008 18:42

% Metwork Vulnesabiity Summary

& Vunerable Homs Based on Vuinembilty Level
8] Network Patching Stsus

@ Softwam Audt

 Operating System and Service Pack Distrbution 1P Address Host Name Severity

Hosts Severity Level Distribution Top 10 Vulnerable Hosts (by Severity)

3 = % Low High  Med.  Low
192188327 RICHARD &7 13 L]
[Fo- 19216834 AMDREMUSCAT-PC 20 2 3
192168326 SBORG o 0 T
192.168.0.15 TREEBEARD o (] 2
192168336 JASON 1 0 2
192168 330 TMUASOMN_XP 1 (] 1
Vil Vil w 1921683 141 MIROS 0 ] 1
Severity  Count
High ] E]
Mediurm 5
Low 25 n

Hosts Vulnerability Level Distribution

Vulnerability Level  Host
Cou

High 2
Medium o -

Screenshot 34 - GFI LANguard with installed ReportPack

4. From the left pane select the reports you run.
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NOTE: For more information on the reports in GFI LANguard, refer to
the GFI LANguard ReportPack manual available from:
http://www.gfi.com/lannetscan/ LANguard9rpmanual.pdf
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4. Step 3: Fixing vulnerabilities

4.1 Introduction

Following a scan, GFI LANguard enables you to automatically fix
some of the issues identified during your network audit. This is
achieved through the built-in tools that ship with the product. Available
remediation actions include:

1 Auto-patch management 1 This remediation feature
automatically downloads missing Microsoft updates and deploys
them network-wide.

1 Applications auto-uninstall 7 This remediation action enables
the auto-uninstall of applications that support silent uninstall. The
process involves a test phase (called validation) during which an
application is uninstalled automatically to identify if silent uninstall
is supported by target application. If it is, all the other instances on
the network will be automatically uninstalled during scheduled
scans.

4.1.1 Deployment options

The general deployment options allow you to configure the actions
and processes that must be triggered pre/post deployment of the
selected file. Supported actions include:

1 Send notification/deployment request to the currently logged on
user.

1 Automated reboot of target computer following deployment
operation.

To edit the general deployment options:

1. Under Common Tasks in the left pane click Deployment
optionsé
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Deployment Options (=3

General | Advanced

Before deployment:
Warn uzer [zend a message]
[] Wit for uger's approval

[] Stop services before deployment

Services

Copy software to deploy to target computer via;

@ Adminigtrative shares

(7 Custam share:

After deployment:
(@ Do not reboot/shut down the computer(s)
") Reboot the target computer(s)

oot

m
m
g
m
I
5
[

L

(7 Shut down the target computer(s)

Delete copied files fram remote computer(z) after deploymett

’ Computer filters...

[C|Remember settings

Screenshot 35 - General deployment options

2. Configure the Before deployment options.

3. Configure the Copy software to deploy to target computer via:
option by selecting between administrative or a custom shares.

4. Configure the After deployment options.
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Deployment Cptions (3w

General | Advanced

Humber of deplopment threads: 5 % (max 10)

WARNIMG: Deploying with more than 5 threads may render the UI unresponsive unti
the deployment operation is complete.

Deployment timeout (seconds): a00

003

Deploy patches under the following adminiztrative account
[domainhuzer or user@FEDMN farmat]

Mote: Only select this option if you want to run the installation packages on the
target computers under an account other than the Local System account. If you
need to select this option, make sure that the spedfied account has the Log on as
service privilege on the target computers.,

Deploy patches with their original names

Remember settings

Screenshot 36 - Advanced deployment options

5. Click Advanced tab to configure advanced deployment options
including:

9 the number of patch deployment threads that will be used
1 deployment timeout
1 authentication credentials for the deployment agent service.

4.2 Patch management

Apart from automatically downloading Microsoft patches and service
packs, GFI LANguard can also deploy these updates network-wide as
well as recall any patches that have already been deployed. Patches
are generally recalled due to newly discovered vulnerabilities or
problems caused by the installation of these updates such as conflict
issues with present software or hardware. Examples of updates
recalled by the manufacturer include patches MS03-045 and MS03-
047 for Exchange that was released by Microsoft on October 15,
2006.

Both patch deployment and patch rollback operations are managed by
an agent service, which handles all file transfers between GFlI
LANguard and the remote targets. This service is installed
automatically on the remote target computer during patch deployment
process.

Important notes
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1. To successfully deploy missing patches ensure that GFI LANguard
is running under an account that has administrative privileges.

2. Ensure that the NetBIOS service is enabled on the remote target
computer. For more information on how to enable NetBIOS, refer to
the Enabling NetBIOS on a network computer section in this manual.

3. A complete list of Microsoft products for which GFI LANguard can
download and deploy patches is available at
http://kbase.gfi.com/showarticle.asp?id=KBID001820.

4. GFI LANguard can be set to automatically download missing
patches and service packs discovered during a network security scan.
For more information, refer to the Configuring Microsoft updates
section in this manual.

4.3 Deploying missing updates

(%] GFI LANguard = [Eo =53
File Teols Configure Help Discuss this version...
Metwork Audit Dashboard Configuration Utilities General

B Scan B Analyze ¥ Remediate
PatchManSyemen My Deploy Microsoft Patches

¥ { Deploy Microsoft Paiches, IS
£Z Deploy Microsoft Service Packs - Specify updates to apply and select Start to start the deployment of updates
% Uninstall Microsoft Patches
L Uninstall Microsoft Service Packs Sort by computers | Sortby patches  Deployment status
reation G Specify the target computers where to deploy patches
% Deploy Custom Software -
¢4 Uninstall Applications
= Computer name Language Motes
Other Options- & esm_pevo English
“ay Remote Desktop Connections
Credentials:
Autherticate using:
lCurrenﬂy logged on user V]
] m 8
@ Specify which patches to deploy to which computers
Remember credentials Update flle name State Bulletin Applic
Use computer profiles E@, ‘windowsE. 0-KB951 072 2-w86.cab Downloaded Mot bwailable (951072)  ‘windo
(Edit.) E@, Windows6. 0-KBI53733-486.cab Downloaded h508-047 [953733) Windo
E}g ‘windowsE. 0-KB951698-206.cab Dawnloaded 1508-033 [951698) ‘winda
Common Tasks: EL \windowsB, 0-KBI51 376-486.cab Dowrloaded 14508-030 (951 376) Winda
Deploymert options.. E@, WindowsE. 0-KB948857-486.cab Downloaded h508-023 [948881) Windo
Gio to: Patch auto-download options... [7] By MDP1.15p1-KB 920729486 exe Mot downloaded M507-040 [929729) ‘windo
Edit prowy settings. ..
] i [
©) Help:
Deploying Microsoft updates .. @ Launch deployment
] N -
Deploying Microsoft updates automatic: @ Deploy mmediately Resel
1 Deploy on 54 B/2003 at 4530 A

Screenshot 37 - Deploying missing service packs and patches

To deploy missing patches and service packs on specific computers:

1. Launch a scan or load saved scan results from Network Audit 3
Scan.

2. Once the scan results are loaded, click on the Network Audit 3
Remediate tab.

3. Click on Go to: Deploy Microsoft Patches or Go to: Deploy
Microsoft Service Packs accordingly.
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6 Specify the target computers where to deploy patches

4

Camputer name Language
€% esv_oEmo English

1]

Motes

Screenshot 38 - Deploying missing patches on selected computers

4. From list of target computers (labeled as 6106) , sel ect
computers on which patches/service packs will be deployed. Right
click on list to access Select/Unselect all options.
@ Specify which patches to deploy to which computers
Update file narme State Bulletin Applicatior
E_\v'. windowsh. 0-KB951 07 2-v2-286.cab Downloaded MHat Available [351072) whindows
EL windawsE. 0-KB953733-486. cab Downloaded MS08-047 [933733) Wfindows
E_\v'. windowsB.0-FB951698-486.cab Downloaded rS08-033 [351638) whindows
EL windawsE. 0-KB 951376486 cab Downloaded MS08-030 (951 37E) Wfindows
EL windawsE. 0-KB 945851 -#86.cab Downloaded MS08-023 [343331) Wfindows
Ef HDPT.12p1-KBI29729-% 56 exe MHat downloaded FS07-040 [325729) whindows
4 mnr 3
Screenshot 397 Select the updates to deploy
5. From the list of missing patches/service packs (labeled as 626) ,

select the updates to be downloaded and deployed. Right click on the

list to access Select/Unselect all

6 Launch deployment

@ Deplay immediately

1 Deploy on 54 BA2009 at

Screenshot 40 i Deploy patches

(o2}

options.

84530 Ab =

Rezet I [

Start

. Select the preferred launch deployment option.

1 To schedule patch/service pack deployment to a later date/time
choose the Deploy on option and specify date/time.

=

and click Start.

\‘

. Follow on screen instructions (if applicable)

To start the deployment immediately, select Deploy immediately
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4.3.1 Identifying the download queue status

Update file name State Bulletin Applicatior
l:;‘_.,; windowsE, 0-FB 35107 2-v2-#86.cab Downloaded Mot Avvailable [351072) windoes
c’a‘_-—; windaowesh, 0-K.B 9537 33-x86.cab Dawrloaded MS0E-047 [953733) i o
c’a‘_-—; windaowesh, 0-K.B 951 593-x86. cab Dawrloaded MS0E-033 [951638) i o
E_»;. windoask, 0-K.B 951376286, cab Dawnloaded MS03-030 [95137E) witidanes
l%,- Wwindowsh. 0-F.B 348881 486 cab Downloaded MS08-023 [348881) Wwindowes
E_} MHDP1.12p1-KB325723-%8E exe Mot downloaded MSO7-040[323729) Wwindowes
] i 3

Screenshot 41 - Identifying the download queue status

The icons next to each update file as wel
the current download status. These icons indicate the following states:
1 B> Downloaded

1 (3] Currently being downloaded

1 By Not downloaded.

4.3.2 Monitor the patch deployment process

'@ GFI LANguard [ ==

File Tools Configure Help Discuss this version...
Metwork Audit Dashboard Configuration Utilities General

¥ Scan ¥ Analyze ¥ Remediate

R M  Deploy Microsoft Patches
£a IS

£ Deploy Microsoft Service Packs
f" Uninstall Microsoft Patches

Ex -

- Specify updates to apply and select Start to start the deployment of updates

n ottt Lot Bz B Sortby computers  Sortby patches  Deployment status
X = ESM_DEMO

Application Management : P Preparing to copy 5 files...
% Deploy Custom Software P Copying process started
45 Uninstall Applications B Copying 4eDBVBGIEBEQZnnsjujwmu4Vd +4=_Windows6.0-KBI51072-v2-x86.cab (750.8 KB)

. P Copying 4KViofZn3yWB0GZQmhY Q-+ _kVwg=_Windowss.0-KB953733-x86.cab (287.6 KB)
_O“‘e’ Options: P Copying N49dL3hnxRzcVdoIXaqiCm+0xwe=_Windowss.0-KB351698-x86.cab (668. 1 KB)
‘& Remote Desktop Connections P Caopying jlsYARR 32n7dfBO0IDkQQQfg0nE=_Windows6.0-KB951376-x86.cab (243.5 KB)

P Copying RE +jurfASdgl&2EP _i7g250uvBk=_Windowss.0-KB94588 1-x86.cab (44. 2 KB)

Credentials:
+| Copying process completed

Authenticate using: | Batch file copy OK
Currertly logged on user F b NT machine. Starting the GFI LAMguard Patch agent service on the remote machine...
! The PatchAgent service is stopped. Deleting the service. ..
P service is rot installed. Installing the service. .
b Copying the files needed...
v| Service installed
i V| Service started
LS Cele P Deploying pkgmar fip fnorestart /quiet /s:temp /m:4eDBVEG 1EBeQZnnsjujwmwavd +4=_Windowss, 0-KBS
V| Use computer profiles

Common Tasks:

Deployment options
Go to: Patch auto-download option:

Edit proxy settings
@) Help: Reset Start

Deploying Microsoft updates ..

Nanlmina Mirmanft undates autom:

Screenshot 42 - Monitoring the deployment process

To view the patch deployment activity in progress, click the
Deployment Status tab located at the top of the right pane.
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4.3.3 Stopping active downloads

78] GFI LANguard [E=3EeR (X2

File Tools Configure Help Discuss this version...

| Metwork Audit | Dashboard Configuration Utilities General

¥ Scan ¥ Analyze % Remediate

Patch Management: My Deploy Microsoft Patches
£2 Deploy Microsoft Patches A

£Z Deploy Microsoft Service Packs @ Specify updates to apply and select Start to start the deployment of updates

£Z, Uninstall Microsoft Patches
£ Uninstall Microsoft Service Packs Sort by computers | Sortby patches  Deployment status

Application Management :

6 Specify the target computers where to deploy patches
&% Deploy Custom Software

& Uninstall Applications Computer name Language Motes
Other Options: @ esv_pevo English
‘% Remote Desktop Connections
Credentials: Download file
Authenticate using: Cancel download
[Currentlylcggedonuser '] Dewnload all checked files )
il Cancel all downloads :

@ Specify which patcl Check all

Uncheck all
Remember credentials Update flle name Refrech states ulletin Applic
Use computer profiles % ‘windowsE. 0-KB951 ot Available (951072)  'windo!
(Edit. ) l’-'g WindowsE. 0-KB95: More details v A508-047 (953733 ‘Winda
B, windowsE. 0-KB351 508033 (951638 windo
Common Tasks: EL windows5. 0-KB351 Open web location... 509-030 (951376 Windo
Deployment options... B \windowsB. 0-K. 034 Properties 5 3 (948881) ‘windo
Go to: Patch auto-download options... g
Edit prowy settings. ..
4 n | 3
©) Help:
Deploving Microsoft updates Launch deployment
Deploying Microsoft updates automatic: @ Ll

() Deploy on 5 5/2009 at 8:45:30 Ak

Screenshot 43 - Stopping active downloads

To stop an active patch-download, right-click on the respective
patches and select Cancel Download.
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4.3.4 (Optional) Configure alternative patch-file deployment
parameters

Patch properties (5]

General

Patch file name: MDP1., 1sp1-KE929729-X80.exe

Bulletin: MS07-040 (929729)

Affected product: Windows

Source LRL:
http: ffwww. download .. windowsupdate . com/msdownload fupdate fsoftware f= l_l

Download directory:
C:\Program Files\GFI\LAMNguard 9.0\R.epository \English

)

Deploy patch with the following command line parameters:
-q

Ok ] | Cancel Apply

Screenshot 44 - Patch file properties dialog

You can optionally configure alternative patch deployment parameters
on a patch-by-patch basis. Parameters that can be configured include:

1 Download URL

9 Destination path of the downloaded patch file.

To change the deployment and download settings of a missing patch:
1. Right click on the respective patch file and select Properties.

2. Make the required changes and click OK to finalize your
configuration.

4.3.5 Uninstall patches already deployed on targets
To roll back deployed patches and service packs:

1. Go to Network Audit 3 S c and launch a scan on the
computer(s) from which you need to roll back patches.

2. From the scan results, right click on listed computers and select
Remediat e 3 Uninstal/l Mi crosoft patches

3. Select the target computer.

50 { Step 3: Fixing vulnerabilities GFI LANguard 9 user manual



(9] Gl LANguard = [ErEs
File Tools Configure Help Discuss this version...
Metwork Audit Dashboard Configuration Utilities General

¥ Scan B Analyze ¥4 Remediate

e Py Uninstall Microsoft Patches
£Z Deploy Microsoft Patches K ;

£Z Deploy Microsoft Service Packs
Py Uit Microson Faches]
;’L Uninstall Microsoft Service Packs Sort by computers | Sortby patches  Uninstall status

9 * Specify updates to uninstall and select Start to start the uninstall of updates

- 0 Specify the target computers where to uninstall patches from
£% Deploy Custom Software -

i, Uninstall Applications

Computer name Language Motes
Other Options: @ esv_pemo English
‘& Remote Desktop Connections
Credentials:
Authenticate using:
lCurrently logged on user ']
< n ¥

@ Specify which patches to uninstall frem which computers

Remember credentials Bulletin Application Title i

Use computer profiles @ b4509-014 [963027) “wWindawsz Curnulative Security Update for Intermet Explorer §| =
(Edit. ) e M5 09-013 (960803) Windows: Security Update for YWWindows Yista [KBSE0803]
(&) 6 +4503-012 [352004) “Windows Security Update for Windows Yista (KBS52004)]
Common Tasks: [C]€AMS09-012 (356572)  Windows Security Update for Windows Vista (KB956572)
Deploymert ontions.. B G +4503-006 [958690) “Windows Security Update For Windows ista (KB958630)
(=] @ +4509-007 [960225) “wWindawsz Security Update for Wwindows Wista (KBIE0225)

= e Mot Available (9B0715] Windows Update Rollup for Active Killbits far Windows Vi

%) Help: T e e e Y P T O N VI 7y Y e

4 T 3

Uninstalling Microsoft updates. ..
@ Launch deployment

@ Uninstall immediately Fesat | Start |

= Uninstall on 5/ 52009 at 9:20:25 Ak

Screenshot 457 Uninstalling a patch

4. Select the patches or service packs to be uninstalled from selected
targets.
5. Click Start to initiate the uninstall process.

4.3.6 Monitoring the patch uninstall process

To view the patch rollback progress, click on the Uninstallation
Status tab.

4.4 Deploying custom software

In addition to Microsoft security updates (i.e. patches, etc.), GFlI
LANguard also allows you to remotely deploy third party or custom
software network-wide. Software that can be remotely deployed via
this engine includes:

9 Security applications such as complete anti-virus/anti-spyware
solutions, software firewalls and more

9 Third party software updates and patches such as anti-virus/anti-
spyware signature file updates

9 Custom code such as scripts and batch-files
91 Desktop applications such as MS Office 2007 and more.
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4.4.1 Enumerating the software to be deployed
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Screenshot 46 - Deploy custom software

To specify which software to deploy:
1. Click on Network Audittab3 Remedi at e
2. Click Deploy Custom Software.

@ Specify the software to be deployed

Software Location Farameters
i+3 C:\Program Files\GFI\LANguard 9.0...

i+ C:\Program Files\GFI\LANguard 9.0...
i+ C:\Program Files\GFI\LAMguard 9.0... -z-m -q

Screenshot 47i List of software to be deployed

3. From list of software to be deployed (labeled as 06 16Addé | i ck
and specify the path to the application to be deployed.

4. Specify any additional parameters needed by the application and
click OK.
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@ Specify the target computers where to deploy software

Computer Mame Motes
192,168.3.20 WARMIMNG : Filters will not work on this comp...

Screenshot 48 - Target computers for software deployment

5. From list of target computers (labeleda s 6 2 6Ad, d o $pecifyk
the target computers on which the software will be deployed.

@ Launch software deployment

@) Deploy immediately [ Feset I [ Deplay
) Deploy an B/ BAZ009 at 31548 Ak

Screenshot 49 - Launch deployment options

6. Select the preferred launch deployment option.

1 To schedule patch/service pack deployment to a later date/time
choose the Deploy on option and specify date/time.

i To start the deployment immediately, select Deploy immediately
and click Start.

7. Repeat the process described above for every file/software to
deploy.

8. Follow on screen instructions (if applicable) and switch to the
Deployment Status tab to view the progress of the installation.
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Screenshot 50 i Software deployment status

4.5 Uninstall applications

Through application uninstallation, you can control which applications
are installed, on which computers, and uninstall any unauthorized
applications present on network computers.

To uninstall applications:

1. Select Network Audit tab 3 Remediate tab and click Uninstall
Applications.
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Screenshot 51 - Uninstall applications

2. From the Uninstall Unauthorized Applications screen, select
either the Sort by computers tab (view list of computers and the
relative applications to uninstall) or the Sort by applications tab (list
of applications and relative computers to uninstall from).

3. Select the applications/computer combination to uninstall.

NOTE: The list of applications displayed relies on the unauthorized
applications set up for the scanning profile in use. For more
information on how to set up and validate applications to uninstall,
refer to the Applications inventory and Application auto-uninstall
validation sections in this manual.

4. Select Uninstall immediately to immediately uninstall any
applications selected or provide a date/time combination in the
Uninstall on field.

5. Click Start to uninstall applications based on your configuration.
Review the status of any uninstallation from the Uninstallation status
tab.

4.6 Remote remediation

Through remote remediation, you can control remote computers using
Terminal Services and Remote Desktop Protocol. Remote remediation
enables you to install missing patches, service packs and custom
software through a remote connection.

To create a new remote connection:

1. Select Network Audit 3 Remediate 3 Remot e Desktop
Connect i New €ongection.
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Screenshot 527 Creating a remote connection

2. Specify the credentials required to connect to the remote machine.

3. Click Connect to open a remote connection with the target
machine.

4.7 Automatic Remediation

Through scheduled scans, you can launch automatic remediation
actions. This enables you to automatically download and deploy
missing patches as well as to automatically uninstall unauthorized
applications during scheduled operations.

To uninstall software, a 3-stage process is required in order to identify
whether the selected application supports silent uninstall:

Stage 17 Select the application to be auto-uninstalled

Stage 2 1 Ensure that application supports silent uninstall by trying to
remotely uninstall the application. This is called the validation process.

Stage 31 Setup a scheduled scan, which will successfully uninstall all
instances of that application from targets during a scheduled scan.

NOTE: Auto-remediation option of scheduled scans and application
un-authorization only work for scanning profiles which perform Missing
patches detection and/or Installed application detection

Important notes
1. Always test patches in a test environment before deployment.

2. By default Microsoft updates are not enabled for automatic
deployment. Manually approve each patch (as it is tested) or set all
Microsoft updates as approved.
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4.7.1 Automatically deploy missing Microsoft updates

To automatically deploy missing patches follow the instructions below
before setting up a scan with auto-remediation options.

Step 1: Approve the patches to deploy automatically.

1. From the Configuration tab, navigate to Microsoft Updates 3
Patch Auto-Deployment.

2. Select the patches to approve for auto-deployment. Optionally, set
the automatic patch approval options by selecting the To
automatically approve patches and/or service packs, click here
option. For more information, refer to the Auto-deployment settings
section in this manual.

Step 2: Set up a scheduled scan.

Set up a scheduled scan that will have the option to automatically
deploy all approved missing Microsoft updates. Within the scheduled
scan, define what computers will be scanned for missing Microsoft
updates and the frequency.

Step 3: Review scheduled scan status

Select Dashboard 3 Scheduled Operations to review the status of
scheduled scans and auto-remediation operations

4.7.2 Automatically uninstall unauthorized applications

To automatically uninstall unauthorized applications follow the
instructions below before setting up a scan with auto-remediation
options.

Step 1: Define unauthorized applications list.

1. From the Configuration tab, select Applications inventory sub-
node.

2. In the right pane, click the application to unauthorized under the
heading unauthorized on column.

3. Select a scanning profile to mark the application as unauthorized for
that profile. Click Next to continue.

4. Review the currently affected applications screen and click Finish
to finalize settings.

Refer to the Applications inventory section in this manual for further on
defining unauthorized applications.

Step 2: Validate the applications to remotely uninstall.

1. From the Configuration tab, select Applications inventory 3
Auto-Uninstall Validation sub-node.

2. In the right pane, select an application to validate click Val i dat e é
button.

3. In the Application auto-uninstall validation wizard click Next in
the Welcome screen and select the computer on which to test the
application auto-uninstall. Click Next to continue.

4. Provide the authentication details for the validation operation and
click Next to continue.
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5. Review the Auto-uninstall validation wizard information and click
Start to validate application auto-uninstall.

For more information on auto-uninstall validation refer to Application
auto-uninstall validation in this manual.

Step 3: Set up a scheduled scan.

Define a scheduled scan that will have the option to automatically
uninstall all unauthorized applications, which are validated. Within the
scheduled scan, define what computers are scanned, the frequency
and which the unauthorized applications are.

Step 4: Review scheduled scan status

Select Dashboard 3 Scheduled Operations to review the status of
scheduled scans and auto-remediation operations.
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5. GFI LANguard dashboard

5.1 Introduction

GFI LANguard provides you with a dashboard, which graphically
indicates the status of various operations that might be currently

active, or are scheduled.

Access the GFI LANguard dashboard from the Dashboard tab.

5.2 Viewing the global security threat level
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Screenshot 53 - Status Monitor: Statistics tab

The Security Status tab provides you with extensive security
information based on data acquired during scans. This enables you to
determine at a glance the current network vulnerability level, the top
most vulnerable computers, the number of computers in the database.
It also provides you with a breakdown of the vulnerable computers
according to their vulnerability level.

NOTE: The data displayed in the Security Status tab is dynamically

worked out by GFI LANguard based on previous scans.
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5.3 Monitoring scheduled activity

Scheduled Activity is all the GFI LANguard operations that have been
set up to trigger at a later date and time. Through the Scheduled
Operations tab in the Dashboard tab, you can monitor these
operations and stop operations in progress or remove finished
operations details.
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Screenshot 54 - Dashboard: Scheduled Operations tab

To view scheduled operations in progress:
1. Select the Dashboard 3 Scheduled Operations tab.

2. Under Scheduled Activity in the left panel, select Security Scans,
Patch Downloads, Remediation Options or Updates History and
trigger any of the operations from the left panel as required. The
Scheduled activity options are described below:

Scheduled Security Scans

The scheduled security scans screen enables monitoring of all the
scheduled security scans, which are currently in progress, which have
been successfully, or unsuccessfully completed. A scheduled scan
can be stopped, by right clicking the security scan, and selecting Stop
selected scan(s) option.

For more information on how to set up a new scheduled scan, refer to
Setting up a scheduled scan section in this manual.

Microsoft Updates Downloads

The Microsoft Updates Downloads screen enables you to monitor,
pause, cancel or change priority all the scheduled patch downloads.
For more information on how to configure scheduled patch downloads
refer to Auto-download settings section in this manual.
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Remediation Operations

The remediation operations screen enables you to monitor as well as
cancel all the scheduled remediation features within GFI LANguard.
For more information on how to set up scheduled remediation
operations, refer to Automatic Remediation section in this manual.

Product Updates Activity

The Product updates activity screen enables you to monitor or edit
GFI LANguard scheduled or manual updates. For more information on
how to set up scheduled or manual updates, refer to Program updates
section in this manual.
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6. Configuring GFI LANguard

6.1 Introduction

GFI LANguard allows you to run vulnerability scans straight out of the
box i using the default settings configured prior to shipping. However,
if required you can also customize these settings to suit any particular
vulnerability management requirements that your organization might
need. You can customize and configure various aspects of GFI
LANguard including scan schedules, vulnerability checks, scan filters
and scan profiles.

6.2 Scheduled Scans

Scheduled scans enable you to automate the process of performing
regular scans, auditing and remediation procedures.

6.2.1 Reviewing, editing or deleting scan schedules

Scan schedules can be reviewed, edited, or deleted from the
Configuration3 Schedul embdeScans

B w E=kH @R 0

Screenshot 55 - Scheduled scan toolbar

All the scans are listed in the review page together with the relevant
information. Use the scheduled scan toolbar to:

¢ Add new scan button i Use this button to display the New
h scheduled scan wizard and create a new scheduled scan.
Reporting options button i Use this button to display the
Scheduled Scans Reporting Options dialog for the selected
kd scheduled scan. For more information on how to set up
reporting options, refer to the How to setup a Scheduled Scan

section in this manual.
_;L Delete button i Use this button to delete the selected
scheduled scan.
¥ Properties button i Use this button to review and edit the
properties of the selected scan.
Enable/Disable button i Use these buttons to toggle the status
of the selected scan between enabled and disabled. This
enables you to activate/suspend a scanning schedule without
deleting the scheduled scan.
Scan now button i Use this button to trigger the selected
© scheduled scan. This button overrides the scheduled scan
date/time settings and executes an immediate scan.
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6.2.2 Scheduled scan properties

The scheduled scan properties page enables you to configure all the
parameters of the scheduled scans.

To use the scheduled scan properties tab:

1. Go to Configurationtab3 Schedul ed
2.

Scans

Select the scheduled scan and click the Scheduled Scan
Properties button™®".
192,168,366 Properties ==
GEI'IEFEI|| Logon Credentials Ad'u'anr_edl Auto Remediation
‘_ Configure the scheduled scan
vy
P
Scan target: 192.168.3.66
Scanning profile: |Fu|| Vulnerahility Assessment -
Description:
Perform a scan:
One time only
@ Every: 1 lDays—vI
Mext scan: 5/ 6/2009 [E= 10:55:57AM |2
[ ok ][ caneel ][ apply

Screenshot 56 - Scheduled Scan properties - General tab

3. Edit the properties as required and click OK to finalize your
configuration:

T

General tab 7 Use this tab to make changes to scan target setting,
type of scanning profile to use description and scan frequency.

Logon Credentials tab 1 Use this tab to specify logon credentials
to be used when scanning the specified target.

Advanced tab 1 Use this tab to specify whether GFI LANguard
should wait for offline computers to connect to the network. This
enables GFI LANguard to postpone the scan on these machines
and keep track of targets pending a scan e.g. laptops or other
mobile devices, which are not connected to the network. As soon
as these devices are connected back to the network, scanning will
take place.

Auto Remediation tab - Use this tab to configure the remediation
options applicable to the scan being configured. This includes
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downloading and installing missing patches and service packs and
unauthorized software un-installation.

6.3 Computer profiles

When working in both large and smaller-sized networks, you will
inevitably have to log in with different sets of credentials on different
computers. Systems such as Linux-based systems often make use of
special authentication methods such as public key authentication.
Such authentication methods generally require special/custom logon
credentials such as private key files instead of the conventional
password strings.

Through computer profiles, you can specify a different set of logon
credentials for every target computer. The scanning engine can then
refer to the logon credentials stored in these computer profiles when
authenticating to target computers. This way you will not need to
specify a default set of logon credentials prior to starting a network
scan. It also makes it possible to scan target computers that require
different logon credentials and authentication methods in the same
(single) session. For example, you can run vulnerability checks on
Windows targets which require username/password credential strings
and Linux based targets which require username/SSH private key
files, in a single scanning session.

6.3.1 About SSH private key authentication

GFI LANguard connects to Linux-based target computers through
SSH connections. In public key cryptography, two keys (in the form of
text files) are used to verify the authenticity of an SSH connection
request. These keys are identified as the SSH private key and SSH
public key.

The SSH key pair (i.e. public and private keys) are manually
generated using a third party tool such as SSH-KeyGen (generally
included by default in the Linux SSH package).

The SSH private key is the half of the key pair that the scanning
engine will use to authenticate to a remote Linux based target. This
means that the SSH private key is used instead of the conventional
password string and hence must be stored on the computer which is
running GFI LANguard

The SSH public key is the part which the remote target computer will
use to challenge the authentication of GFI LANguard and is stored on
the remote target computer(s).

All new computer profiles are disabled by default. For information on
how to enable newly created computer profiles, refer to the
Enabling/Disabling Profiles section in this manual.

6.3.2 Creating a new computer profile

1. Select Configuration 3 Computer Profiles

2. Under Common Tasks, cickonNew computer (s) profileé
3. In the General tab, specify the target computer name.
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Computer(s) profile... (5]

|GEnEraI Logon Credentials |
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g

Logon to target computer () using:
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MOTE: To scan Windows computers use the scan security context (currently
logged on userfservice user) or alternative logon credentials.

To scan non-Windows computers such as Linux machines you need to specify
alternative credentials or a 55H private key file.

[ Ok ][ Cancel ]

Screenshot 57 - Computer profile properties dialog

4. Click on the Logon Credentials tab and specify credentials
accordingly.

5. Click OK to finalize configuration.
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6.3.3 Configuring computer profile parameters
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Screenshot 58 - List of existing computer profiles

To configure/change the parameters of an existing computer profile:
1. Click Configuration 3 Computer Profiles.
2. Right-click the computer profile to configure and select Properties.

3. Configure the required parameters and click OK to finalize your
configuration.

6.3.4 Enabling/Disabling Profiles

By default all, the newly created computer profiles are disabled. GFI
LANguard will therefore not use these profiles during vulnerability
scans unless you enable them.

To enable (or disable) profiles:

1. Click Configuration 3 Computer Profiles and select one or more
profiles to be enabled/disable.

2. Right-click on these profiles and select enable “6 / disable “&
accordingly.

6.4 Applications inventory

GFI LANguard applications inventory provides a list of all applications
detected during past scans. This list is used to specify which
applications are unauthorized. You can also manually add applications
to the list. You can do this by specifying the entire name as well as a
partial name specify generic nhames or part of an application name.
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Automatically, GFI LANguard scans the list of applications and detects
partial names.

To indicate an application as unauthorized:
1. Click on Configuration 3 Applications inventory sub-node.

2. From the list of applications detected, locate the application to set to
unauthorized by clicking in the Unauthorized on column entry.

Configure application wizard

Step 1 of 2: Mark application as unauthorized g
Select the profiles under which the application will be unauthorized ]

Configure application: Microsoft SQL Server Setup Support Files (English) (Version:
9.00. 139906, Publisher: Microsoft Corporation)

Unauthorized applications are dassified in scan results as 'High Security Vulnerability'

To mark this application az unauthorized select the scanning profile(s) which will dassify
this software as 'High Security Vulnerability'

Scanning profiles:

Full Scan
Full Scan (Slow Metwarks)
Software Audit

System Information

&) Tel me more ...

< Back Mext = ] [ Cancel

Screenshot 59 - Unauthorized application i scanning profile

3. Select the scanning profile for which this application will be set as
unauthorized and click Next.

4. GFI LANguard can associate partial names with entries already in
the list. As a result, the system will prompt you to confirm whether to
apply the same changes also to applications partially have the same
name.

5. Click Finish to finalize settings.

Adding a new unauthorized application

To manually add a new application without selecting an application
from the applications inventory:

1. Click on Configuration tab 3 Applications inventory sub-node.

2. Under Common Tasks, click on Add a new applicationé

3. The Add unauthorized application wizard is launched. In the
welcome, screen click Next to proceed.
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Add unauthorized application wizard

Step 1 of 4: Specify application details N ok

Specfy a generic application name and optional details such as publisher and ™ 6
Version

Specify a complete or partial application name by which this application can be identified:

Application name My Application

Mote: Partial application names are accepted.

Optionally you can provide the following details:

Version Mumber 1.0

Publisher My application Software Inc.|

i) Tel me more ... | < Back || Mext = | | Cancel

Screenshot 60 i Applications inventory wizard

4. Specify application name. Optionally you can also specify version
number and publisher. Click Next to continue.

5. Select the scanning profiles on which you would like the
unauthorized application (e.g. Full Scan) and click Next to continue.

6. Specify whether changes made will effect applications, which have
partial/full name match. Click Next to continue.

7. Review Add application wizard information and click Finish to
finalize configuration.

6.5 Application auto-uninstall

Application auto-uninstall entails that applications marked as
unauthorized for specific scanning profiles are first validated for a
successful uninstall on a test machine. Subsequently a scheduled
scan base on the scanning profile for which the application is marked
as unauthorized is configured to auto-uninstall applications.

For more information on how to set a scheduled scan, refer to the
Setting up a scheduled scan section in this manual.
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6.5.1 Application auto-uninstall validation
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uninstalled by GFI LANguard

¥y Scheduled Scans
™ Computer Profiles
7 Applications Inventary

Y 0 Uninstall Vaisdation]
@ Microsoft Updates
£3, Patch Auto-Deployment Validation status Application name Version Put;
&% Patch Auto-Download
4 Alerting Options
% Database Maintenance Options
& Program Updates

G Select unauthorized applications for validation and dlick "Validate... button

m

Common Tasks:
Manage applicable scheduled scans ... « = 8
Goto lications inventory. .
Go to: Scheduled scans... Validation fails on some of your applications? Let us know... Validate...
Actions:
@ Click" ge application uninstall schedule...’ button to set scheduled scans which will
Validate selected application ... automatically uninstall validated applications

Manage application uninstall schedule...

@) Help: @ More information

To mark applications detected during past scans as unauthorized click on Applications lnven .
Removing unauthonized software automat -

Screenshot 61 7 Application auto-uninstall validation

Application auto-uninstall validation enables you to validate the
uninstallation procedure for the applications which are to be
automatically uninstalled by GFI LANguard. This is a requirement prior
to the actual uninstallation process and no applications are un-
installed during scans unless verified.

NOTE: For more information on how to mark applications as
unauthorized and therefore enable their uninstallation, refer to the
Applications inventory section in this manual.

1. Click on Configuration 3 Applications Inventory 3 Auto-
Uninstall Validation

2. In the right pane select an application to validate click Val i dat e é
button

3. In the Application auto-uninstall validation wizard click Next in
the Welcome screen and select the computer on which to test the
application auto-uninstall. Click Next to continue.

4. Provide the authentication details for the validation operation and
click Next to continue.

5. Review the Auto-uninstall validation wizard information and click
Start to validate application auto-uninstall.

6.5.2 Managing scheduled scans

The Manage applicable scheduled scans button enables you to
review or edit scheduled scans, which will perform the validated
applications auto install. To manage a scheduled scan:

1. From the Auto-Uninstall validation pane, click Manage applicable
scheduled s ¢ a n $uiton.
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Manage applicable schedule scans ===

Manaage applicable schedule scans

This is a list of all scheduled scans that may uninstall at least an application validated for aute-uninstall or .,4\.\'
create a new scheduled scan. -

Applicable scheduled scans:

Scan target Profile Will uninstall Scan description

<« There are no aoplicable scheduled scans! »»
Click on Craafe 3 new scheduled scan... "fo configure an aoplicable scheduled scan

Edit selected scan... Create a new scheduled scan... | | Wiew all scheduled scans... |
How can a scheduled scan appear in this list?

Screenshot 62 - Manage applicable schedule scans

2. From the Manage applicable schedule scans dialog, perform the
following tasks:

a. Edit existing scheduled scans by selecting an existing scan and
clicking Ed i t sel ect¥Eid wilb ke ryéu to the scan
properties of the scheduled scan. For more information on how to
edit an existing scheduled scan, refer to Scheduled Scans section
in this manual.

b. Create a new scheduled scan by clicking on Create a new
schedul ed bustanaThié will display the new scheduled
scan wizard where you can create a new scheduled scan, which
will automatically uninstall applications. For more information on
how to set up a new scheduled scan, refer to Setting up a
scheduled scan section in this manual.

c. Review all scheduled scans by clicking View all scheduled
scans button. This will display the Scheduled scan screen where
you will be able to add new, edit or delete scheduled scans. For
more information on how to edit an existing scheduled scan, refer
to Scheduled Scans section in this manual.

6.6 Configuring Microsoft updates

6.6.1 Auto-deployment settings

GFI LANguard ships with a patch auto-deployment feature, which
allows you to automatically deploy missing Microsoft patches and
service packs in all 38 languages supported by Microsoft products.

To configure patch auto-deployment:

1.ClickontheConf i guration 3 Microsof4 wupdates
Deployment

2. In the right pane, select the patches that you would like to auto-
deploy.
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NOTE: If patches and service packs are automatically approved for
auto-deployment a message, advising you of such status is displayed.
To manually approve patches/service packs click the link that enables
you to change the status manually approve patches/service packs.

'] GFILANguard

File Tools Configure Help
Metwork Audit Dashboard
Configurations:

Computer Profiles
Applications Inventory
(5 Auto-Uninstall Validation
Microsoft Updates
T Puich Ao Doploment
-4 Patch Auto-Download
4 Alerting Options
% Database Maintenance Options
il Program Updates

Common Tasks:

Advanced options..

Actions:
Approve selected patches
Show Bulletin 1D ..

@) Help:

Remove approval for selected patches

Configuration

"

m

Deploving Microseft updates automaticalh ™

[

Utilities General

Py Patch Auto-Deployment
-

for automatic patch deployment

G Approve Microsoft patches and service packs for auto-deployment

Only approve patches that were previously tested and do not cause any issues.

Patch language fiter: | English w2

The Patches Auto-Deployment option enables you to select which patches are approved

===

Discuss this version...

To automatically approve patches andlor service packs click here
Approval Bulletin 1D Severity QNumber Date posted  Title =
.} @ ms030n1 Critical 961373 20050414 Secur
L] W Ms030M Critical 961373 2005-04-14 Secur
.} @ mso3on Critical 961373 2009-04-14 Secur
.} @ msos0n Critical 961373 20050414 Secur
L] W MsS03013 Critical 560803 2005-04-14 Secur
.} @ ms03013 Critical 960803 2009-04-14 Secur
.} @ ms0303 Critical 960803 20050414 Secur
¥ W MsS03013 Critical 560803 2005-04-14 Secur ~
] I b
Find patch: Find Show Bulletin 1D..

@ Define new or review existing scheduled scans that will perfform approved patche. ..
Configure scheduled scans that tigger auto-deployment of patches and senvice packs

{ Manage

scheduled scans...

Screenshot 631 Patch auto-deployment

NOTE: For more information on how to enable patch auto deployment
during scheduled scans refer to the Creating a scheduled scan section

in this manual.

6.6.2 Advanced Options

From the Common Tasks 3 Adv anc ed canfigure thenpatch
approval for auto-remediation advanced options.
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Advanced Options @

General

Corfigure patch approval for auto remediation advanced options

Send mail when new patches or service packs are available

Enable patches and service packs auto approval:

Automatically approve all patches
Automatically approve all service packs
(ﬁl By enabling patches and service packs auto approval, all missing

patches and service packs will automatically be deployed to
target computers after scheduled scans.

Screenshot 64 - Patch Auto-Deployment Advanced Options

1.ClickAdvanced O potviewoadvaneed options dialog.

2. Select the notification and approval options by clicking the
appropriate checkboxes and click OK to save changes.

6.6.3 Manage applicable scheduled scans

The Manage applicabl e soptibneeableseydu ts ¢ a n é
configure scheduled scans that trigger auto-deployment of patches

and service packs. For more information on how to use the Manage
applicable scheduled scan feature refer to Managing scheduled

scans section in this manual.

6.6.4 Auto-download settings

GFI LANguard ships with a patch auto-download feature, which
enables you to automatically download missing Microsoft patches and
service packs in all 38 languages supported by Microsoft products. In
addition, you can also schedule patch auto-download by specifying
the timeframe within which the download of patches is performed.

To configure patch auto-download:

1. Click on Confi guration 3 Microsoft- updates
Downl o &tick & link in the right pane.
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Patch Auto-download Properties (5]

General |Patch Repository | Timeframe |

' !; Configure patches auto-download options.

Enable patch auto-download

Select patches to download:
@ All patches
MOTE: Download all patches for deployment

") Only needed patches
MOTE: Download only required patches as determined by previous scans

s

Mumber of download threads: |5

[ k. ]I Cancel II Apply I

Screenshot 65- Configuring Patch Auto-download Properties

2. In the General tab, select All patches or Only needed patches.

NOTE: Selecting All patches downloads all patches issued by
Microsoft, regardless of whether these are required for deployment.
The Only needed patches option downloads only the patches
required for deployment.

3. To change the location where the downloaded patches are stored
click the Patch Repository tab and specify the required details.

4. To change the timeframe during which patch downloads are
performed click on the Timeframe tab and specify the required
details.

NOTE: GFI LANguard can use patch files downloaded by Microsoft
WSUS when deploying missing patches and service packs on target
computers. To enable use of Microsoft WSUS downloaded files select
the Use files downloaded by Microsoft WSUS when available
option and specify the path from where the Microsoft WSUS
downloaded patches are retrieved.

5. Click OK to finalize your settings.
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6.7 Configuring alerting options
To configure mail server settings or administrator email address:
1.ClickConf i gur ati ons 3 Alerting options
2. Click the link in the right pane

Alerting Options Properties 2 |

General

Specify SMTP server and email address details for email notifications
A after each scheduled scan.

To: johndoe @vexch2k31.local

cc: manager @vexch2k31.local

Frarm: languard @mailserver. vexch2k31. local
SErver: localhost

Port: 25

|:| SMTP Server requires login

[ Verify Settings ]

[ k. ][ Cancel ][ Apply ]

Screenshot 66 - Configuring Alerting Options

3. Configure the parameters: To, CC, From, Server, Port, Username
and Password as required.

4. Click on the Verify Settings button to verify email settings.
5. Click OK to finalize your settings.

6.8 Database maintenance options

GFI LANguard ships with a set of database maintenance options
through which you can maintain your scan results database backend
in good shape. For example, you can improve product performance
and prevent your scan results database backend from getting
excessively voluminous by automatically deleting scan results that are
older than a specific number of months.

If you are using a Microsoft Access database backend, you can also
schedule database compaction. Compaction allows you to repair any
corrupted data and to delete database records marked for deletion in
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your database backend; hence ensure the integrity of your scan
results database.

6.8.1 Selecting a database backend
GFI LANguard 9 supports both Microsoft Access and Microsoft SQL
Server (2000 or higher) based database backend.

6.8.2 Storing scan results in a MS Access database backend
To store scan results in a Microsoft Access database:

1. Click on Conf i gur aDaialmase Mgintenance Options 3
Database backend settingsé

Properties [Eem]

Change Databasze | 5aved Scan Fesults | Scanned Computers | Advanced

Current GFI LAMguard database backend settings
! ’:i Databaze bpe: M5 Accesz
1} File: path: C:\Program FileshGFISLANguard 9.04D atabscannest

Mew GFI LANguard databasze backend settings
Indicate below the new type of database backend to use:

@ M5 Access M5 SCL Server
Pleaze specify the path where the new databaze backend iz to be located:

C:\Program Filesh\GFI\LaMNguard 9040 atabzcanmesultz. mdb Browse...

[ k. ] | Canicel Apply

Screenshot 67 - The database maintenance properties dialog

2. Select the MS Access option and specify the full path (including the
file name) of your Microsoft Access database backend.

NOTE 1: If the specified database file does not exist, it will be created.
NOTE 2: if the specified database file already exists and belongs to a
previous version of GFI LANguard, you will be asked whether you
want to over-write the existing information.

3. Click OK to finalize your settings.

6.8.3 Storing scan results in an MS SQL Server database
To store scan results in a Microsoft SQL Server database:
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1. Click on Conf i gur aDatoanba% e Maintenance Opti o
Dat abase backend settingsé

Properties [#3]

Change Databaze | 5aved Scan Fesultz| Scanned Computers | Advanced

Current GFl LAMguard database backend zettings
! fl Databasze ype: MS Access
“AY e path: C:\Program Files\GFISLAMNguard 9.040 atabscannes,

Mew GFI LAMguard databaze backend settings

Indizate below the new twpe of database backend to uze:

M5 Access @ k5 SEL Server

Please zpecify the name or [P of the machine containing the SOL Server /
MSDE databaze to uze:

Server: win2kSEntSery -

dze NT autharity credentialz

I1ze the below SOLMMSDE credential: ta log into the databaze backend:

Uszer name: johnDioe

HEREHRHKHK

Pazsword:

0k || Caricel || Apply

Screenshot 68 - Microsoft SQL Server database backend options

2. Select the MS SQL Server option and choose the SQL Server that
will be hosting the database from the provided list of servers
discovered on your network.

3. Specify the SQL Server credentials or select the Use NT authority
credentials option to authenticate to the SQL server using windows
account details.

4. Click on OK to finalize your settings.

NOTE 1: If the specified server and credentials are correct, GFlI
LANguard will automatically log on to your SQL Server and create the
necessary database tables. If the database tables already exist, it will
re-use them.

NOTE 2: When using NT authority credentials, make sure that GFI
LANguard services are running under an account that has both
access and administrative privileges on the SQL Server databases.

6.8.4 Database maintenance: Managing saved scan results

Use the Saved Scan Results tab to maintain your database backend
and delete saved scan results that are no longer required. Deletion of
non-required saved scan results can be achieved manually as well as
automatically through scheduled database maintenance.
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During scheduled database maintenance, GFI LANguard
automatically deletes saved scan results that are older than a specific
number of days/weeks or months. You can also configure automated
database maintenance to retain only a specific number of recent scan
results for every scan target and scan profile.

Properties (]

Change Databaze| Saved Scan Results| Scanned Computers | Advanced

S aved zoan results in databaze backend

T arget Prafile T Date Corm... ir
a loc:alhost High Securit..  5/15/200310:35:42  “es
{] loc:alhost High Securit..  5/74/200303:43:05  “es A
f:] loc:alhost My Prafile 532009124545 Yes 3
{] loc:alhost My Prafile 5A12/2009 124541 Yes
f:] 80.143.321/24 Full Scan 10/30/2008 140754 Yes
f:] 80.143.321/24 Full Scan 10/28/2008 140754 Yes
a 80.143.32.1/24 Full Scan 102742008 14:07:54  Yes
£ an143.32.1/24 Ping therm &1 10/26/2003 14:07:54  “Yes -

| Delete zoan(z] | |  ark zzan(z] az read anly

Scan results retention palicy
Retain:

scang generated during the last

a0 days
@ zcan: per zcan target per profile in number of
10

MOTE: Scan results marked as read only will not be removed by the database
rezultz cleanup aperations.

[ k. ] | Cancel Apply

Screenshot 69 - Database maintenance properties: Managed saved scan results tab

To manage saved scan results:
1. Click on the Configuration3 Mana@eed scan resultsé

2. To manually delete saved scan results, select the particular
result(s) and click on Delete Scan(s) button.

3. To let GFI LANguard manage database maintenance for you, select
Scans generated during the last to automatically delete scan results
which are older than a specific number of days/weeks or months or
Scans per scan target per profile in number of to retain only a
specific number of recent scan results.

6.8.5 Database maintenance: List of scanned computers

GFI LANguard incorporates a mechanism where a global list of
scanned computers is maintained for licensing purposes. This enables
GFI LANguard to enforce its licensing details, where a larger range of
scanned computers than what is specified in the licensing information
will not be scanned.
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GFI LANguard enables systems administrators to delete previously
scanned computers (nodes) so that node licenses taken by computers
that are no longer present on the network, or which should no longer
be scanned, can be reutilized.

Properties (]

Change Databasze | Saved Scan Resultz| Scanned Computers | &dvanced

t d  Your current GF LaMguard license enables you to 2can an unlimited
nurmber of different target IP addresses/computers.

MHumber of different computers/IP addreszes scanned to date: 3.

Computer Last scanned  Scanz
ESM_DEMO [192.163.131.65] 5/R,/2009 2
REORG (192.168.3.48) B/R/2009 1
WHPPRO [192.168.3.6E) B/R/2009 4

Delete zelected computer(s]

[ k. H Cancel I Apply

Screenshot 70 - Database maintenance properties: Scanned Computers tab

To delete computers previously scanned:
1.ClickonConf i gur Manage3l i st of scanned compu

2. Select the computers to delete by holding the control key and
clicking on the computers.

3. Click on Delete selected computer(s) button to delete scanned
computer data.

NOTE 1: Deleting computers from the database is a one-way
operation that will also delete all computer related data from the
database. Once deleted, this data is no longer recoverable.

NOTE 2: While this is a very efficient mechanism for freeing up
licenses previously occupied by unused nodes, note that this affects
the long-term security reporting capabilities of GFI LANguard Where
long term security reporting must be ascertained, or in environments
where security databases must be intact, it is highly advisable to not
delete any data whatsoever. In such scenarios, it is advisable that
more licenses are acquired to cater for network growth or expansion.
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6.8.6 Database maintenance: Advanced options

To improve the performance of your Microsoft Access based database
backend you must regularly repair and compact it; two functions that
GFI LANguard allows you to automate.

During compaction, the database files are reorganized and records
that have been marked for deletion are removed. In this way, you can
regain precious storage space. During this process, GFI LANguard
also repairs corrupted database backend files. Corruption may occur
for various reasons. In most cases, a Microsoft Access database is
corrupted when the database is unexpectedly closed before records
are saved (for example, due to a power failure, hung up processes,
forced reboots, etc.).

Properties @

Change D atabase | 5aved Scan Results| Scanned Computers| Advanced

“ Fleaze configure the databaze compaction optionz.

The below option iz only available when using Microsoft Access as a database
backend. *“When uzing SOL Server / MSDE as a databasze a backend pou need to
manually zet maintenance plan: according ta your comparny policies.

Compact How

Dratabasze compact and repair frequency

One time only

@ Ewveny: 1 | weeks -

Mest operation 522009 [ 115334 AM (2

] ] | Cancel Apply

Screenshot 71 - Database Maintenance properties: Advanced tab

To compact and repair a Microsoft Access based database backend:
1.ClickonConfigurlat @am®se mai ntenance pl ané

2. To manually launch a repair and compact process on a Microsoft
Access database backend, click on the Compact Now button.

3. To automate the repair and compact process on an Microsoft
Access database backend select One time only to schedule a
onetime Microsoft Access database repair and compact or Every to
execute a repair and compact process on a regular schedule. Specify
the date, time and frequency in days/weeks or months at which the
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compact and repair operations will be executed on your database
backend.

6.9 Importing and Exporting Settings

GFI LANguard allows configurations, import and export, through
Import and Export Con fin gther &Ftlei anersi.é
Configurations that can be Imported/Exported include:

1 Scanning Profiles

Vulnerability Assessment

Ports (TCP/UDP)

Results Filtering Reports

Auto-Remediate Settings (Auto-Uninstall and Patch settings)

=A =4 =4 -4 =

Options (Database Backend, Alerting, Schedule scan and Internal
Settings)

6.9.1 Exporting Configurations
To export the configurations:

1. From the main menu, click File 3 Import and Export
Configurationsé

2. Select Export the desired configuration to a file and click Next.

3. Specify the path were to save the exported configuration, and click
Next.

4. Wait for the configuration tree to load and select the configurations
to export. Click Next to start export.

5. A notify dialog will confirm that exporting is completed.
6. Click OK to finish.

6.9.2 Importing Configurations
To import saved configurations:

1. From the main menu, click on File 3 Import and Export
Configurationsé

2. Select Import the desired configuration from a file and click
Next.

3. Specify the path from where to load configuration, and click Next.

4. Wait for the configuration tree to load and select the configurations
to import. Click Next to start import.

5. Confirm the override dialog box; by clicking, Yes or No as required.
6. A notify dialog will confirm that exporting is completed
7. Click OK to finish.

NOTE: To import configurations from an existing installation of GFI
LANguard, select Importing Configurations from another instance.
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6.10 Program updates

'3 GFILANguard [E=m|ER ==

File Tools Cenfigure Help Discuss this version...

Metwork Audit Dashbeard Configuration Utilities General

+ & Scanning Profiles Program updates enable GFl LANguard to detect the latest vulnerabilities and maintain outstanding...
&, Scheduled Scans
™ Computer Profiles
1 A_pplil:a{inns Inventory
{25 Auto-Uninstall Validation GFI| LANguard updates
4 GFl
Microsoft Updates GFI L&t guard updates include various checks for patches and builds that...

% Pateh Auto-Deployment Auto-download | Type.. | Last Update Check Last Download Last Update Version
&% Patch Auto-Download -

Configurations: ié , Program Updates

4 Aletting Options . Ch Mever 060430

é Distabase Maintenance Options = G 5/4/2009 5:05:44 PM BAA/2009 51713 PM 12
. Program Updates @ Vi | 5/4/20095.05.44 FM Never 1
% Pa. 5/4/2009 5:05:44 PM 542009 50813 PM 3

9 At R/4/2009 5:05:44 P Mewver 1

9 Sc. 5/4/2009 5:05:44 PM 5472009 50822 PM 2

<l m r 9 T 5/4/2009 5:05:44 PM 5/4/2009 5:06:24 PM 1
S——— © Fy. | 5/4/2000505:44PM | 5/4/2000 50G27 PM 1

Check forupdates...
Edit program updates options..

| Autamatically download the required Microsoft Language packs.

Edit proxy settings... c =
g& Microsoft patches and service packs
©) Help: Auto-download Microsoft updates in selected language packs for network-wide....
Program updates... <= Automatically downlosded by GFI LANgusrd. >>

LCheck For Updates..

Screenshot 727 Program updates

Out of the box, GFI LANguard supports multilingual patch
management for all Unicode compliant languages. Through
multilingual patch management, you can download and deploy
missing Microsoft product updates, discovered during a security scan,
in a variety of different languages.

The security-scanning engine identifies missing Microsoft patches and

service packs by referencing the O6Micros
These files contain the latest (complete) list of product updates

currently provided by Microsoft and are available in all languages

supported by Microsoft products.

Use the GFI LANguard Program Update tool (in the Configuration
tab), to download the latest Microsoft Software Update files in all
languages currently in use on your network. This would allow the
security-scanning engine to discover and report both English as well
as non-English missing patches and service packs. Based on this
information, you can then use the patch deployment engine to
download and install the missing update files in their respective
languages network wide.

The Automatically download the required Microsoft Language
packs option enables you to automatically download language packs
for a wide range of languages which includes (but is not limited to)
English, German, French, Italian, Spanish, Arabic, Danish, Czech,
Finnish, Hebrew, Hungarian, Japanese, Korean, Dutch, Norwegian,
Polish, Portuguese, Portuguese/Brazilian, Russian, Swedish, Chinese,
Chinese (Taiwan), Greek, and Turkish.

Information on how to manually download and deploy multilingual
OMi crosoft Updat e dfonlinghss@&chaptes. provi ded furt
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NOTE: Manual updates are required only if GFI LANguard is not
configured to automatically download the required Microsoft Language
packs.

6.10.1 GFI LANguard updates

The program updates tool, will allow the user to download and
customize the GFI LANguard updates. The user can configure GFI
LANguard, to auto download updates released by GFI to improve
functionalities in GFI LANguard. These updates include also checking
GFI web site for a newer build. Updates can be disabled by removing
the mark from the checkbox in the Auto-download column.

6.10.2 Configure GFI LANguard Proxy settings
To manually configure proxy server settings for internet updates:
1.ClickonEdi t pr oxy usdercammaongaské

LAMguard 9.0 Proxy Settings

General |

:1; IJse this option to manually provide your proxy server settings.

[v Override automatic proxy detection

" Connect directly to the Internet

{* Connect via a proxy serveri

Server: | SErver = <ports

[ Proxy server requires guthentication:

Mote: Patch file download, scheduled updates and some operations performed
during the scanning process need to open Internet connections,

| ] 4 | Cancel

Screenshot 731 Configuring proxy server settings

3. Select Override automatic proxy detection, and, chose one of the
following options:

1 Connect directly to the Internet i Select this option when a
direct internet connection is available.
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1 Connect via a proxy server i Select this option when internet
access is through a proxy server.

0 Update the Server name and port number using this format
<server>:<port>

o If applicable, select Proxy server requires authentication
and update the User name and Password respectively.

6.10.3 Enable/Disable GFI LANguard auto updates on startup

GFI LANguard can check for the availability of software updates at
every program startup. To disable/enable this feature

1.ClickontheEdi t program updates optionse

2. In the builds updates section, select/unselect the Check for
updates at application startup option accordingly.

3. Click OK to finalize your configuration.

6.10.4 Enable GFI scheduled updates

GFI LANguard scheduled updates are enabled by default. To
disable/enable this feature

1.ClickontheEdi t program updates optionseée

2. Optionally: In the builds updates section, unselect the Check for
updates at application startup option.

3. Click Enable scheduled updates.
4. Specify auto-updates frequency

6.10.5 Starting program updates manually
To manually start GFlI LANguard program updates:
1.ClickonCheck for Updatesé

~ Update LANguard 9.0 jact
Choose which action to do in the next step ‘—f“
‘fou can choose to update the application files or to download all the update files to a spedific path used -
further as an alternative update location,

@) Update application files from the following location
Location

@) GFI web site

_ Alternative location:

) Download all update files from GFI web site to this path:

Screenshot 74 - The Check for Updates wizard: Stage 1
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2. Specify the location from where the required update files will be
downloaded.

3. Optionally: Change the default download path, select Download all
update filesé t o t h iogtionpvl llow the user to provide an
alternate download path to store all GFI LANguard updates.

4. Click Next to proceed with the update.

= Update LANguard 9.0 =]
Choose which packages to update F :‘“
Disabled items represents packages already updated that you can also update by checking "Update ALL -
files™ or packages without update.

Packages:
Microsoft Software Updates - English Version
S| Microsoft Software Updates - German Version
| Microsoft Software Updates - French Version
Microsoft Software Updates - Italian Version
| Microsoft Software Updates - Spanish Yersion
| Microsoft Software Updates - Arabic Version
Microsoft Software Updates - Danish Version
| Microsoft Software Updates - Czech Version
Microsoft Software Updates - Hebrew Version
Microsoft Software Updates - Hunagarian Version

Checked packages details:
Size; 23139134 bytes

| »

-

m| »

lanss_9_patchmngmt_de.cab - Version 16 - Tuesday, June 09th, 2009
Added Mew Patches

lanss_9_patchmngmt_fr.cab - Version 16 - Tuesday, June 05th, 2009
Added New Patches 2

[T Update ALL files {induding the ones already updated)

< Back H MNext = ] ’ Cancel

Screenshot 75 - The Check for updates Wizard: Stage 2

5. Select the updates to be downloaded and click Next.
6. Click Start to initiate the update process.

6.10.6 Product Updates Activity

GFI LANguard 9.0 maintains a comprehensive log of all updates

activity. This information can be reviewed by open Dashboard tab 3

Scheduled Operations 3 Pr oduct Updanoges Thisct i vi ty
enables you to keep track of which updates were completed

successfully or not.
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7. Scanning Profiles

7.1

Introduction

GFI LANguard enables you to scan your IT infrastructure for particular

vulnerabilitiesusingpre-c onf i gured sets of checks

pr of iS¢aenmg profiles enable you to scan your network targets
and enumerate only specific information. For example, you may want
to use a scanning profile that is set to be used when scanning the
computers in your DMZ as opposed to your internal network.

In practice, scanning profiles allow you to focus your vulnerability
scanning efforts on to a specific area of your IT infrastructure such as
identifying only missing security updates. The benefit is that this way
you have less scan results data to analyze; tightening up the scope of
your investigation and quickly locate the information that you require
more easily.

With multiple scanning profiles, you can perform various network
security audits without having to go through a reconfiguration process
for every type of security scan required.

7.2 Scanning profile description

Out of the box, GFI LANguard includes an extensive list of scanning
profiles as described below.

7.2.1 Complete/Combination scans

Complete/Combination scanning profiles

Full Use this scanning profile to enumerate particular network
Vulnerability vulnerabilities such as open TCP/UDP ports commonly
Assessment exploited by Trojans as well as missing patches and

service packs. The list of vulnerabilities enumerated by
this profile can be customized through the Vulnerabilities
tab. Installed USB devices and applications are not
enumerated by this profile. This profile will scan for all
vulnerabilities. This includes vulnerabilities which have an
associated Microsoft patch to them and which are
considered missing patches.

Full Scan Use this scanning profile to retrieve system information

(Active) as well as scan your network for all supported
vulnerabilities including open TCP/UDP ports, missing
patches and service packs, USB devices connected and
more. The vulnerability check timeouts in this profile are
specifically preconfigured to suite the network traffic and
transmission delays usually associated with LAN
environments.
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Full Scan Use this scanning profile to retrieve system information

(Slow as well as scan your network for all supported

Networks) vulnerabilities including open TCP/UDP ports, missing
patches and service packs, USB devices connected and
mo r e ée Vlllerability check timeouts in this profile are
specifically preconfigured to suite the network traffic and
transmission delays usually associated with WAN
environments.

7.2.2 Vulnerability Assessment

Vulnerability assessment scanning profiles

Top SANS 20 Use this scanning profile to enumerate all
Vulnerabilities vulnerabilities reported in the SANS top 20 list.

High Security Use this scanning profile to enumerate open
Vulnerabilities TCP/UDP ports and high security vulnerabilities. The

list of TCP/UDP ports and high security vulnerabilities
that will be enumerated by this profile can be
customized through the TCP/UDP Ports tabs and the
Vulnerabilities tab respectively.

Last Year's Use this scanning profile to enumerate network

Vulnerabilities vulnerabilities that emerged during the last 12
months.

Only Web Use this scanning profile to identify web-server

specific vulnerabilities. This includes scanning and
enumerating open TCP ports that are most
commonly used by web-servers such as port 80.
Only TCP ports commonly used by web-servers are
scanned by this profile. Network auditing operations
as well as enumeration of vulnerabilities and missing
patches are not performed using this profile.

Missing Patches Use this scanning profile to enumerate missing
Microsoft patches. The list of missing patches that
will be enumerated by this profile can be customized
through the Patches tab.

Critical Patches Use this scanning profile to enumerate only missing
Microsoft patches that are tagged as critical. The list
of critical patches that will be enumerated by this
profile can be customized through the Patches tab.

Last Month's Use this scanning profile to enumerate only missing

Patches Microsoft patches that were released last month. The
list of missing patches that will be enumerated by this
profile can be customized through the Patches tab.

Only Service Use this scanning profile to enumerate missing

Packs Microsoft service packs. The list of service packs that
will be enumerated by this profile can be customized
through the Patches tab.
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Protection from Use this scanning profile to check if GFI

Portable Storage EndPointSecurity is installed or if GFI
EndPoint Securityods securi:
scan targets.
You can customize this profile to enumerate only
unauthorized/blacklisted software or vice-versa. For
more information on GFI EndPointSecurity refer to
the user manual available at:
http://www.gfi.com/endpointsecurity/esec4manual.pdf
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7.2.3 Network & Software Audit

Network and Software Audit scanning profiles

Trojan Ports Use this scanning profile to enumerate open
TCP/UDP ports that are commonly exploited by
known Trojans. The list of TCP/UDP ports to be
scanned can be customized through the TCP Ports
and UDP Ports tabs respectively.

Only the TCP/UDP ports commonly exploited by
known Trojans are scanned by this profile. Network
auditing operations as well as enumeration of other
open TCP/UDP ports and missing patches are not
performed by this profile.

Port Scanner Use this scanning profile to enumerate open
TCP/UDP ports including those most commonly
exploited by Trojans. The list of ports that will be
enumerated by this profile can be customized
through the TCP/UDP ports tab.

Software Audit Use this scanning profile to enumerate all software
applications installed on scan targets. This includes
security software such as anti-virus and anti-

spyware.
Full TCP & UDP Use this scanning profile to audit your network and
Scan enumerate all open TCP and UDP ports.

Only SNMP Use this scanning profile to perform network

discovery and retrieve information regarding
hardware devices (routers, switches, printers, etc.)
that have SNMP enabled. This enables you to
monitor network-attached devices for conditions that
require administrative attention.

Ping Them All Use this scanning profile to audit your network and
enumerate all computers that are currently connected
and running.

Share Finder Use this scanning profile to audit your network and

enumerate all open shares either hidden or visible.
No vulnerability checks are performed by this profile.

Uptimes Use this scanning profile to audit your network and
identify how long each computer has been running
since the last reboot.

Disks Space Use this scanning profile to audit your network and

Usage retrieve system information on available storage
space.

System Use this scanning profile to retrieve system

Information information such as operating system details,

wireless/virtual/physical network devices connected,
USB devices connected, installed applications and
more.
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Hardware Audit Use this scanning profile to audit your network and
enumerate all hardware devices currently connected
to your network computers.

7.2.4 Which scanning profile shall | use?
Select the scanning profile based on the:

1. The scope of your vulnerability analysis i.e. what you want to
achieve out of your vulnerability scan. Based on these factors, you
can determine the type of vulnerability checks to be performed and the
information that you want to retrieve from your scan targets.

2. Time you have at your disposal for target vulnerability scanning.
The more vulnerability checks you run the longer it will take the scan
process to complete.
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7.3 Creating a new scanning profile

To create a new scanning profile:

1. Click Configuration tab 3 Scanning Profiles and go to Scanning
profiles management.

& GFILANguard Scanning Profiles Editor =l ==
File

Scanning Profiles

Profile categories: & Vulnerability A tOptions | |y Network & Softw.'_."_.
¥ Complete/Combination Scans m

¥ Vuinersbilty Assessment £ Vulnerabilities o Patches

B Network & Software Audit Choose scan profile conditions.

Profiles: Enable vulnerability scanning

&; Full Vulnerability Assessment Group by: Type MName

& Full Scan £ vulnerabilities ﬁ] Abyss Web server Bufferov

& Full Scan (Slow Networks) & Potential Vulnerahilities ﬁ] AFS-Kerberos Supportin Of |

ﬁ] Alerter service enabled

g] All Servers: {g)shop Online-

g] All Servers: AlStats (aidist

g] All Servers: Abe Timmermar

ﬁ] All Servers: Adcyde - build.

g] All Servers: Aglimpse

g] All Servers: AHG's 'search.c
Common Tasks: g] All Servers: Alex Heiphetz ¢
g] All Servers: Arts Store.cgi

New scanning profile...
g] All Servers: Auktion.cagi

Set Active

Rename... ﬁ] All Servers: Brian Stanback
Delete... ﬁ] All Servers: Brian Stanback
ﬁ] All Servers: Commerce, cgi
©)) Help: ﬁ] All Servers: COWS CGI Onli I
71 £10_ Al Carvare. N Chan wndnar:
Scanning Profiles... < lom 3
LANquard Seripting .. 1 LLLJ ¢ | 2557 vulnerabilites
[ Add... ] [ Edit ] [ Remove

t  Adding, editing or remaving vulnerabiities from the above list applies the (
edited vulnerabilities are selected.

Screenshot 76 - The Scanning Profile Editor

7

2. In the Scanning Profiles Editorclick New scanning profil eé

3. Specify the name of the new profile and select Copy all settings
from an existing profile to clone settings from an existing profile.

4. Click OK to save settings. The new scanning profile is added under
Profiles in the left pane.
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7.4 Configuring vulnerabilities

$ GFILANguard Scanning Profiles Editor [ = =3
File

Scanning Profiles

Profile categories: & Vulnerability Assessment Options & Network & Softw_"_ r
% Complete/Combination Scans m
£ Vuinerability Assessmert & Vulnerabilities & Patches

R¥ Network & Software Audit Choose scan profile conditions.

Profiles: Enable vulnerability scanning

Ry Full Vulnerability Assessment Group by: Type w Mame

& Full Scan _ + A vulnerabilities {1] Abyss Web server Bufferoy »
.“ FuIIS_ Ioll‘ks} + 4 Potential Vulnerabilities g] AFS-Kerberos Supportin Of
o L @ Alerter service enabled

@ All servers: (g)shop Online-

g] All Servers: AlStats (aldist

g] All Servers: Abe Timmermar

g] All Servers: Adcycle - build,

g] All Servers: Aglimpse

g] All Servers: AHG's 'search.c
Common Tasks: %I] All Servers: Alex Heiphetz C
%I] All Servers: Arts Store.cgi

MNew scanning profile. ..
{1) All Servers: Auktion.cgi

Set Active

Rename... @ All Servers: Brian Stanback
Delete... %D All Servers: Brian Stanback
%I] All Servers: Commerce. cgi
@) Help: @ All Servers: COWS CGI Onli i
7 £F1_all 2arvare- Nrchan wlmars
Scanning Profiles... 4 |ttt 2
LANquard Seripting... 4 L] v | 2557 vulnerabilities
I Add... I I Edit I I Remove

Find wulnerability: byName—v

! Adding, editing or removing vulnerabilities from the above list applies the ¢
edited vulnerabilities are selected.

Screenshot 77 - Scanning Profiles properties: Vulnerabilities tab options

The scanning profiles that ship with GFI LANguard 9 are already pre-
configured to run a number of vulnerability checks on selected target.
You can however disable vulnerability scanning as well as customize
the list of vulnerability checks executed during a scan.

7.4.1 Enabling/disabling vulnerability scanning
To enable vulnerability scanning:

1. From the Vulnerability Assessment Options tab, click
Vulnerabilities sub-tab.

2. Select the scanning profile to customize from the left pane under
Profiles.

3. In the right pane, select Enable Vulnerability Scanning option.
NOTE: Vulnerability scanning is configurable on a scan profile by scan
profile basis. If in a particular profile this option is not selected, no
vulnerability tests will be performed in the security audits carried out
by this scanning profile.

7.4.2 Customizing the list of vulnerabilities to be scanned

To specify which vulnerabilities will be enumerated and processed by
a scanning profile during a security audit:
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1. From the Vulnerability Assessment Options tab, select the
scanning profile to customize from the left pane under Profiles.

,ﬁ. Vulnerability Assessment Options 0 MNetwork & Software Audit Options % Scanner O -_. L2

& Vulnerabilities i Patches

Choose scan profile conditions,
Enable vulnerability scanning

Group by: Type - MName OVAL ID CVE
= & Vulnerabilities ﬁ] Abyss Web server Bufferoverfiow -
A DNS ﬂ] AFS+erberos Support in OpenssH Pas. .. |:|
& FTP g] Alerter service enabled
A Mail g] All Servers: (g)shop Online-Shop System
A Miscellaneous %D Al Servers: AlStats (aldisp)
& Reqistry {D All Servers: Abe Timmerman zml. cai File. ..
£ Rootkit ﬂ] Al Servers: Adcyde - build. cagi
& RPC {1] Al servers: Aglimpse
A Services ﬂ] Al Servers: AHG's 'search.cgl’ Search E...
A Software ﬁ] Al Servers: Alex Heiphetz Group EZSho. ..
A Weh g] Al Servers: Arts Store.cai

& Potential Vulnerabilities %D Al Servers: Auktion. cgi
{D All Servers: Brian Stanback bsguest.cai
ﬂ] Al Servers: Brian Stanback bslist. cgi
ﬁ] All Servers: Commerce.cgi

ﬂ] Al Servers: COWS CGI Online Warldwe. ..
] 11 Al 2aruzre: PEShan unlnarshii

€| i }
4 m || || 2557 vulnerabiities
) o) [
Find vulnerability: [by Mame v] Find Find next

! Adding, editing or removing vulnerabilities from the above list applies the changes to all the profiles where the
edited vulnerabilities are selected.

Screenshot 78 - Select the vulnerability checks to be run by this scanning profile

2. In the right pane, select the vulnerability checks that you wish to
execute through this scanning profile.

7.4.3 Customizing the properties of vulnerability checks

All the checks listed in the Vulnerabilities tab have specific properties
that determine when the check is triggered and what details will be
enumerated during a scan.
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Edit vulnerability [25]

General |Condiﬁuns I Description I F‘.eferences|

Marme: All servers: (g)shop Online-Shop System

Type: Miscelaneous -

05 Eﬂmll‘f: I‘\‘Iindulﬁls -

05 Version:

Product:

Lo 9/15/2001 @~

Severity: - |

K ] | Cancel | | Apply

Screenshot 79 - Vulnerability properties dialog: General tab

To change the properties of a vulnerability check:
1. Right click on the vulnerability to customize and select Properties.

2. Customize the selected vulnerability check through the following
tabs:

A General - Use this tab to customize the general details of a
vulnerability check including vulnerability check name, vulnerability
type, OS family, OS version, Product, Timestamp and Severity.
AcConditions: Use this tab to configure the operational parameters of
this vulnerability check. These parameters will define whether a
vulnerability check is successful or not. For information on how to
configure vulnerability, check conditions refer to the Vulnerability
check conditions setup section in this manual.

A Description: Use this tab to customize the vulnerability check
description.

AReferences: Use this tab to customize references and links that lead
to relevant information in the OVAL, CVE, MS Security, Security
Focus and SANS TOP 20 reports.

3. Click on OK to save your settings.
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7.4.4 Vulnerability check conditions setup

The Conditions tab enables you to add or customize conditions,
which define whether the computer or network being scanned is
vulnerable, or not. It is therefore of paramount importance that any
custom checks defined in this section are set-up by qualified
personnel that are aware of the ramifications of their actions.

Edit vulnerability [#53e]
General | Conditions |Descripﬁon I F‘.Eferenr_es|

This vulnerability will be triggered when the below conditions are met.

EiNot

Independent CGI Abuse Test AND

Windows Group Test

Description:

Enables different users belonging to spedfic groups to be tested. -

add || Edt || Delete || clear |

o) (ot [y

Screenshot 80 - Vulnerability conditions setup tab

To add a vulnerability check condition:
1. Click Add.
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Check properties

Step 1 of 3: Select the type of check
Specify what do you want to check from the list below

Check type:

----- # Independent Family Test

----- & Independent FTP Banner Test

----- # Independent HTTP Banner Test
----- #' Independent POP3 Banner Test
----- & Independent Port Open Test

----- & Independent Python Script Test
----- 4 Independent SMTF Banner Test
----- ' Independent 55H Banner Test

----- &' Independent TCP Banner Test

----- /' Independent TELMET Banner Test
----- &' Independent Text File Content Test

----- P rceoendent & scrpt est]

m

Chedk description:
Executes a VB script and returns a boolean value,

Screenshot 81 - Check properties wizard

2. Select the type of check to be configured and click Next.

3. Define the object to examine and click Next.

4. Set attributes/desired parameters and click Finish to finalize your

settings.
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Edit vulnerability (=23
General | Conditions |Descri|:|ﬁun I References

This vulnerability will be triggered when the below conditions are met.

o

Independent CGI Abuse Test aAMND
Windows Group Test AND

Independent VB Script Test

Description:

Executes a VB script and returns a boolean value. -

[ add ]| Edt || Delete || clear |

[ K H Cancel H Apply ]

Screenshot 82 - Edit vulnerability

5. If more than one condition is set up, define conditional operators
and click OK to finalize your configuration settings.

Vulnerability checks - advanced options

Use the Advancedé included in the Vulnerabilities tab to bring up
the advanced vulnerabilities scanning options.
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Advanced Vulnerabilities Properties (5]

General

tl Spedfy advanced vulnerabilities options.

=| Vulnerability Scan Options
=| Internal checks
Weak passwords
FTP @anonymous access allowed
Administrator account exists

< & K s

Users that never logged on
Mew vulnerabilities are enabled by default Yes
Showe vulnerahilities with errors during evaluatio Mo
-| CGI Probing Settings
-| Send CGI request through proxy Mo
Proxy IP address
Proxy port

ak. ] l Cancel Apply

Screenshot 83 - Advanced vulnerability scanning dialogs

Use these options to:

1 Configure extended vulnerability scanning features that check your
target computers for weak passwords, anonymous FTP access,
and unused user accounts.

1 Configure how GFI LANguard will handle newly created
vulnerability checks.

1 Configure GFI LANguard to send CGI requests through a specific
proxy server. This is mandatory when CGlI requests will be sent
from a computer that is behind a firewall to a target web server

that is 6éoutsided the firewall (for exar

DMZ). The firewall will generally block all the CGI requests that are
directly sent by GFI LANguard to a target computer that is in front
of the firewall. To avoid this, set the Send CGI requests through
proxy optonto ¥ es® and specify tdigourname/ | P
proxy server and the communication port which will be used to

convey the CGI request to the target.

GFI LANguard 9 user manual Scanning Profiles 199

a (



7.5 Configuring patches

2 GH LANguard Scanning Profiles Editor El@
File

Scanning Profiles

Profile categories: { Vulnerability Assessment Options & Network & Software Audit Options I¥ scanner 0, *
¥ Complete/Combination Scans
% Vuinerabilty Assessment {3 vulnerabilities i Patches

¥ Network & Softwars Audt Chooge scan profile conditions,

Profiles: | Detect installed and missing service packs / patches
&, Full Vulnerabilty Assessment Patch language filter: English ~
& Full Scan NOTE: Configure supported languages in LANguard - Configuration - Program Updates.
& Full Scan (Slow Networks) Bulletins to be checked for:
% My Scanning profile Group by: Severity Bulletin names Severity QNumber Date postec
=+ [¥] [y All Patches V] @ Ms09-009 Important 959988 2009-0¢ ~
v '] Critical v !’ M505-009 Important 959933 2009-0¢
v o Important v G MS09-009 Important 959935 2009-0¢
v '] Moderate v !’ M505-009 Important 959997 2009-0¢
v o Low v a M509-009 Important 960000 2009-0¢
Vv q M5059-009 Impartant 960003 2009-0<
Common Tasks: 7] § Ms03-010 Important 923561 2009-0¢
New scaning profile 7] § Ms03-010 Important 923561 2009-0¢
Set Adtive v a M509-010 Important 923561 2005-0+
Rename 7] § Ms09-010 Important 923561 2009-0¢
Delete... v a M509-010 Important 923561 2005-0+
v l? M509-010 Impartant 923561 2009-0¢
@) Help: 7] @ Ms09-010 Important 933339 2009-0¢
v a M509-010 Important 960478 2009-0¢
Lo il 7] & Ms03-011 Critical 961373 2009-0¢ ™
LANquard Scripting... 4 M v |74 m ¥

File: lanss_5_patchmngmt_en.mdb; Version: 10; Last updated on: 5/4/2009 5:12:00 PM
2161 patches

Find bulletin:

Search by bulletin name {g.g. M302-017) or QNumber {e.g. Q3115967).

Screenshot 84 - Scanning Profiles properties: Patches tab options

Use the Patches tab to specify which security updates are checked
during vulnerability scanning. The patches to be checked are selected
from the complete list of supported software updates that is included
by default in this tab. This list is automatically updated whenever GFI
releases a new GFI LANguard missing patch definition file.

7.5.1 Enabling/disabling missing patch detection checks

To enable missing patch detection checks in a particular scanning
profile,

1. From the Vulnerability Assessment Options tab, click Patches
sub-tab.

2. Select the scanning profile that you wish to customize from the left
pane under Profiles.

3. In the right pane, select Detect installed and missing service
packs/patches option.

NOTE: Missing patch scanning parameters are configurable on a scan
profile by scan profile basis. Make sure to enable missing patch
scanning in all profiles where missing patch scanning is required.

7.5.2 Customizing the list of software patches to be scanned

To specify which missing security updates will be enumerated and
processed by a scanning profile:

1. From the Vulnerability Assessment Options tab, click Patches
sub-tab
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2. Select the scanning profile to customize from the left pane under
Profiles.

Bulletin names Severity QNumber Date posted Title

W Ms09-009 Important 959988 2003-04-14 Security Update for Microsoft Excel 2002 (KB' ~
W Ms09-009 Important 9599393 2009-04-14 Security Update for Microsoft Office Excel Vie
@ Ms03-009 Important 959935 2005-04-14 Security Update for Microsoft Office Excel 20
& Ms09-009 Important 959957 2003-04-14 Security Update for Microsoft Office Excel 20
W Ms09-009 Important 950000 2003-04-14 Security Update for Microsoft Office Excel Vie
@ Ms03-009 Important 960003 2005-04-14 Security Update for 2007 Microsoft Office Sy:
W Ms09-010 Important 923561 2009-04-14 Security Update for Windows 2000 (KB22356
& Ms09-010 Important 923561 2003-04-14 Security Update for Windows Server 2003 (K1
@ Ms03-010 Important 4923561 2005-04-14 Security Update for Windows Server 2003 for
W Ms09-010 Important 923561 2009-04-14 Security Update for Windows Server 2003 x6
& MsS03-010 Important 923561 2009-04-14 Security Update for Windows XP (KB923581)

@ Ms03-010 Important 4923561 2005-04-14 Security Update for Windows XP x64 Edition |
W Ms09-010 Important 933399 2009-04-14 Security Update for Office %P (KB233329)

& Ms0s-010 Important 960476 2009-04-14 Security Update for Microsoft Office File Corn
[V & mMs03-011 Critical 951373 2003-04-14 Securitv Undate for Direct¥ 8 for Windows 20 ™

4 UL} 3

Screenshot 85 - Selecting the missing patches to be enumerated

3. In the right pane, select/unselect which missing patches are
enumerated by this scanning profile.

7.5.3 Searching for bulletin information

Find bulletin: Find il
Search by bulletin name (2.0, M502-017) or QMumber (.0, Q311367),

Screenshot 86 1 Searching for bulletin information

To search for a particular bulletin:

1. Specify the bulletin name (for example, MS02-017) or QNumber (for
example, Q311987) in the search tool entry box included at the bottom
of the right pane.

2. Click Find to start searching for your entry.

Bulletin Info (=3
Bulletin
Bulletin ID: M503-009 QMNumber: 959935 Date:  2009-04-14 Severity: Important
Title: Security Update for Microsoft Office Excel 2003 (KB959935)
Description:

A security vulnerability exists in Microsoft Office Excel 2003 that could allow arbitrary code to run
when a malidously modified file is opened. This update resolves that vulnerability.

Applies To: Office 2003

URL: http: [fwww . microsoft. com/downloads details. aspx?Familyd=D9DBFAG 3-COCR-4C84-9B8A-6E 52568045808
File

File Mame: EXCEL.CAB

File Size: 4,984 KB

File URL: http: //download. windowsupdate .com/msdownload fupdate jsoftware fsecu/2009/03/excel belae3cicaferl4

Close

Screenshot 87 - Extended bulletin information
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7.6 Configuring TCP port scanning options

& GFI LANguard Scanning Profiles Editor | -E| ]
File
Scanning Profiles
Profile categories: & Vulnerability Assessment Options & Network & Softwar._ . i
¥ Complete/Combination Scans ) ) o
% Vulnerability Assessment TCPPorts | UDPPorts  System Information  Devices  Applications
¥ Network & Softwars Audit Choose scan profile conditions.
7 )
Profiles- Enable TCF Port Scanning
&; Full Vulnerability Assessment Parts Description
& Full Scan @1 TCP Port Service Multiplexer -
& Full Scan (Slow Networks) G 2 Compressnet Management Utility, If this service is ne
'ﬁ My Seanning profile G 3 Compressnet Compression Process
G 5 Remote Job Entry, If this service is not installed bew
[~ W Echo
G 11 Active Users, If this service is not installed beware o
& 13 DAYTIME - (RFC 867)
® 17 Quote of the Day
G 18 Message Send Protocol, If this service is not installec
Common Tasks: ® 1 Character Generator
) G 20 FTP - data, If this service is not installed beware cou
New scanning profile. ..
Set A @ 2 FTP - control (command)
F{:nam;"e o= Secure Shell (55H)
Delefte...m & = Telnet protocol - unencrypted text communications
G 25 Simple Mail Transfer Protocal (SMTP)
9) Help: G 35 Any private printer server protocol
G 37 TIME protocol, If this service is not installed beware
Scanning Profiles... @ 3 Resource Location Protocol (RLP), If this service is mi
LANquard Scripting... ® 4 Graphics, If this service is not installed beware could
G 42 nameserver, ARPA Host Mame Server Protocol
el % .o e m—— . .
o« n 3
I Advanced ‘ I Add Edit Remove
1 If you add, edit or remove a port, the changes will be applied to all the p

Screenshot 88 - Scanning Profiles properties: TCP Ports tab options

7.6.1 Enabling/disabling TCP Port scanning
To enable TCP Port Scanning in a particular scanning profile,

1. From the Network & Security Audit Options tab, click TCP Ports
sub-tab.

2. Select the scanning profile that you wish to customize from the left
pane under Profiles.

3. Select Enable TCP Port Scanning option.

7.6.2 Configuring the list of TCP ports to be scanned

To configure which TCP ports will be processed by a scanning profile
during vulnerability scanning select the required ports:

1. From Network & Security Audit Options tab, click TCP Ports
sub-tab.

2. Select scanning profile to customize from the left pane under
Profiles.

3. Select TCP ports analyze with this scanning profile.
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7.6.3 Customizing the list TCP ports

1. From the Network & Security Audit Options tab, click TCP Ports

sub-tab.

2. Select the scanning profile that you wish to customize from the left

pane under Profiles.

3. Customize the list of TCP Ports through Add, Edit or Remove.
NOTE: The list of supported TCP/UDP Ports is common for all
profiles. Deleting a port from the list will make it unavailable for all

scanning profiles.

7.7 Configuring UDP port scanning options

S GR LAMguard Scanning Profiles Editor EI@
File
Scanning Profiles
Profile categories: & Vulnerabilty Assessment Options & Metwork & Software Audit Options 'E _*]
¥ Complete/Combination Scans
[ Vulnerabity Assessment TCP Ports  UDPPorts | System Information Devices  Applications
¥ Network & Software Audit Choose scan profile conditions,
Profiles: | Enable UDFP Port Scanning
l“ Full Vulnerability Assessment Ports Description Motes
& Full Scan 7@ 2 Compressnet Management Utlity -
&y Full Scan {Slow Networks) 7@ 3 Compressnet Compression Process
8 My Scanning profile 7@ s Remote Job Entry
7@ 7 Echo
v @ 11 Active Users
7@ 13 DAYTIME - (RFC 867)
7@ 17 Quote of the Day
7@ 13 Message Send Protocol
v @ 19 Character Generator
Common Tasks: 7§ 22 Secure Shell (55H)
X 7@ 35 Any private printer server protocol
Mew scanning profile....
) V@ 37 TIME protocol
Set Active 7@ 3 Resource Location Protocol (RLP)
Rename...
Delete. 7@ 4 Graphics
- @ nameserver, ARPA Host Name Server Protocol
©) Help: 7 @ 43 whois
7@ w TACACS Login Host protocol
Scanning Profiles.... ¥ @ 52 XMS (¥erox Network Services) Time Protocol
LANquard Scripting... < @ 53 Domain Mame System (DNS)
@ 54 NS (¥erox Network Services) Clearinghouse il
—— - e = ST :
Advanced Add Edit
V' If you add, edit or remove a port, the changes will be applied to all the profiles.

Screenshot 89 - Scanning Profiles properties: UDP Ports tab options

7.7.1 Enabling/disabling UDP Port scanning
To enable UDP Port Scanning in a particular scanning profile,
1. From the Network & Security Audit Options tab, click UDP Ports

sub-tab.

2. Select scanning profile to customize from the left pane under

Profiles.
3. Select Enable UDP Port Scanning option.

7.7.2 Configuring the list of UDP ports to be scanned

To configure which UDP ports will be processed by a scanning profile
during vulnerability scanning select the required ports:

1. From the Network & Security Audit Options tab, click UDP Ports

sub-tab.
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2. Select the scanning profile to customize from the left pane under
Profiles.

3. Select the UDP ports that will be analyzed by this scanning profile.

7.7.3 Customizing the list UDP ports

1. From the Network & Security Audit Options tab, click UDP Ports
sub-tab.

2. Select the scanning profile to customize from the left pane under
Profiles.

3. Customize the list of UDP Ports through Add, Edit or Remove.
NOTE: The list of supported UDP Ports is common for all profiles.
Deleting a port from the list will make it unavailable for all scanning
profiles.

7.8 Configuring system information retrieval options

% GFILANguard Scanning Profiles Editor == |-
File
Scanning Profiles
Profile categories: & Vulnerability Assessment Options & Network & Software Audit Options % ]
“* Complete/Combination Scans
%% \Uinerabilty Assessment TCPPorts  UDFPorts  System Information | Devices  Applications
B Network & Software Audit Choose scan profile conditions.
Profiles: —
— -] Windows System Information |~ |
: gﬁls\;.:ﬂdxlﬂy Lezessmen: Retrieve basic 05 information by SMB ‘Yes
Ay Ful Scan (Slow Networks) Request server information fes
.ﬁ My Scanning profile Identify PDC (Primary Domain Controller) Mo
Identify BDC (Backup Domain Cantroller) Mo
Enumerate trusted domains Mo
= Enumerate shares Mo
Display admin shares Yes
Display hidden shares Yes
Enumerate local users
Enumerate local groups
Common Tasks: g
~| Enumerate logged on users Mo
New scanning profile.... Enumerate users logged on locally Yes
Set Adtive Enumerate users logged on remotely es
Rename... Enumerate disk drives Mo
Delete... Reguest remote time of day Mo =
Request information from remote registry Yes
@) Help: Enumerate services Mo
Seanning Profiles.. Enumerate sessions Mo
LANguard Scripting... Read password policies Mo
Enumerate remote processes Mo
Security audit policy MNo
Identify virtualization technology Mo
=] linux Svstem Tnformation E
List all user groups present on the target machine.

Screenshot 90 - Scanning Profiles properties: System Information tab options

To specify what System Information is enumerated by a particular
scanning profile during vulnerability scanning:

1. From the Network & Security Audit Options tab, click System
Information sub-tab.

2. Select the scanning profile that you wish to customize from the left
pane under Profiles.

3. From the right pane, expand the Windows System Information
group or Linux System Information group accordingly.

4. Select which Windows/Linux OS information will be retrieved by the
security scanner from scanned targets.
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For example, to enumerate administrative shares in scan results,
expand the Enumerate shares option and set the Display admin
shares option to &es6

7.9 Configuring the attached devices scanning options

Use the Devices tab to enumerate network devices.

% GFI LANguard Scanning Profiles Editor el ]
File
Scanning Profiles

Profile categories: & Vulnerabilty Assessment Options & Metwork & Software Audit Options - '

¥ Complete/Combination Scans

X% Vunerabilty Assessmert TCPPorts  UDPPorts  System Information  Devices | Applications

%¥ Network & Software Audit Choose scan profile conditions.

Profiles: /| Enable scanning for hardware devices on target computer(s)

& Full Vulnerability Assessment S Network Devices USE Devices

& Full Scan

By Full Scan (Slow Networks) Configure which Network devices you want to mark as dangerous and which you want to
& My Scanring profile have ignored in your scan results. Devices which will be marked as dangerous will have a

high security vulnerability notification in the scan results. Devices which are on the ignore
list will not be listed or saved to the database.

Create a high security vulnerability for network devices which name contains:

Common Tasks:

New scanning profile

Set Adtive

Rename..
Delete. . Igngre (Do not listfsave to db) devices which name contains:

&) Help:

Scanning Profiles
LANguard Scrpting...

Advanced...

Screenshot 91 - The network devices configuration page

Together with device enumeration, you can further configure GFI
LANguard to generate high security vulnerability alerts whenever
particular USB and network hardware is detected. This is achieved by
compiling a list of unauthorized/blacklisted network and USB devices
that you want to be alerted.

You can also configure GFI LANguard to exclude from the scanning
process particular USB devices
USB keyboards. This is achieved by compiling a safe/whitelist of USB
devices to be ignored during scanning.

Similarly you can create a separate scanning profile that enumerates
only Bluetooth dongles and wireless NIC cards connected to your
target computers In this case however, y ou mu st spec
and OWireless6é or O6Wi Fié in the
your scanning profile.

All the device scanning configuration options are accessible through
the two sub-tabs contained in the devices configuration page. These
are the Network Devices tab and the USB Devices tab.

1 Use the Network Devices sub-tab to configure the attached
network  devices  scanning options and blacklisted
(unauthorized)/whitelisted (safe) devices lists.

t hat
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I Use the USB Devices sub-tab to configure the attached USB
devices scanning options and unauthorized/safe devices lists.

7.9.1 Enabling/disabling checks for all installed network devices

To enable network device (including USB device) scanning in a
particular scanning profile:

1. From the Network & Security Audit Options tab, click Devices
sub-tab

2. Click Network Devices tab

3. Select the scanning profile to customize from the left pane under
Profiles.

4. From the right pane, select Enable scanning for hardware
devices on target computer(s).

NOTE: Network device scanning is configurable on a scan profile by
scan profile basis. Make sure to enable network device scanning in all
profiles where this is required.

7.9.2 Scanning for network devices

Compiling a network device blacklist/whitelist
To compile a network device blacklist/whitelist for a scanning profile:

1. From the Network & Security Audit Options tab, click Devices
sub-tab.

2. Click Network Devices tab.

3. Select the scanning profile to customize from the left pane under
Profiles.

4. In the right pane: to create a network device blacklist, specify which
devices you want to classify as high security vulnerabilities in the
space provided under Create a high security vulnerability for
network devices which name contains.

For exampl e, i f you enter the word Owi
through a high security vulnerability alert when a device whose name

contains the word 6 wi r el e s s 6 Td cseatedeenetearkt devite

whitelist, specify which devices you want to ignore during network

vulnerability scanning in the space provided under Ignore (Do not

list/save to db) devices which name contains.

NOTE: Only include one network device name per line.
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7.9.3 Configuring advanced network device scanning options

Advanced Metwork Devices Properties

General

=S

@ Specfy advanced netwark devices options,

-| Enumerate Network Devices
Enumerate wired network devices
Enumerate wireless network devices
Enumerate software enumerated network devices
Enumerate virtual network devices

Yes
Yes
Yes
Yes

QK ] I Cancel

Screenshot 92 - Advanced network devices configuration dialog

From the Network Devices tab, you can also specify the type of
network devices checked by this scanning profile and reported in the
scan results. These include 6 wi r ed net wavireless detwork c e s 6 , o]
devicesbo, 6software enumerated net wor k

deviceso.

To specify which network devices to enumerate in the scan results:
1. From the Network & Security Audit Options tab, click Devices

sub-tab.

2. Click on the Network Devices tab (opens by default).

3. Select the scanning profile that you wish to customize from the left

pane under Profiles.
4. Click Advanced at the bottom of the page.

5. Set the required options to Yes and on completion click OK to

finalize your settings.
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7.10 Scanning for USB devices

9 GFI LANguard Scanning Profiles Editor [ |[ =[]

File
Scanning Profiles

Profile categories: & Vulnerability Assessment Options & Network & Software Audit Options < 4
% Complete/Combination Scans

0¥ Vilnerabilty Assessmert TCPPorts UDPPorts  System Information Devices | Applications

B Network & Software Audit Choose scan profile conditions.
Profiles- W |Enable scanning for hardware devices on target computer(s)
& Full Vulnerability Assessment s Network Devices USB Devices
&y Full Scan
Ay Full Scan (Slow Networks) Configure which USE devices you want to mark as dangerous and which you want to
&, My Scanning profile have ignored in your scan results. Devices which will be marked as dangerous wil have
a high security vulnerability notification in the scan results. Devices which are on the
ignore list will not be listed or saved to the database.
Create a high security vulnerability for USB devices which name contains:
Common Tasks:
New scanning profile...
Set Active -
Rename
Delete.. Ignore (Da not list/save to db) devices which name contains:
©) Help:

Scanning Profiles ..
LAMNquard Seripting...

Screenshot 93 - The Devices configuration page: USB Devices tab options

7.10.1 Compiling a USB devices blacklist/whitelist

To compile a list of unauthorized/dangerous USB devices:

1. From the Network & Security Audit Options tab, click the
Devices sub-tab.

2. Click USB Devices tab.

3. Select the scanning profile that you wish to customize from the left
pane under Profiles.

4. In the right pane to create a USB device blacklist, specify which

devices you want to classify as high security vulnerabilities in the

space provided under Create high security vulnerability for USB

devices that name contains. For example, if you enter the word

60i Podd you wild.l be notified through a hi
when a USB device whose name contains the
To create a USB device whitelist, specify which USB devices you want

to ignore during network vulnerability scanning in the space provided

under Ignore (Do not list/save to db) devices which name

contains.

NOTE: Only include only one network device name per line.
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7.11 Configuring applications scanning options

Use the Applications tab to specify which installed applications will
be investigated by a scanning profile during a target computer scan.

£ GFILANguard Scanning Profiles Editor
File
Scanning Profiles
Profile categories:
% Complete/Combination Scans

B Vulnersbilty Assessment
¥ Network & Software Audit

Profiles:

(E=1 Eos 553

4 Vulnerability Assessment Options i Network & Software Audit Options * Scanner Options

TCPPorts  UDPPorts  System Information  Devices  Applications

Choose scan profile conditions.

Enable scanning for installed applications on target computer(s)

& Full ility

&g Full Scan

B Full Scan (Slow Networks)
A& My Scanning profile

A ion: Security Applications

Spedify which installed applications are authorized fun-authorized and which you do not need to be notified about.

NOTE: When an application is not authorized a high security vulnerability warning will be generated.

Spedfy which applications are authorized to be installed:
() Only the applications in the list below
(@ All applications except the ones in the list below

Application name Yersion
Common Tasks:

New scanning profile...

Publisher

Scanning Profiles. Ignore {Do not list/save to db) applications in the list below:

LAMquard Seripting

Application name Version

Remove

Publisher

Remove

Screenshot 94 - The applications configuration page

Through this tab, you can also configure GFI LANguard to detect and
report unauthorized software installed on scanned targets and to
generate high security vulnerability alerts whenever such software is

discovered.

7.11.1 Scanning installed applications

E|-- Antivirus applications
¥4 BitDefender Client Standard
-[J]|2 BitDefender Antivirus 2009
[V 2 BitDefender Internet Security 2003
-[¥]\2 BitDefender Client Professional Plus
¥ 2 BitDefender Professional Edition
| BitDefender 8 Professional
- ol Panda Antivirus Pro 2009
--[¥]\2l Panda Antivirus + Firewall 2007
-[¥]| 2 Panda Antivirus 2007
-[J]Zl Panda Titanium Antivirus 2005
-[J]\ 2 CA eTrust Antivirus Client
-[J]2 eTrust EZ Antivirus
- | Kaspersky Internet Security 2009
- ol Kaspersky Anti-Virus 6.0
||| 2 Kaspersky Anti-Virus 5.0 for Windows Workstations
- l Kaspersky Anti-Virus for Windows Workstations
-2 Kaspersky Anti-Virus Personal Pro 5.0
[ ]2 Mcafee VirusScan Enterprize v8
-2 Mcafee VirusScan Enterprise vai
- [Z15] MrAfes VirnusScan Foternrise vi. 5i +

m

Screenshot 95 - List of supported anti-virus and anti-spyware applications
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By default, GFI LANguard also supports integration with particular
security applications. These include various anti-virus and anti-
spyware software. During security scanning, GFI LANguard will check
if the supported virus scanner(s) or anti-spyware software is correctly
configured and that the respective definition files are up to date.

Application scanning is configurable on a scan profile by scan profile
basis and all the configuration options are accessible through the two
sub-tabs contained in the applications configuration page. These are
the Installed Applications sub-tab and the Security Applications
sub-tab.

Enabling/disabling checks for installed applications

2% GFILANguard Scanning Profiles Editor =B =]
File
Scanning Profiles

Profile categories: & Vulnerability Assessment Options & Network & Software Audit Options ¥ Scanner Options

¥ Complete/Combination Scans
B Vulnersbility Assessment
B Network & Software Audit Choose scan profile conditions.

TCPPorts  UDPPorts  System Information  Devices  Applications

7 i . -
Profiles- Enable scanning for installed applications on target computer(s)

By Full Vulnerability Assessment Installed Applications | Security Applications
By Full Scan

By Full Scan (Slow Networks)
& My Scanning profile

Specify which installed applications are authorized jun-authorized and which you do not need to be notified about.
NOTE: When an application is not authorized a high security vulnerability warning will be generated.

Specify which applications are authorized to be installed:
Only the applications in the list below
@) All applications except the ones in the list below

Application name Wersion Publisher

o5 ores
LL = ') bittorrent

New scanning profie...

Set Active

Rename

Delete i L >

| Add... | ‘ Edit... | | Remove |

@) Help:

Scanring Profiles Ignore (Do not list/save to db) applications in the list below:

LANguard Scripting.. Application name Wersion Publisher

Screenshot 96 - The Applications tab: Installed Applications tab options

To enable installed applications scanning in a particular scanning
profile:

1. From the Network & Security Audit Options tab, click on the
Applications sub-tab.

2. Click on the Installed Applications tab.

3. Select the scanning profile that you wish to customize from the left
pane under Profiles.

4. Select the Enable scanning for installed applications on target
computers option.

NOTE: Installed applications scanning are configurable on a scan
profile by scan profile basis. Make sure to enable installed applications
scanning in all profiles where this is required.

Compiling installed applications blacklist/whitelist
To compile installed applications blacklist/whitelist:
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1. From the Network & Security Audit Options tab, click
Applications sub-tab.

2. Click on the Installed Applications tab.

3. Select the scanning profile that you wish to customize from the left
pane under Profiles.

4. In the right pane, select Enable scanning for installed
applications on target computer(s) option.

5. Select either Only applications in the list below: or All
applications except the ones in the list below and click add button
to add applications that will either be listed or blacklisted.

6. In the Ignore (Do not list/save to db) applications from the list
below: options key in applications by clicking Add. Any application
listed is whitelisted.

NOTE: Include only one application name per line.

7.11.2 Scanning security applications

& GFILANguard Scanning Profiles Editor =[5
File

Scanning Profiles

Profile categories: & Vulnerability Assessment Options { Metwork & Software Audit Options % Scanner Options
¥ Complete/Combinalicn Scans

¥ Vulnerabifty Assessment TCPPorts  UDP Ports  System Information  Devices  Applications

¥ Network & Software Audit Choose scan profile conditions,

Profiles: V| Enable scanning for installed applications on target computer(s)
By Full Vulnerability Assessment Installed Applications ~ Security Applications

&y Full Scan

Use GFI LANguard to detect installed security software and ensure that they are using the latest definition files.

Ay Full Scan (Slow Networks) Where applicable GFI LANguard will also check that important settings are enabled {e.qg. real tme scanning)

& My Scanning profile

V| Detect and process installed antivirus/antispyware software on target computer(s).

~-{W|| 2l MNorton AntiVirus 2005 o
V|2 Symantec Antivirus (type 1)
V12 Symantec Antivirus (type 2)

+-{J]| 2l Trend Micro AntiVirus plus Antispyware 2009

|| Trend Micro AntiVirus 2007

Common Tasks: +{Wf] 2 Trend Micro OfficeScan Client
- || A Trend Micro PCcillin Internet Security
New scanning profile... {72l F-Secure Anti-Virus for Workstations - Virus & Spy Protection 7
Set Active V|2 F-Secure Client Security - Virus & Spy Protection
Rename... V|2l F-Secure Anti-virus 2007
Delete ~[¥] 2 F-Secure Anti-Virus Client Security - Virus & Spy Protection &
|| d F-Prot Antivirus for Windows v&
@) Help: - F-Prot Antivirus for Windows v3
= Antispyware applications
Scanning Profiles... V|2 Trend Micro Anti-Spyware
LANguard Scripting... V|3 ad-Aware 2008 E

+-{J]| 2 Ad-Aware SE Personal Edition

+{J] 2 Lavasoft Ad-Aware Enterprise Client

|| CA PestPatrol Anti-Spyware Client

w{Wf| ] CA eTrust PestPatrol Anti-Spyware Corporate Edition

Advanced...

Screenshot 97 - The Applications configuration page: Security Applications tab options

GFI LANguard ships with a default list of anti-virus and anti-spyware
applications that can be checked during security scanning.

Enabling/disabling checks for security applications

To enable checks for installed security applications in a particular
scanning profile:

1. From the Network & Security Audit Options tab, click on the
Applications sub-tab.

2. Click on the Security Applications tab.

3. Select the scanning profile that you wish to customize from the left
pane under Profiles.
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4. Select the Detect and process installed antivirus/antispyware
software on target computer(s) option.

NOTE: Security applications scanning are configurable on a scan
profile by scan profile basis. Make sure to enable security applications
scanning in all profiles where this is required.

Customizing the list of security application for scanning
To specify which security applications will be scanned during an audit:

1. From the Network & Security Audit Options tab, click on the
Applications sub-tab.

2. Click on the Security Applications tab.

3. Select the scanning profile that you wish to customize from the left
pane under Profiles.

4. Select the security applications that you wish investigate.

Configuring security applications - advanced options

Use the Advanced button included in the Security Applications
configuration page to configure extended security product checks that
generate high security vulnerability alerts when:

1 The anti-virus or anti-spyware product definitions files are out of
date.

T The ORealtime Protecti onvusbramtit ure of
spyware application is found disabled.

1 None of the selected anti-virus or anti-spyware software is
currently installed on the scanned target computer.
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7.12 Configuring the security scanning options

Use the Scanner Options tab to configure the operational parameters
of the security-scanning engine. These parameters are configurable
on a scan profile by scan profile basis and define how the scanning
engine will perform target discovery and OS Data querying.

Screenshot 98 - Scanning Profiles properties: Scanner Options tab

Configurable options include timeouts, types of queries to run during
target discovery, number of scanning threads count, SNMP scopes for
gueries and more.

NOTE: Configure these parameters with extreme care! An incorrect
configuration can affect the security scanning performance of GFI
LANguard.
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