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1 Introduction

1.1  Introduction to GFI Network Server Monitor (GFI NSM)

GFI Network Server Monitor is a network and server monitoring tool that allows administrator s to
monitor the network for failures or irregularities automatically. With GFI Network Server

Monitor, you can identify problems and fix unexpected conditions before your users (or

managers) report them to you!

GFI Network Server Monitor maximizes network availability by monitoring all aspects of your
servers (including UNIX/LINUX servers), workstations and devices (routers, etc.). When it detects
a failure, GFI Network Server Monitor can alert you by email , pager or SMS as well as take
corrective action by, for example, rebooting the computer, restarting a service or running a

script or external file. GFI Network Server Monitor can also choose the type of alert to be used,
depending on the time that an important event (e.g., check failure) occurs, and also in relation
to the working hours you specify during the setup of the intended recipients.

In GFI Network Server Monitor, monitoring checks are created using wizards. A wizard call ed the
Quick Start Wizard, which can create a batch of checks, has also been included. This wizard
enables you to quickly create a number of checks at one go - depending on computer OS, role,
etc - making it possible for GFI Netw ork Server Monitor to be up and running in the least time
possible.

In GFI Network Server Monitor all monitoring checks are organised in folders. You can configure
each monitoring check individually or you can choose to configure all the checks in a folde r
simultaneously through property inheritance . Property Inheritance allows you to set up
important check parameters (such as target computer) within the folder properties and have
these parameters passed on to the checks contained in that folder.

GFI Network Server Monitor also supports nested folders. This allows for greater flexibility when
creating monitoring checks structures that reflect the network layout you are monitoring (by
zone, companies being served as well as check function).

1.2 Key features

Enterprise class architecture

GFI Network Server Monitor consists of the monitoring service called the GFI Network Server
Monitor 7 Engine, the configuration and management Ul program called GFI Network Server
Monitor Configuration and a result monitoring service called GFI Network Server Monitor
Attendant. No agent software needs to be installed on the computers that you wish to monitor.
The Network Monitor Engine is multi -thr eading and can run 24 checks at a time. This software
architecture allows for high reliability and scalability to monitor both large and small networks.

Setup monitor checks using wizards

Check setup wizards help the user to quickly set up an efficient mon itoring system using the
built -in checks available in just few steps. It is also possible to create a batch of checks
simultaneously using the Quick Start Wizard . By default, the Quick Start Wizard can
automatically generate moni toring checks for target computers running Windows or specific
Linux OSs including SUSE, Mandrake, Redhat and Fedora.

Property inheritance

By default, GFI Network Server Monitor organizes all checks in folders. Through property

inherit ance, it is possible to specify central properties common to all checks to be contained in a
folder (e.qg., target computer) and have those properties propagate down to the checks
contained in that folder.

Alerts administrators via email , pager or SMS

When it detects a failure, GFI Network Server Monitor can send alerts via SM$ager , email or a
network message. SMS messages are sent through either an SMS service provider (SMjdirectly
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through a connected GSM phone/modem or using an Email to SMS service, such as Clickatell. GFI
Network Server Monitor can also choose the type of alert to be sent d epending on the time that
an important event (e.g. check failure) occurs and in relation to the working hours  specified for
the intended recipients.

In-built Exchange 2000/2003 monitoring

Out of the box, GFI Network Server Monitor checks the status of your Exchange Server by
monitoring critical Exchange services and performance counters (Information Store, mailboxes,
SMTP service, etc.).

Monitor your database servers (SQL/ODBC)

GFI Network Server Monitor can check for the availability of database applications. Out of the
box, it can monitor Microsoft SQL server via ADO. Other databases such as Access, FoxPro,
Paradox, SyBase, Informix, IBM DB2 and many more, can be monitored via ODBC.

Monitor remote Event L ogs

GFI Network Server Monitor can scan Windows Event logs on locat or remote computers and look
for specific Event Sources, Categories, and Event IDs as well as for patterns in the Description of
the Event. In addition it can look for mu ltiple events occurring in a specific time interval, for
example antivirus alerts posted in the last 30 minutes.

Support for nested folders

Nested folders (folders contained within other folders) are available in the Enterprise/Consultant
editions of GFI Network Server Monitor.

Through nested folders, you can organize monitoring checks into a hierarchical structure that
reflects specialized monitoring network needs (e.g., grouping of mon itoring checks by zone,
companies being served, or check type grouping).

Support for SQL Server database backend

Out of the box, the Consultants/Enterprise editions of GFI Network Server Monitor can store
monitoring data in MS Access as well as in an SQL Server/MSDE database backend his new SQL
Server support allows you to efficiently monitor and collect network status data from

environments which generate large volumes of monitoring data. These include | arge networks as
well as mission-critical systems. You can configure which database backend to use both during
installation and after (i.e., from the configuration module).

Built -in checks for computers running Windows OS

» Generic VB Script dEnables youto customize/build monitoring checks using your own
VBscript functions.

» OS Object performance counter & Determines the performance of applications by
checking the properties of OS objects on target computers.

» Command Line executable output d Executes command line applications and checks text
output for specific response.

» Process Properties function d Checks the properties of processes running on target
computers (e.g. Memory/CPU/Handles).

» Event Log function o Verifies if the speci fied (Windows) events, occurred on target
computer(s).

» File existence function dChecks for the existence of a particular file; e.g. results of
scheduled batch jobs.

» Disk spacefunction & Checks for available/used disk space.

» Services function dChecks if the specified Services are running on local or remote
computer.

» CPU usagefunction dMonitors and restricts processor usage.

2| Introduction Manual



»
»
»

»

»

»

»

»

Built

M

M

~

>

Built

»
Built
»
»

»

»

»

»

»

»

»

»
»

»

Directory size functi on d Monitors and restricts the size of a specified directory.
File size function dMonitors and restricts the size of specified files.
LDAP Queryd Checks the status of LDAP services on target computers.

Physical Disk Condition function dChecks the physical health of disk drives on
windows based target computers.

Disk drive function - Monitors the physical status of specified disk drives.

Printer availability function dChecks for the status of printers connected to target
computers.

Process running function d Checks that processes are running on specified target
computers.

Users and GroupsMembership function d Monitors user groups against the presence
of unauthorized users.

-in checks for Windows applications

Generic ISA Server checkd Monitors the status of ISA Server services.

Generic Exchange Server checkdMonitors the status of Exchange services and important
performance counters.

Generic MS SQL/ADO checkMonitors the status of MS SQL databases using ADO.

-in checks for databases

ODBCfunction dChecks the availability of a database using ODBC.

-in checks for network/Internet protocols and services

HTTP function 8 Checks the availability of HTTP and Https sites.
FTPfunction dChecks the availability of an FTP server/site.

IMAPfunction dChecks the availability of IMAP mail servers by remotely connecting to the
IMAP port. It can also (optionally) check mailbox authentication as well as count the
number of emails in a specific mail folder.

NNTPnews server function - Checks the availability of NNTP news services.

POP3server function - Checks POP3 servers by establishing a connection, doing a
handshake and optionally authenticate and check the inbox mail count.

SMTP serverfunction - Monitors mail servers by establishing a connection and doing a
handshake in order to check if the SMTP protocol is working correctly. The SMTP check
also allows mailbox authentication as well as sending of test emails.

Terminal services: Port check - Checks if the terminal port is open on local and remote
servers.

NTPtimeserver function o Monitors the status of timeservers.

DNS serverfunction - Checks various types of DNS server records by retrieving record
values and comparing them against specified values.

ICMP pingfunction - Checks a remote host for availability.
Generic TCP/IP port function dChecks if a port availability and response.

Email route function &Checks that the email services ar e working properly by sending a
test email through an SMTP server and verifying that it has been delivered to the
destination mailbox.

Built -in checks for SNMP (Simple Network Management Protocol)

»

Manual

SNMPMunction 8 Monitors specified variables on remote computers or devices via the
SNMP GET mesge.
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Built -in checks for Linux/Unix OS

» Generic Secure Shell (SSH) checld Allows you to create custom monitor functions which
can be remotely executed on Unix/Linux based computers through the Secure Shel | (SSH)
service running on that computer.

» File existence function dChecks for the existence of a particular file on Linux/Unix based
computers; e.g. results of scheduled batch jobs.

» CPU usagefunction 8 Checks andrestricts processor usage on Linux/Unix based target
computers.

» Directory size function dChecks and restricts the size of a specified directory on
Linux/Unix based target computers.

» File size function dChecks and restricts the size of a specified file on Linux/Unix based
target computers.

»  Printer availability function 6 Checks the status of network printers connected to
Linux/Unix based target computers.

» Process running function & Checks if a specified process is running on Linux/Unix based
target computers.

» Users and GroupsMembership function d Monitors user groups on Linux/Unix based target
computers against unauthorized users.

» Disk Partition Check d Checks the state of mounted drives on Linux/Unix based target
computers.

» Disk spacefunction dChecks and restricts the available hard disk space on Linux/Unix
based target computers.

» Daemons function d Checks the state of a particular daemon on target computers running
a Linux/Unix OS.

Take corrective action automatically

When an important event (e.g., check failure) occurs, GFI Network Server Monitor can attempt
to correct a problem by restarting a failed service, reboot a target computer/server or launch an
executable, batch or VBScript file .

Monitor processes, services & CPU usage

GFI Network Server Monitor enables you to check for critical processes and services running on
local and remote computers. You can also monitor the CPU usage of a computer to ensure that
applications are running properly.

Build custom network monitor checks using scripts

Although GFI Network Server Monitor includes an extensive set of default monitoring functions,
you can build your own custom checks using a scripting language such as VBscript or shell scripts
for Unix environments. SSH (Secure Shell) is used for remote connections to Unix based
computers. In VBscript, you can make use of WMI and ADSI WMI is an interface to a broad range
of hardware/software/OS -related properties of a computer, allowing you to perform almost any
check. Using ADSI yai can interface to Active Directory. GFI Network Server Monitor includes a
library of sample scripts, and others are continuously being added to the GFI website.

Monitor users, groups & other Active Directory information

Use GFI Network Server Monitor to monitor directory information. For example, monitor group
membership of the domain admins group. You can also check user accounts (locked out,
disabled, etc.), computer accounts, groups, group membership, organizational units, and so on.
A subset of NTDS (N'4-based SAM account database) can be queried too.

Additional Network Support Tools

Additional Network support tools have been included in GFI Network Server Monitor to help you
troubleshoot your network. These tools include :-
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» Enumerate Computers function dSearches your network for a list of domains, workgroups
and constituent computers.

» Enumerate Processes function d Searches for processes running on local or remote
computers.

» DNS Lookup functiond Resolves Domain Names taheir corresponding IP address.
» Whois function d Looks for information related to a specified domain, or IP address.

» Traceroute function & Shows the network path that GFI Network Server Monitor used to
reach a target computer.

»  SNMP Auditd Performs an SNMPAudit in order to define weak strings.
» SNMP Wallé Allows you to receive SNMP information from an SNMP Server.
Reporting

GFI Network Server Monitor allows you to create reports that detail the availability of your
network resources. Such reports can be created in HTML as well as in XMLCSV if they need to be
imported by other favorite applications.

Other features

»  Allows you to specify maintenance periods to avoid alerts being sent during scheduled
maintenance.

» Allows you to store check logs to text file.

» Allows you to setup dependencies to avoid receiving multiple alerts when the servers or
services on which other computers depend, are down or unavailabl e.

1.3  GFI Network Server Monitor components

GFI Network Server Monitor is a client/server application, based on a central monitoring service
able to run on Windows NT or higher. This application monitors servers and workstations in your
LAN, WAN or even outsie your enterprise without the need of any other additional software.
This software architecture allows for high reliability and scalability to monitor both large and
small networks.

GFI Network Server Monitor consigs of 3 main modules which are: -
» NSMUI.ee dNetwork Server Monitor configuration and user interface.

» NSMENGINE.ex&Network Server Monitor engine/service (multi -threading engine able to
run 24 checks at a time).

» NSMATTENDANT.ex@Service which controls web result monitoring, web server acces s,
etc.

1.3.1 Network Server Monitor Engine

The GFI Network Server Monitor Engine is a windows service that polls the servers in your
LAN/WAN for availability at specific time intervals. This is a multithreading service, allowing 2 4
simultaneous checks to take place at the same time.

— | GFI Network Server Monitor only makes use of the protocols and application layers
—_1 available in the Operating System for running its checks, th us no agent software
installation is required on the servers to be monitored.

1.3.2 Network Server Monitor configuration

The GFI Network Server Monitor configuration program is the user interface to the GFI Network
Server Monitor engine. Use this module to con figure all settings required for GFI Network Server

Marual Introduction | 5



Monitor. To launch this module go on Start > GFI Network Server Monitor program group > GFlI
Network Server Monitor configuration.
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5%. Alerting Options

5%. General Options

[—]—-Jﬂ Tools

-2 Enumerate Computers
-2 Enumerate Processes
-2 DS Lookup

e whoiz

95 Tracenute

e SNMP Awdit

e SNMP walk

= General

-ﬂ'_}fj] “Yersian Infarmation
gj Licenszing

‘,_é How to purchase

;é Support Center

- Knowledge Base

4@ GFl LAMguard M.S.5.
4@ GFl LAMguard P.5.C.
48 GFl LAMguard 5.E.LM.
48 GFl Metwark Server Monitar

5% [ atabase Maintenance Options

B<GFi

SECURITY & MESSAGING SOFTWARE

GFIl Network Server Monitor

Monitoring Checks Configuration

Configure the checks to be made to ensure continuous uptime of the machines on ywour network,

Monitoring Checks Status

“iewy the monitoring checks overall status.

Program Configuration

Contains tools which allow you to configure the NS users and groups, as well as choose how
users are notified about important events.

Tools

Contains tools which will eaze general administration of the GFI Metweark Server Maonitar.

General

Contains warious utilities and tools which will enable you to keep your GFI Metvwork Server
Monitar builds up to date and running. Youw can access latest news sources and support at GFI
as well as license your installstion.

Screenshot 1 - The GFI Network Server Monitor configuration
The main GFI Network Server Monitor configuration display is divided into two windows.

» Tools Explorer window (left view) & Contains nodes, check folders and tools required for
the configuration and running of GFI Network Server Monitor.

» Event Window (right view) &Multipurpose window in which the contents and options
related to the nodes selected in the Tools explorer (left) window are displayed (e.g.,

Clicki

ng

on 6 Moarntiutsodr innogd eC hi enc kt hSet

monitoring checks in this window).

Tool s

Expl or el

The GFI Network Server Monitor configuration module can be installed on any local or remote
workstation/server running Windows 2000 or higher. GFI Network Serve r Monitor configuration

connects to the GFI Network Server Monitor engine for retrieval of monitoring data.

1.3.3 Network Server Monitor Attendant

The GFI Network Server Monitor attendant module is the service responsible for web
updates and the NSM web server.

14

;._-;A Server Monitor.

License scheme

result

The evaluation period allows you to explore and use all features present in GFl Network

You can purchase a license key online from GFI and use this key without the need to re -install
GFI Network Server Monitor. More information on how to order a license key is available at

http://www.gfi.com/p

6| Introduction

ricing/pricelist.aspx?product=NSM
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2 Installing GFI Network Server Monitor

2.1  System requirements

2.1.1 Supported operating systems(x86 or x64)
» Windows 2008 (R1 and R2)d Standard, Enterprise
» Windows 20038 Standard, Enterprise
» Windows 2000 & Professional, Server, Advanced Server
» Windows 7 - Standard, Professional, Enterprise
» Windows Vista d Enterprise, Business, Ultimate
»  Windows XPd Professional
» SBS 2008
» SBS 2003

2.1.2 Other components
» Internet Explorer 5.5 (SP2) or later
» .NET framework 1.1
» MDAC 2.6

2.1.3 Target computer components
»  WMIadincluded in Windows 2000 or higher. WMI must be enabled.

» Windows Scripting Host 5.5 or higher drequired only if there are configured checks that
are using VB Script. Windows Scripting Host is included in Interne t Explorer 5.5 (SP2) or
higher.

2.1.4 Hardware
» CPU- 2GHZ
» RAM (minimum/recommended) 6512 MB/ 1 GB
» Hard Disk spaced 100 Mb

2.2 Installation procedure

The installation wizard installs the actual monitor service, the configuration module and all the
required application files automatically. To start an installation:

1. Exit all Windows Programs and log on as Administrator.

2. Launch the GFI Network Server Monitor installation wizard by double -clicking on
O6Net wor kServer Monit og 7weelxcedme Acki slooogn iass dihspl ayed,
start the installation.

Manual Installing GFI Network Server Monitor | 7



i GFI Network Server Monitor 7.0 Setup I =]

GFI Hetwork Server Monitor version 5.5 detected -

>
1]43

Pleaze choose if wou want to remove M5 5.5

Setup has detected that GFl Metwork Server Monitor version 5.5 1z installed. Do pou warnt

to remove GF Metwork, Server Monitor verzion 5.5 priar to installing GF1 Metwark Server
b onitor version 77

ez, | want to remove GF Mebwork, Server b onitor sverzion 5.5 prior to installing
wersion .

* Mo, | do not want ta remove verzion 5.5 prior to inztalling vergion 7.

< Back Cancel

Screenshot 2 - Previous Version Detected

3. The Installation Wizard starts by checking if you have previous versions of GFI Network Server

Monitor installed on your computer. Specify if you want to keep any previous installation
detected or instruct the wizard to uninstall it for you.

& GFI Network Server Monitor 7 Setup I =]

Check for latest build availability -
Check far a newer verzion of GFl Metwark, Sereer Monitor 7. ]]4_1

T hiz installation can check whether there iz a newer build for GF| LaMNguard .58, 7.
downloadable fram the GFl web zite. This procedure will require an intermet connection in
order to connect to the GFI web zite.

" ez, please check for a newer version of GFI M.5.M. 7 an the GFl web site.

¥ Mo thank yow, do not check for a newer version and continue with the curent installation,

< Back Cancel

Screenshot 3 - Check for latest build

4. Choose whether you want the installation wizard to look for a newer version of GFI Network

Server Monitor on the GFI website or click ONexto
|l icense dial og, read t he | i clenfdcaomepta gtrheee meinc e ncsair neg
and click on O6Nextd to continue.

8| Installing GFI Network Server Monitor Manual



& GFI Network Server Monitor 7 Setup I =]

Import configuration setup

-3
[rmport configuration settings fram an older installation, ]]4_1

Presviouz installation of GFI M.5.M. detected. Do pou want to import your previous
configuration files or re-configure the application?

{+ |mpart setiings used in older build
" Make a clean install

< Back Cancel

Screenshot 4 d Import settings from an older installation

— | The following stage is required only if GFI Network Server Monitor 6 or higher have
—.1 been previously installed on your computer.

5. Choose whether you want to import configurati on settings from an existing installation or else
continue with a new (clean) installation. Click

Manual Installing GFI Network Server Monitor | 9



& GFI Network Server Monitor 7 Setup I =]

Licensze Key -
Enter the fallowing information to personalize vour installation ]]zb

Fleaze enter yaur name, company and licenze key. [f you do not have a license key vou can
uze GFI M.5.M. 7 az an evaluation wersion.

Full M ame: | Jazon Micallef
Company: |EFI Software Ltd.
Licenze ey |Evaluatinn

Cancel |

Screenshot 5 - User and License key details

= The following stage is only required during a new (clean) installation.

6. Specify the full user name, the company name and the license key. If you are evaluating the
product, leave the evaluaton key as default (i.e. OEvalwuationd).

jj‘ After you have purchased the product, there is nho need to uninstall and reconfigure GFlI

|—1 Network Server Monitor because you can enter the new license key directly from the
GFI Network Server Monitor configuration program. For more information, please refer
to the O6Entering your Licenmthisdhapter. aft er

10| Installing GFI Network Server Monitor Manual



& GFI Network Server Monitor 7 Setup I =]

Uszer Account Information -{

Fleaze enter requested data N

The GFI M.5.M. 7 engine zervice runs the monitoning checks against the tarnget computers. By
default checks which require logging in to the target computer will uze the secunty contest of
the account under which the engine service is unning. It iz recommended to run the
attendant enging service under a domain administrator account,

Setup GFI M.5.M. ¥ engine service o run under:

" The local gystem account
¥ A domain administrative account

fecount: |GF|M;1LTmiasc.n

HHMREMMHHY

Pazsword:

HEHRXEHRRHHH

Canfirm Pazsword:

HOTE: Specify the user name in the format ‘DOMAIMAMISERMARME

< Back MNewt > | Cancel

Screenshot 6- Service Account details
7. Specify a service account for GFI Network Server Monitor.

?L The GFI Network Server Monitor service must run with administrator credentials. It is

.—21 recommended to provide a Domain Admin or Enterprise Admin account, because GFl
Network Server Monitor will most likely need administrative rights to access the servers
on your domain. However, it is not manda tory to provide a Domain/Enterprise Admin
account for every monitoring check, since separate credentials can be provided or

inherited.
& GFI Network Server Monitor 7 Setup I =]
Mail Settings -
Enter admiristrator email and SMTP mail zerver zettings ]]zb

Fleaze enter the details af the SMTF zerver and email adrezs that are to be uzed by GFI
MHetwork, Server Maonitor ¥ for email notification.

Eramm:

Tor |administratnr@lncalhust

SMTP server. [127.0.0.1 ot |25

* SMTF server does not require authentication.

" SMTP server requires authentication.

SMTP User: |

SkTF Pazswaord: | Werify Mail Settings |

< Back MNewt > | Cancel |

Screenshot 7 - Mail Server details
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= The following stage is only required during a new (clean) installation.

8. Specify the SMTP/mail server details (Hosthame/IP and Port) as well as the email address
where generic alerts wi | | be sent. Click on O6Nextd to

—1 during configuration.

—4 Mail Settings

& GFI Network Server Monitor 7 Setup [_ ]
Installation Type -3
Chooze the ingtallation type that best zuits pour needs. ]]4_1

Chooze a databaze in which GFI Hetwork Server Manitar 7 will gtore the status of the checks
inta. The status of the checks can be stared in:

¥ Microzoft Access (M5 Access does NOT need to be installed).
" Microsoft SOL Server 7 ar higher/MS0E.

Maote: For larger netwaorks it iz recommended that you uze Microzoft SOL zerver [ or
higher] or MSDE. MSDE iz provided for free on the Microsoft Office 20005=<F/2003 CD.
For more infarmation please see the manual.

Cancel |

Screenshot 8 - Select a database backend

— | You can define separate email alert addresses for each check from the check properties

9. Specify which database backend must be used to store the results of its monitoring
operations. You can choose between Microsoft Access, Microsoft SQL Server 2000 or MSDE. Click

on O6Nextdo .to continue

recommended.

L)

larger volumes of data efficiently and without limitations.

— | MS Access database backendisage is recommended for small networks. For medium
—.1 and larger networks, usage of Microsoft SQL Server 2000 as a database backend is

MSDE can handle up to 2GB of data while Microsoft SQL server is capable of handling

10. If Microsoft SQL Server is selected as a database backend, specify the IP or hostname on
which the SQL server is installed as well as logon credentials . You can use both SQL Server users

as well as Windows NT authentication to access the database. C| i ¢ k
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— | When using Windows NT authentication, ensure that the GFI Network Server Monitor
—.1 services are running under user accounts which can access the SQL Server databases.

11. Specify the installation path for GFI Network Server Monitorandc | i ck on O Next d6. Th
installation will need approximately 30 MB of free disk space.
12. Click on O6Finishdd to finalize the installatio

2.3  Entering you r license key after installation

If you have purchased GFI Network Server Monitor, launch GFI Network Server Configuration,
right click on O0Licensingd in the 06General d node
keyinthedi al ogue on di splay and click on 060OKS®&.

— | By default, GFI Network Server Monitor has an unrestricted fully functional evaluation

—1 period of 10 days. If the data you provided in the download form is corr ect, you will
receive by email a license key which enables you to evaluate GFI Network Server
Monitor for 30 days.

You must have a GFI Network Server Monitor license for every server that you wis h to
monitor.

L)

‘= | Entering the license key should not be confused with the process of registering your
.—.1 company details on our website. This is important since it allows us to give you support
and notify you of important product news. Register on:
http://www.gfi.com/pages/regfrm.htm

2.4  Changing NSM Engine Service logon credentials after installation

The GFI Network Server Moritor Engine Service account details are set up during the installation
phase. There is no way to change the service credentials from the GFI Network Server Monitor
configuration applicati on. The only way to change such details is as follows:

1. Start >Settings >Control Panel > Administrative Tools >Services.

2. Do u bl eGFtNeiworikServen Mohitor 7.0 engine 6 .

3. Click on the 6Log Ond tab and make the require
4.Clickond6 OK6 to exit.

Manual Installing GFI Network Server Monitor | 13
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3 Configuring GFI Network Server Monitor

3.1 Getting started with GFI Network Server Monitor

— | All configuration settings for GFI Network Server Monitor are carried out from GFl
—1 Network Server Monitor configuration. Launch this configuration program from Start >
GFI Network Server Monitor program group > GFI Network Server Monitor configuration.

Introduction to monitor checks

Monitoring checks are tests which verify the condition of speci fied computers and services on
your network. These tests check:

» Hardware status: i.e. verify that target computers and related hardware components are
available and running (e.g. Printer availability and Physical disks availability check.)

» Applications and Services: i.e. verify that specific services and applications are running
on target computers (e.g. Generic Exchange Server Check and DNS Server checks).

In GFI Network Server Monitor, you can create single checks as well as batches of checks using
the available wizards.

3.2  Quick Start Wizard

The Quick Start Wizard helps you quickly create and setup a batch of monitoring checks suitable
for your network. This wizard is automatically launched the firsttim e that GFI Network Server
Monitor is started, in order to help you get your network monitoring system up and running in

the least possible time.

GFI Network Server Monitor 7.0 [_ (O] x]
File  Toolz: Help
= | #h
Toolz Explarer MWame 7 I Type | State | Target Com)
. GFI Metwoark, Server Monitor [JABC K <Folder: Specified in
B puafiouuation FAARC A <Felder> Specified in
B Monitoring Checks S Falder... <Folder> Specified in
=18 Program Configuiatio  C o yi bl Hnaek <Folder> Specified in
E|--- Uszerz and Group ———— -
Quick Start Wizard...
o -8 Users Refresh
c@ Groups
g Alerting Options
i General Options
------ Database Options
-5 Tooks
M- General 4| | j
|4 Folder(z). 0 Maonitoring Checklz] | |Number of IP=/Computers being monitored : 5100000 v

Screenshot 9 d Launching the Quick Start Wizard from the Tools Explorer window

Once ready, you can still make use of this wizard by launching it from File > New > Quick Start
Wizardor Right Click on thefiidodponatioondgn&€theciks ©Che T
window and go to New > 06Quick Start Wi zar do.

Running the Quick Start Wizard
1. Launch the 6Quiamki 81 arctk Winz&MNe& xt 6.
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Quick Start Wizard...

Step 1/9: Specily the 05 of the server(s] to monitor.
Specify the operating system of the zerver(z] which will be monitored.

S

5 Wwindows 2P

& windows 2003 Server
& Suze Linus
W Fiechat Linus

kandrake Linwe
Id Fedora Linus

¢ Back | MHest » I

Carnicel |

Screenshot 10 d Specify the OS of the target computer

2. Select the operating system installed on your target computer(s).

Quick Start Wizard...

Step 2/9: Specily the zervices the server(s] provide.
Specify the services mnning on the target server(s).

=

Fiaole | Dezcription

= Lf;'iMiu:ru:usu:uft “Windows Domain Foles

,_g., DMS Server
ED DHCP Server
G WINS Server
[Z] Application Server
f_:} Terminal Services
£ Print Server
- PJWEb Server
- iihjIIS “Web Server
O i:"JSMTF' Server
O #9web Server
O ©4FTP Server
= [ =] &pplication Firevsall
M1 154 Seneer 2004

[

¢ Back | MHest » I

Caricel |

Screenshot 11 d Specify the services provided by the target computer

3. Based on the operating system selection, GFI Network Server Monitor brings up a set of

applicable roles for that operating system. Select any additional roles that the

target

computer(s) have within your network. Click on Next to continue.

Manual
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Quick Start Wizard...

monitored.

Step 3/9: Specily additional applications installed which need to be Lo
Specify third party applications which are running on the target zerver(s).

| Diezcription

I
o
m

= [E] EEiGFI Software Ltd.
| GFI LM guard 5.E L0,
GFI LaN guard M.5.5.
GFI LéNguard P.5.C.
[ [0 GFI L guard M.5.M.
(@] GFI web Manitr
[ [ GFI Faxmaker
O[] GFI MailE ssentials
O G Mailsecurity
GFI b aildsrchiver
= ™ Symantec

O & Horton Antivinus 2005
=4O [ﬂ M arman
=0

oS O P B [ OO B+ O

O [ﬂ M arman s Contral w5
PE Kazpersky Lab
O P& kazpersky snti-Vinus for Windows File ..

¢ Back | Hewt > I Cancel |

Screenshot 12 d Specify additional applications that require monitoring
4. Select any additio nal important service applications installed on the target computer(s).

Quick Start Wizard...

Step 4/5: Specily the zerver[z] names ﬁ “

Specify for which computers the monitoring checks will be created:
TEST Server_3 Add

ThJazon Bemove
TEST Server 1
TEST Server 2

Select...

il

Impart....

1 The checks wil be created in this folder: [ <F oot Falder: |
Click. here to zelect a different falder recipient.

< Back MHewt » Carnicel

Screenshot 13 - Select target computers
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5. Specify the target computer(s) on your network whic h fit the options you selected (operating

system / roles / applications). Click on next to continue.

TIP: Use the 'Select' button to choose from a list of computers
network.

TIP:Use the Ol mportod
text file containing one computer name per line).

6 . Click on O6Finisho.

b u tatget computer nhnee@)dront ahtext file (plain

detected to be running on your

A default set of folders (one per target computer) containing the checks for that target

computer will be created.

3.3  Creating monitor ch ecks

To generate a new check, use the Create New Monitoring Check Wizard. This wizard asks you

for:
» The type of check to create
» The properties relevant for that type of check
» The target(s) to run the monitoring check against .

Example: Creating an ICMP Ping check

t he
go on

on
and

1.Right-c | i c Kk
wi ndow)

OMoni tori
New >

ng
Mo ni

Mew Check

Create new monitoring check.
Select which tupe of monitoring check you want to create.

Checks

toring Checké

Select which twpe of monitaring check do vou want to make:

Check Tvpe | D escription

= [ Metwark/rtemet protocol: and servi..
[Z] HTTRHTTP:

Check the awvailability of HTTP and HT TP=...

i:l FTF Check the availability of FTF zites.
r.é:l IMAP Mailzerver Check the availlability of an IMAP server by, —
i:l HMHTF Mewszerver Check MMTP news servers by establizhing ...
E:I POP3 Mailzerver Check that the POP3 Server is running on t...
i:l SMTF Mailzerver Checks that the SMTP zerver running on k...
IE:I MTF Timezerser Check the availability of MTP time servers.
r.é:l DS Server Check DNS Server entries on a target com...
ICKMF Ping Check availability of a target computer(z].
r.é:l Genenc TCRAP Check local or remote zervers by challeng...
r.é:l Email Route Enzures that the email iz working properly b. .
= [I5NMP
r.é:l Generc SHMP The SMHMF GET meszage allows an inform....
I:Ir‘ﬂllnfnws.ljﬁ j
¢ Back | MHest » I Cancel |

Screenshot 14 - Select Type of Monitoring Check required

2. Select the type of monitoring check to create (e.g., if you want to check the availability of a

target computer, sel ect

Manual

61l CMP Pingd).

Click

Configuring GFI Network Server Monitor | 17

of

(0]

n

Configuration

0N



Mew Check

ICMP Ping o
Check, awvailability of a target computer(z]. @J

Ping the target machine and process the resultz returned.

Make zure you Iw vI ping the target computer|z).

Thiz check will fail if the following parameters are nok met;

Send |4 echo requestz. Ensure that at least |4 replies are received.
Timeaut [rmzec)] far each reply: ISEIEIEI

@ The 'Timeout' figld can be uged to monitar the responze time of a computer.

Click here to load a sample.

¢ Back | MHest » I Cancel

Screenshot 15 - ICMP/Ping check properties dialog

3. Configure the parameters to be used by the selected check. Click on 'Next' to continue. The
ICMP/Ping check requires the following parameters:

» Make sure youé. . pi ngdg Spetifiewhetrenrtieg eing witl sucteed or &ait if
a ping reply is received.

» Number of Echo requests to send i Specify the number of consecutive pings to be sent
(e.9. 4)

»  Minimum number of expected replies i Specify the minimum number of replies that must
be received in order for the check to succeed. (e.g., 4)

» Timeout (m.sec) for each reply i Specify the expected response time (in milliseconds). This
is the time that the check will wait for a response to an echo request (i.e., the time between
successive echo requests).

— | On a congested network, echo response packets may take longer than 3 seconds to be
—, delivered. To avoid false alarms, adjust the timeout value according to the traffic present
on your network.
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Mew Check

Select computers. .. Lo,
Specify for which computers this monitoring check will be created.

Specify for which computers thiz monitoning check will be created:

ISASERVER

THJASOMN

Hemove

Select...

Impaort...

i

¥ | Create the checks in a dedicated folder for every computer [Fecommended]

[ ] The checks will be created in this folder: [ <Foot Folders |
Click here to zelect a different folder recipient.

¢ Back MHest » Cancel
Screenshot 16 8 The Select Computer(s) dialog
4. Select the target computer(s) to ping.
TIP1: Youcanalsoenumer ate target computers by <clicking o
from where you can choose the required target computer(s).
TIP2:You can import the Ilist of target computers fr

make sure that the text file is in plain text.
5. Optionally, you can specify a short description for the new check(s) to be created.
6. Click on OFinishé to generate the | CMP ping ch

Different types of checks: Different properties

GFI Network Server Monitor ships with a selection of monitoring checks. Different monitoring
checks require different parameters to operate. The New Check Wizard asks you to specify the
parameters required by the selected check during its creation.
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Logon credentials

Some type of checks (e.g., IMAP, POP3) may require alternative logon credentials to the ones
used to log on to the target computer. When applicable you will be asked to confirm or specify
alternative logon credentials to be used for that check.

Mew Check

Logon Credentials... Lo,
Fleaze enter the logon credentials that will be used by thiz check,

[T Inhert authentication and access credentials fram parent folder [Fecommended)

The monitaring check will connect to the target machine(s) using:

£~ the security cortext of the account under which the NSk engine service iz unning
+ altemative credentials:

User name: IJaSDnM

Password: Ixxxxxxxxxxxxxxxxm1

" certificate authentication [LinusUniz logons]:

[Izer name: I

Certificate Hle; I _l

Hate: To monitor *Windows computers you need to specify alternative credentialz or uze the security
cohtest under which the N5M engine service is runhing.

T o manitor non-windows computers such as Linus machines you need to specify alternative
credentialz or a certificate authentication file.

¢ Back | MHest » I Cancel

Screenshot 17 - Logon Credentials dialog

As an example, the IMAP Mailserver check uses logon credentialsto connect to the mailserver
and check its availability. In addition, this check also requires alternative credentials to
physically log on to target a mailbox (i.e., perform a mailbox authentication check) in order to
count the number of emails in a specific f older within this mailbox.

By default, logon credentials parameters are inherited from the parent folder. To specify
alternative credentials (e.g., for mail box access
password fromparent f ol der d option and configure according

Non computer specific checks

Some type of checks (e.g., http/https) are not computer -specific. While the web server may be
running on a computer in your domain, when querying a websit e, you will not specify the target
computer but the domain to query. When this is the case, you will be asked to select a folder
under which to put the newly created checks.
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Mew Check

Select T arget Folder Lo,
Select the folder in which the monitoring check will be created @J

Ligt of available folders:

=l I:l <Foot folder:
|:| ABC Lid
-] DEF Ltd

------ (1 ABC Id

Create new folder |

J HOTE: The check you selected to be created is not computer bazed [Does not require
_,.J} a target computer bo be specified].

¢ Back | MHest » I Cancel |

Screenshot 18 d The Select Target folder dialog

— | Refer to 'Configuring Monitor Functions' chapter for more information on the type of
—.1 checks supported by GFI Network Server Monitor.

3.4  Configure monitor check properties

About monitor check properties

Monitoring checks require parameters which define
Frequencyd defines the time interval bet ween cons
parameters also pre-define the actions that GFI Network Server Monitor must trigger when a

check succeeds or fails (e.g. Alert parameters designate the type of alert to be sent, including

its recipient(s)). Parameters can be directly configured from the check properties ori  nherited

from the properties of the folder where the checks are stored. For further information on how to

inherit properties, please refer to the o6l nherit
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3.4.1 Configure general parameters

Properties - TMJASON - ICMP Ping can ping |

General |Eheu:k F'arametersl Logaon credentialsl .ﬁ.ctinnsl Dependenciesl Maintenancel

Check details

’:L/ Check Mame: ITMJ.-'i'-.SEIN - ICMP Ping can ping
Check Description; IEheck availahbility of a target cormputer(z).
T arget
_I. [ Inherit target computer from parent folder
:" The monitaring check will apply to the following computer;

HostnamedAR: | TMJASOM

Scan Freguency
[ Inhert scanning frequency from parent folder

Bur the monitoring check once ewveny:

|2 Iminutes j [rnirirnurm & zeconds]

Error Threzhold
[~ Inherit ermar threshold from parent folder

Consider thiz monitoning check. as a fall after:

IE EIrars

k. I Cancel | Apply

Screenshot 19 - Check properties dialog
To specify the general parameters of a monitor check (e.g., Check Name and Target Computer):

1.Right c¢click on the check to be configured and se
properties dialog will open in the 6General d tab.

2. Specify the following parameters:

» CheckdetalsdThe monitoring check name (e.@nd 6Fi |l ese
relative function description (e.g. Ping the Fileserver to check if it is available).

» Target d The name or IP address of the target computer on which this check will run (e.g.
FILESERVER or 192.168.1.10).

» Scan Frequencyd The time interval between con secutive executions of this monitoring
check (e.g. Specify a scan frequency of 10 minutes, if you want to run this check every 10
minutes).

» Error Threshold 8 The number of consecutive times that this check must fail before an
action is triggered (e.g. Spec ify an Error Threshold of 3, to allow a check to fail 3
consecutive times, before the check is classified as failed and alerts, etc. are triggered).

th Check failures occurring within the specified er ror threshold limit are known as errors.

.—1 GFI Network Server Monitor only defines a check as failed when the number of errors
exceeds the error threshold. The error threshold is necessary to avoid continuous false
alarms, triggered by check timeouts, associ ated with slow network connections or
delays in connection in extremely busy targets (e.g. File servers and Mail servers)

during peak hours.
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3.4.2 Configure check (functional) parameters

The check functional parameters are the test settings that define the role of a monitoring check
(i.e., each type of monitoring check requires its own configuration settings and parameters). For
further information on functional parameter setups, please refer to the Configuring monitor
functions ch apter in this manual.

Example: Configuring the functional parameters of a File Existence check.
GFI Network Server Monitor can check for the existence of a file. In this example, the monitoring

check willbe setuptolookfor a f il e called &6status. txtd.
Mew Check
File Exigtence Lo,
Check that the file exists, and optionally check i it containg a particular test. Eﬁ”

Check. that the file [UMC path]
IféNSMINST.-“-‘-.LLDIH?Q"-.EIrder.th |

{~ does not exist.
% exists,

v Eile must contain the following sting [not case senzitive):

vy, gfi. com

You can uge the Zcheck_target tag in the file path.

¢ Back MHest » Cancel

Screenshot 20 - File existence check parameters

1. Right c¢click on the check to be configured and
properties dialog will open in the 6General 6 tab.
2. Click on the 6Check Parametersd Tab and specif

» File (UNC Path) 8 The path to the file in UNC format (e.g. \\machine\monitor \status.txt)
that needs to be checked.

» Exists-Enable t he O6Exi std option to specify that thi
be successful.

» Fil e must dEnahtetthss bptich and specify the string that must be present in
the file in order for the check @aosfbel Gluccessf
3. Click on O6Applyd to accept the current configu

3.4.3 Define logon credentials

The logon credentials are the (logon) authentication details which a monitoring check req uires
to connect to a target computer.
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!

Computers running on Linux and Unix may require reference to a certificate
authentication (private key) file instead of the logon password. The certificate

authentication file is often required by the SSH module for authentication by

Linux/Unix computers.

!

By default, GFI Network Server Monitor uses the same security context account used by
the GFI Network Server Monitor engine.

Properties - TMJASON - File EXistence file "%oNSMINSTALLDIR %o, Order.txt’

Generall Check Parameters  Logon credentials |.ﬁ.|:ti|:|ns| Dependencies Maintenancel

Logon credentialz

[ Inhert authentication and access credentials fram parent falder
T hiz maonitaning check will connect ta the target machine(z] wzing:

™ the security context of the account under which the M5 engine zervice iz

TLnRiRG
 altemative credentials:

W=er name: I

Bazsward; I

+ certificate authentication [LinusUniz logons]:

I zer narme: IJ azanbd

Certifizate file: IE:'&GFI_LNSS.cer
Mate: To monitar Windows computers you need to specify altermative credentials
ar uge the security contest under which the N5k engine zervice iz minhing.

T o monitor non-indows computers such az Linus machings you need to specify
alternative credenhialzs or a cedificate authentication file.

k. Cancel Apply

Screenshot 21 - Logon Credentials Setup Dialog

To setup alternative or certificate authentication credentials:

1. Rightclickonthechec k t o be configured and select O6Pr
properties dialog will open in the 06General 6
2. Click on the ©6Logonnhetiraettbatication atl acéess tradentialsl f t
from Par e mptionfisedledtedyudsel e ¢ t it an d Alemaive Cedentialed 6

option o r  tClrtficate Authenticaton 6 opti on i nstead

3. Specify the user name (e.g., JasonM) and the password or the full path to the certificate file

(e.g., letc/passwd/cert_file).

ope
tab
he

4. Whenready, click on 6 Applyd to accept the current confi
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Alerts and actions

Properties - TMJASON - File Existence file "%oNSMINSTALLDIR %04, Order.txt’

Generall Check Parameters | Logon credential: — Actions | Dependencies Maintenancel

Alerts

A [ Inherit alert parameters from the parent falder
1~
- Specify the alert parameters to use on the occurrence of important events
during the monitoring of thiz check.

Settings... |

Run external file

= [ Inherit min external file parameters from parent falder

Specify the run external file parameters to use an the occurence of important
events duning the monitoning of this check.

J

Settings. ..

Reboot Computer # Bestart Services

[ Inherit reboot computerservices parameters from parent folder

Specify the reboot computer # restart zervices parameters bo uze on the
occurrence of impartant events during the monitoring of thiz check.

Settings... |

k. I Cancel Apply

Screenshot 22 - Actions Setup dialog

Actions refer to the activities which f ollow the occurrence of an important event, i.e., what
happens when a monitoring check meets a specified condition. GFI Network Server Monitor
supports the following actions:

» Alerts d Send messages to inform the recipient(s) of the event(s).

» Run an external file dLaunch an executable, batch or VBScript file when a particular
check fails.

» Rebooting a computer 8 Attempt to automatically correct a problem by rebooting the
target computer which has failed.

» Restarting services 8 Attempt to automatically correct a problem by restarting the
service(s) which have failed during a check.

Alerts
GFI Network Server Monitor supports email alerts ., network alerts and SM®&ager alerts.
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Settings - Alerts |

General!
Alerts
/v when the check fails:
= Send an email to: MSkadminiztrators
Send a network, message to; M5 kadminiztrators
Send a SMS meszage to: MSMAdrminiztratars

MOTE: Double click on alert type to zpecify recipients
Send failure alerts:

{* Only once after the failure

= Once every |1 minutes az long as the check continues failing.

[~ *when the check recovers from a failed state:

O 5end an email ta; <Mo Recipients Configured:
O 5end a nebwork meszage to: <Moo Becipients Configured:
[ Send a 5MS message to: <Mo Recipientz Configured:

HOTE: Double click on alert upe to speciiy recipients

k. I Cancel

Screenshot 23- Alerts Setup Dialog
These alerts can be sent in two situations:

» When a monitoring check fails dafter a configurable number of errors, the monitor check
is considered as failed.

» When a monitoring check has rd&ine@GlE Naewbrkf r om

Server Monitor can recover a server/device, it can be useful to send an alert to the
operator to inform him/her that the previous error is no longer  present.

About email alerts

To use SMTP email alerts the GFI Network Server Monitor service must have access to an SMTP
compliant mail server . GFI Network Server Monitor also supports SMTP servers that require SNTP
authentication, such as the Microsoft Exchange\llS SMTP serverSMTP AUTH is a protocol that is
used to verify that you are a user on the SMTP server. GFl Network Server Monitor is RFC 821 and
RFC 822 SMTP AUTH compliant.

— | GFI Network Server Monitor does not require IS to support e -mail; it communicates
—.1 directly to the SMTP server using the SMTP protocol.

About network alerts
GFI Network Server Monitor ma kes use of ©6Net Sendd (or 6Net
network.

— | Only computers that support NetBIOS can send and receive network messages. NetBIOS
—.1 messages can be sent to users and/or computers.

About SM3pager alerts

GFI Network Server Monitor can send SMSnessages through an SMS Center (via an attached
modem), directly through an attached GSM device (e.g., cell phone) or via a web -based SMS
gateway. When an SMS alert is to be sent through an SMS Center, GFI Network Server Monitor
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uses the modem to dial in to the SMSC provider and deliver the actual SMS message(s); most
countries have one or more SMSC service providers. When an SMS alert is to be sent via a web
based SMS gateway, GFI Network Server Monitor generates an email containing all the alert
details. This email is then sent to the web -based SMS gateway where it is converted to an SMS
and forwarded to the intended recipient.

3.4.4 Configure alert parameters

Properties - TMJASON - File EXistence file "%oNSMINSTALLDIR %o, Order.txt’

Generall Check F'arametersl Logon credential:  Actions | Dependencies Maintenancel

Achons

4 |v dnhert alert parameters from the parent folder
=
— Specify the alert parameters o use on the oecurence of important exents
duririg the momitoring af thiz check.

Settings... |

Run extermnal file

= v Inherit min external file parameters from parent falder

Specify the run external file parameters to wae an the oczurence of imparkant
events durng the manitanng of this check.

d

Settings...

Feboot Computer # Festart Services
@ [+ Inhert reboot cormputerservices parameters fram parent folder

Specify the reboot computer / restart semvices parameters o uge on the
accurence af impartant events during the manitantg af this check,

Settings... |

k. I Cancel Apply

Screenshot 24 - Actions dialog with Inherit options enabled

1. Right click on the check to be configured and sel ect O6Propertieso. By d
properties dialog will open in the 6General 6 tab.

2. Click on the d4Adteirdns @ ltealt. plafr atmeda ed&optionfisr om t he

selected (see above screenshtoitng,s du nisre Itehcet Alte ratnsd
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Settings - Alerts |

eneral |
Alerts
/v when the check fails:
= Send an email to: MSkadminiztrators
O 5end a nebwork meszage to; M5 kadminiztrators
O Send a 5M5 meszage to: MSMAdrminiztratars

MOTE: Double click on alert type to zpecify recipients

Send failure alerts:

{* Only once after the failure

= Once every |1 minutes az long as the check continues failing.

v *when the check recovers from a failed state:

iSend an email ko PS5 b drnimistratar
O 5end a nebwork meszage to: <Moo Recipients Configureds
O Send a 5M5 message to: <Mo Recipientz Configured:

MOTE: Double click on alert type to zpecify recipients

k. I Cancel

Screenshot 25 - Alerts setup dialog
3. Choose the event for which alerts must be sent:

» Sel ect 6When the c¢check fwadndverthidchecpfals.on t o send

» Sel ect 6When the check recovers fr
monitoring check recovers from a failed state.

om a fail

4. Select the type of alert to be sent (e. @,

alerts whenever this check fails).

Select users and groups... |
Available usersdaroups: Selected users/groups:
[ #} ‘N SMAdrministratar : E NS A dministrators

Sdd -

[
<- Hemove |

0k, I Cancel

Screenshot 26 d Configuring alert recipients
5. Double click on the users and/or groups that must be added to the list of alert
When all the intended recipients have

recipients.
been sel

— | Alerts are sent using the delivery details (email address, etc.) specified in the
—_1 properties of the select ed users. For more information on user properties, please refer

to the 6Configure user propertdesbapteti:
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=] Sel ectOnceéveryédéminut es as |l ong as the omtitne ONLY
\—.1 If this alert is to be sent more than once during the time that this check is in a failed
state. In this case specify the time interval (in minutes) required between each alert
sent. (e.g., Tosend an al ert every 10 minutes, sele
ti me interval ©Ouceauenkld minutes as brag ds thie éheck continues

fail)ingo

6. Click on O0Applyd to accept the current configu
3.4.5 Run an external file after an alert is triggered

Settings - Program Actions |

eneral |

Frogram Actions

:E Select which important eventz are of interest and which external filez bo run when they ocour:

¥ “w'hen the check faills execute the following list of files [exe. bat,.wbs):

File | FParameters | Add
hEmergencyhStop_dchivity exe ECHECK_TARGETX
Bemowe |

Fiur the abowe file:

% Only once after the failure

" Once every I‘I minutes az long az the check continues failing.

[ “when the check recovers from a Failed state:

File I Farameters I
chEmergencyhStart_schivity exe ZCHECK_TARGETZ

Hemove |

k. | Cancel |

Screenshot 27 - Run External File setup dialog

GFI Network Server Monitor can be set up to launch executables, batch and/or VBS cript files
whenever an important event occurs. This action is configured as follows:

1. Right c¢click on the check to be configured and
properties dialog will open in the 6General é tab.
2.Clickonthe ActionsTab. | f tméedit run external file paramet
option is selected, unsel ect it and click on 06Set
3. Specify the event condition during which the external file will be run:
» SelectdbWhen the ekhecktéai |l option to | aunch file
» Sel ect 6When the check recovers é6 option if vy

monitoring check recovers from a failed state.

4. Click on the respective 06AddLbtothafitcetobamexemuted speci
(e.g. c: \Error_folder\Capture_Error.exe).
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Settings - Program Actions - Specify file to execute

General
Specify the file to be executed. The file can be either 2 WEBS file or an
executable file such as BAT and EXE files.
File to execute:;
Iu::'xEmergenu:_l,l"-.Stu:up_.i'-.ctivit_l,l.e:-:e _l
Parameters to pazs bo the file:
I?SEHEEK_T.&HGETZ

Sypetem variables like ZCHECK_MAMEZ and 2CHECK_TARGET %
are zupported. Pleaze refer to the manual for all af the supparted
wvanables.

ok I Cancel |

Screenshot 28 - File parameters dialog

If the file requires any parameters you can still pass th em on the command line. You can also

pass such parameters through GFI Network Server Monitor, by specifying them in the
GParameterstopasstothefile & fi el d. You can pass parameters in
variables like <%Date%> and <% CHECK_RIE$%>. These variables are then substituted to values

when the program or script is launched. For further information on variables, please refer to the

~

6Message Templ atesd section in the 6Global Al erti
5. Click on 0 OWKiothe st offikkglto bie launshede nt r

= | Sel ectOnceéveryéd. mi nutes as | ong as t h eoptionhGNEYk
\—.1 if this file is to be launched more than once during the time that thi s check is in a
failed state. In this case specify the time interval (in minutes) required between the
consecutive execution of the files (e.g., To run a file every 5 minutes, select this
option and enter 650 i n t henceéwned minntds asrlong

as the check clntinues failingé

6. Click on O6Applyd to accept the current configu
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3.4.6 Restart computers/services after an alert is triggered

Settings - Services / Machine Restart

General |

Services ¢ Machine restart
YWhen the check fails:
[T Feboot the maching being checked

[+ Feboot the fallowing computer;

Hosthame/|F: |1 016313025 Select. .

v Restart the service(z] on the following computer

Hosthame//|F: ITMJ.-’-‘-.S oM Select. .

f§

Service(z): I Add...

_ Remove

“When specifying zervices to restart you can specify gither the intemal zervice name ar the
zervice dizplay name.

[

k. I Cancel

Screenshot 29 - Services / Computer restart setup dialog

GFI Network Server Monitor can be set to remotely reboot a computer or restart specific services
whenever a monitoring check fails (e . g . i f you candt ringg@auclAN,goncah| S we
restart the W3SVC service). Configure this action as follows:

1. Right c¢click on the check to be configured a
I & t

n d
properties dialog will open in the 06Genera ab.

2. Click on the Actions Tab. If t h énhedit reboot computer/services parameters from Parent
folderbopti on is selected, unselect it and click on &

3. To reboot the comput erRebbeoiontg tchhee cckoentp,u tseerl ebceti ntg
option.

4. To reboot a specific computer:
(a) Sel Rebdotthe follwirty computer 6 opti on.

(b) Specify the name or IP address of the computer which will be rebooted (e.g.
MAILSERVER).

5. To restart the service(s) on a computer:
(a) Sel Restartthe sepsi cé(s) on the following computer 8 opt i on.

(b) Specify the name or IP address of the target computer on which the service(s) will be
restarted.

(c) Specify the internal or display name (e.g., DNS Client) of the service to be restarted
and cl i ck oeatthis step dodeveryRarvice which needs to be restarted.

6. Click on O6Applyd to accept the current configu

3.4.7 Set up dependencies

Dependenciesare checks that define the availability of servers (e.g., IS A Server or Proxy Server)
and services (e.g., DNS Server or DNS Client) required by a target computer (i.e., on which a
target computer is dependent). The specified dependency check(s) must be successfully

executed before the other monitoring checks can be run.
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E.g., If you access the Internet through a Proxy Server, an ICMP Ping dependency check can be

set to check the availability of the Proxy Server, before executing HTTP/HTTPS monitoring

checks. If the dependency check fails, the HTTP/HTTPS check will not be run but will be
classified as a OFailure by Dependeed. For fu
pl ease refCheckoStheéedl ndicatorsd section in t

TIP: Use dependencies to avoid receiving a flood of alerts , when servers on which other
computers depend are down.

Properties - TMJASON - File Existence file "%oNSMINSTALLDIR %04, Order.txt’

Generall Check F'arametersl Logon credentialz | Action:  Dependencies Maintenancel

Dependencies

_1.;] [~ Inhent dependency checks from parent folder

L . . . .
== Plea cohfigure the dependencies lizk of this check:

[ il_E__nsure all of the following checks succeed prior ba running this check:

= Ensure one of the following checks succeed prior ta running this check:

Check Mame | Faolder Mame |
Q THMJASOM - ICMP Ping can ping  THJASOM

Add... Eemove

k. I Cancel Apply

Screenshot 30 - DependenciesSetup Dialog
To setup Dependencies:

1. Right c¢click on the check to be configured and
properties dialog will open in the 6General d tab.

2. Click on t hHe Tabe pirhefiddapdrdenejche c ks fr om Paptemt f ol
is selected, unselect it and choose one of the following dependency conditions:

» Select the 6Ensure all of the following checks
checks in the dependency list must be successful before thi s check is allowed to execute.

» Select the 6Ensure one of the following checks
least one of the checks specified in the dependency list must be successful before this
check is allowed to execute.

3. CIl i ck omchdogedhd ¢hecksTotbeincluded in the dependencies list and click on
6Sel ect o
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Select Monitoring Check(s)

Select monitaring check[z]:

b onitoring Check Mame | M anitoring Check Container -

E Jazan - Server Service

ﬁ jazont@gfi.com - Email Foute

Y[ HTTPHTTP: - wvaw.gfi.com

[ JASON - GFI LaMguard M5 M. 6.0 attendant
Q JASOM - GFI LAMguard H.5.M. BE.0 engine ze...
Q JASOM - Kazpersky Antiirus for Windows W
™[ JASOM - Event Log Service

f 450N - ICMP - Ping

ﬁ Jazan - Event Log Service
ﬂ jazont@gfi.com - Email Boute

™[ Jason - GFI MailE szentials Attendant
™[ Jason - GFI POP2E xchange

™[ Jason - GFI List Server

™[ Jason - GFI F&xmaker Health Check

R

ABC Ltd

ABC Ltd

ABC Ltd

05 and Services Checks
05 and Services Checks
05 and Services Checks
05 and Services: Checks
05 and Services Checks
05 and Services Checls
05 and Services Checls
GFl Applications

GFl Applications

GFl Applications
GFl Applications

"

Select I Cancel |

Screenshot 31 9 List of available checks

TIP: Multiple check selections are possible by h ol di

buttons.
4. Click on O6Applyd

ng down the OCTRLS®

to accept the current conf

3.4.8 Define maintenance schedules

Maintenance parameters define the times during which monitoring check(s ) are not executed
i.e., during maintenance schedules. These schedules are set up to avoid receiving a flood of
alerts when target computers, codependent servers and/or respective services are undergoing
maintenance (e.g. during hardware/software upgrades and data backups).
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Properties - TMJASON - File EXistence file "%oNSMINSTALLDIR %o, Order.txt’

Generall Check Parameters | Logon credentialsl .ﬁ.ctiunsl Dependencies  Maintenance I

Target Maintenance and Operational Times

““”‘ﬁ [~ Inhert maintenance imes parameters fram parent folder

Indizate the operational times for the computer which iz being manitared by this
check:

00k 21h 24h

=]
(]
=
=
=2
-

03h

[
-
—y
o
=
o
=

§
E

LIRSS S |S ]S

flanday
Tuezday
wWednesday
Thur=day
Friday
Saturday
Sunday

A AN S KK
R AN A B BN K
A AN S KK
R AN A B BN K
LY AN AN BN YRS RN R

R KN A BN B RS RN
LY AN AN BN YRS RN R
R KN A BN B RS RN
R AN AN BN RN RS RN R
R KN A BN B RS RN R
AN AN BN A RS RN R
R KN A BN B RN RN
LY AN AN S RS RS RN

LY AN AN B A RS RN
R KN A BN B RN RN
AN AN BN YRS KSR
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R RN AN K R KN AS
AN AN BN R RN RS
R RN AN K R KN AS

S
<
S
<

MOTE: Marked time intervalz are conzidered operational times. Unmarked
intervals are conzidered as times when the computer iz switched off or under
rmaintenance.

k. I Cancel Apply

Screenshot 32 - Maintenance schedule Dialog
To set up maintenance schedules:

1. Right click on thecheckto be confi gured and select OProperties
properties dialog will open in the 6General d tab.

2. Click on the 6 Ma Inetit mairdenance tmed parfameteds fromtParent 6
f o | doptibndis selected, unselect it and specify th e operational/maintenance periods for the
target computer being monitored.

e.g., The screenshot above shows the maintenance schedule setup for a target computer which
is down between 21:00 and 23:00 hrs all week for data backups and between 8:00 and 12:00 hrs
every Saturday for hardware and software maintenance.

— | Marked (~) time interval s indicate operational times, during which the monitoring
—1 check can be run.

3. Click on O6Applyd to accept the current configu

TIP 1: To mark/unmark a whole day, click on the name of the day (e.g., Monday) at the left of
the hours grid on display.

TIP 2: To mark the same hour for a whole week, click on E at the top of the column
representing the required hour.

3.5 Inheriting check properties

About property inheritance

In GFI Network Server Monitor, a parent folder is a folder which contains monitoring checks.
Parent folders have properties identical to those configured in monitoring checks. In fact, such
folder properties can be configured and t hen passed on to any/all checks contained in the
folder, i.e., they can b inherited.
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All properties except for the 6Check detail sd and
inherited from a parent folder. These include Scan Frequency, Logon credentials, A lerts, and

Maintenance parameters among others. For further information on parent folders, please refer

to the 0Chde cckh afpotledrerisn t hi s manual

3.5.1 How to set a folder to inherit properties from a parent folder

For a folder to inhe rit properties from a parent folder, selectthe 61 nher it éé. from pée
f o | doptiond present in the check properties that can be inherited.

To inherit the alert settings from a parent folder:

1. Configure the alert parameters on the folder. Formorein f or mati on refer to the
folders6 chapter in this manual

2. Select the monitoring check(s) that will inherit the alert parameters. Right click on the
selection and choose 'Properties'.

TIP: You can select and set up multiplechec ks si mul taneously by hol ding
0SHI FTd button on the keyboard and selecting the

Properties - TMJASON - File EXistence file "%oNSMINSTALLDIR %o, Order.txt’ |

Generall Check F'arametersl Logon credentials  Actions Dependenciesl Maintenancel

Achons

4 |v dnhert alert parameters from the parent folder

[~
— Specify the alert parameters o use on the oecurence of important exents
duririg the momitoring af thiz check.

Settings... |

Run extermnal file

= v Inherit min external file parameters from parent falder

Specify the run external file parameters to wae an the oczurence of imparkant
events durng the manitanng of this check.

d

Settings...

Feboot Computer # Festart Services
[+ Inhert reboot cormputerservices parameters fram parent folder

Specify the reboot computer / restart semvices parameters o uge on the
accurence af impartant events during the manitantg af this check,

Settings... |

k. I Cancel Apply

Screenshot 33 - Monitoring check properties - Actions tab setup

3. Click on the 6Actionsdobétaheand afteetwapadameser
parent dptioh.der 0

4. Click on O6Applyd to accept this configuration.

— | Itis not possible to set a folder to inherit the parameters of a single alert method (i.e.,
—.1 you cannot inherit just the email alert parameters ).
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3.6 Enable or disable checks
GFI Metwork Server Monitor 7.0 Hi=l
File  Toolz: Help
« # X
Taalz Explarer 2 | [Hame + | Tupe | State | Target Comy
GFI Metwark Server Monitar [_14pplication Checks <Folderz Inherited fra
Hg Monitoring Checks Configuration [JISA5ERVER <Folderz Specified in
B+ ABC Ltd [CA08 and Services Checks <Folder> Inherited fro
(1 DEF L >cHTTP/HT TP _L = HTTPHT TP Disabled Mot used
(0 4BC kd B.Jason - Server E Services Dizabled Inherited fro
- %rzZ L %iason@gfi.com e Email Foute Dizabled Specified in
[ Mew Folder Ak
(7 New Falderl =
e[ trnjason Copy
----- B Monitoring Checks Status Delete
E]--@ Program Configuration Renamne
[]--:E Taoolz —
I:I--{}g General Properties
1 | i
|3 Folder(z). 3 Manitaring Check[z] | |Number of IPz/Computers being monitored : B/100000 .

Screenshot 34 d Check Status display and relative options
GFI Network Server Monitor allows you to enable/disable existing monitoring checks.

The icon on the left of the check details will indicate its state:

T Monitoring check enabled.
- Monitoring check disabled

To enable a monitoring check:
Right click on the monitoring check and select 'Enable’.

To disable a monitoring check:
Right click on the monitoring check and select 'Disable’.

3.7

To verify that a check is properly configured, right

Testing checks for correctness

EJ Monitoring “JASON - ICMP Ping can ping”...

cl i

Proceszsing check...

|Email Hotifications
MEMAdminiztrators

SMS Hotifications

MSMAdministrators

|Hetwork Hotifications
MSMAdministrators

Succeeded: Reply from JASON: time=0ms

HOTE: This is a dry run test to help set up the proper parameters for
the monitoring check. Ho email’sms/network notifications are sent
out when the "Monitor How..." option is used.

Whien this monitoring check will fail the following groups will be notified:

on a check

Screenshot 35 - The 'Monitor Now' dialog
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— | When running a check through the ' Monito
.—.1 triggered whenever a check fails.

3.8  Move checks between existing folders

To move checks from one folder to another:
1. Select the check(s),ri ght <c¢lick on the selection and select
2. Right click on the destination folder and select 'Paste’.

3.9 Copy checks from/to existing folders

To copy checks from one folder to another:
1. Select the check(s),ri ght <c¢lick on the selection and select
2. Right click on the destination folder and select 'Paste’.
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4 Configuring monitor functions

41 Introduction

As soon as the new check wizard is triggered, you must select the required monitor function

from the extensive list of built -in functions included in GFI Network Server Monitor. This chapter
explains how to configure each built -in function as well as how to create custom monitor
functions using VB Scripts. GFI Network Server Monitor groups monitor functions according to
their respective role.

4.2 Network/Internet monitor functions

This group contains functions that are used to monitor Network/Internet protocols and s  ervices.

4.2.1 HTTP/HTTPs function

GFI Network Server Monitor can check for the availability of HTTP and HTTPs sites, through
specified ports.

GFI Network Server Monitor can be configured to go through a proxy server and to pass access
credentials when authent ication is required. These credentials can be specified as part of the
GF I Net wor k Server Monitor Proxy Server parameter

Options® node. For more information on proxy seryv
Sever settingsdGereertdlo nehgptai. da rhsed 0

Mew Check

HTTPMTTPs o
Check the availability of HTTP and HT TPz sites. @J

URL: http[=]./ Iwww.gfi.cum
[~ Use zerver verfication [https) for this site

" Check for availability only
(% Check that the page
{* containg the following best

" does not contain the following test

INetwurk Server Monitor

[~ Usze hittp web site authentication

MOTE: The credentialz to be uzed are specified in the next dialog.

[T Use prosy server

@ Iz a URL ztring like 'domainname. com: 1T010° to connect to a port ather than
the default port [port 80].
Click here ta load a zample.

¢ Back | MHest » I Cancel

Screenshot 36 - HTTP/HTTPS check parameters dialog

Should the HTTP/HTTPS site require authentication, GFI Netw ork Server Monitor will pass the
username and password specified in the Logon Credentials of the monitoring check. For more
information on authentication details, please refer to the Logon Credentials section in the
6Conf i grur iNlegt W& r k Server Monitor®6 chapter
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An HTTP/HTTPs function requires the following parameters:

» URL:http(s):// 0 Specify the location of the HTTP/HTTPS site in URL format (i.e.
http://server[:port])/path/... format).

» Use server verification (https) for this site d Enable, this flag when logon credentials are
required to access the target site.

» Check for availability only dEnable this option to check ONLY for the availability of a
target site.

» Check availability dEnable this flag t o check the availability of a target site as well as to
search its contents for a specific string.

» Contains the following text dEnable this flag and specify the string to be searched for, in
the contents of the target site. If no match is found, the check  will be classified as
failed.

» Does not contain the following string dEnable this flag and specify the string to be
searched for, in the contents of the target site. If no match is found, then the check is
classified as successful.

» Use http web site authe ntication dEnable this flag if the HTTP target site requires
authentication. This option will use the authentication details specified in the logon
credentials of the check properties.

» Use proxy server d Enable this flag if the t arget web site is to be accessed through the
Proxy server.

422 FTP

GFI Network Server Monitor can check the availability of FTP sites through specified ports.

Screenshot 37 - FTPcheck parameters dialog
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