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1 Introduction  

1.1  Introduction to GFI Network Server Monitor (GFI NSM) 

GFI Network Server Monitor is a network and server monitoring tool that allows administrator s to 
monitor the network for failures or irregularities automatically. With GFI Network Server 
Monitor, you can identify problems and fix unexpected conditions before your users (or 
managers) report them to you!  

GFI Network Server Monitor maximizes network availability by monitoring all aspects of your 
servers (including UNIX/LINUX servers), workstations and devices (routers, etc.). When it detects 
a failure, GFI Network Server Monitor can alert you by email , pager or SMS, as well as take 
corrective action by, for example, rebooting the computer, restarting a service or running a 
script or external file. GFI Network Server Monitor can also choose the type of alert to be used, 
depending on the time that an important event (e.g., check failure) occurs, and also in relation 
to the working hours  you specify during the setup of the intended recipients.  

In GFI Network Server Monitor, monitoring checks are created using wizards. A wizard call ed the 
Quick Start Wizard, which can create a batch of checks, has also been included. This wizard 
enables you to quickly create a number of checks at one go - depending on computer OS, role, 
etc - making it possible for GFI Netw ork Server Monitor to be up and running in the least time 
possible.  

In GFI Network Server Monitor all monitoring checks are organised in folders. You can configure 
each monitoring check individually or you can choose to configure all the checks in a folde r 
simultaneously through property inheritance . Property Inheritance allows you to set up 
important check parameters (such as target computer) within the folder properties and have 
these parameters passed on to the checks contained in that folder.  

GFI Network Server Monitor also supports nested folders. This allows for greater flexibility when 
creating monitoring checks structures that reflect the network layout you are monitoring (by 
zone, companies being served as well as check function).  

1.2  Key features  

Enterprise class architecture  

GFI Network Server Monitor consists of the monitoring service called the GFI Network Server 
Monitor 7 Engine, the configuration and management UI  program called GFI Network Server 
Monitor Configuration and a result monitoring service called GFI Network Server Monitor 
Attendant. No agent software needs to be installed on the computers that you wish to monitor. 
The Network Monitor Engine is multi -thr eading and can run 24 checks at a time. This software 
architecture allows for high reliability and scalability to monitor both large and small networks.  

Setup monitor checks using wizards 

Check setup wizards help the user to quickly set up an efficient mon itoring system using the 
built -in checks available in just few steps. It is also possible to create a batch of checks 
simultaneously using the Quick Start Wizard . By default, the Quick Start Wizard can 
automatically generate moni toring checks for target computers running Windows or specific 
Linux OSs including SUSE, Mandrake, Redhat and Fedora. 

Property inheritance   

By default, GFI Network Server Monitor organizes all checks in folders. Through property 
inherit ance, it is possible to specify central properties common to all checks to be contained in a 
folder (e.g., target computer) and have those properties propagate down to the checks 
contained in that folder.  

Alerts administrators  via email , pager or SMS 

When it detects a failure, GFI Network Server Monitor can send alerts  via SMS/pager , email  or a 
network message. SMS messages are sent through either an SMS service provider (SMSC), directly 
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through a connected GSM phone/modem or using an Email to SMS service, such as Clickatell. GFI 
Network Server Monitor can also choose the type of alert to be sent d epending on the time that 
an important event (e.g. check failure) occurs and in relation to the working hours  specified for 
the intended recipients.  

In-built Exchange 2000/2003 monitoring  

Out of the box, GFI Network Server Monitor checks the status of your Exchange Server by 
monitoring critical Exchange services and performance counters (Information Store, mailboxes, 
SMTP service, etc.).  

Monitor your database servers (SQL/ODBC) 

GFI Network Server Monitor can check for the availability of database applications. Out of the 
box, it can monitor Microsoft SQL  server via ADO. Other databases such as Access, FoxPro, 
Paradox, SyBase, Informix, IBM DB2 and many more, can be monitored via ODBC. 

Monitor remote Event L ogs 

GFI Network Server Monitor can scan Windows Event logs on local- or remote computers and look 
for specific Event Sources, Categories, and Event IDs as well as for patterns in the Description of 
the Event. In addition it can look for mu ltiple events occurring in a specific time interval, for 
example antivirus alerts posted in the last 30 minutes.  

Support for nested folders   

Nested folders (folders contained within other folders) are available  in the Enterprise/Consultant 
editions of GFI Network Server Monitor.  

Through nested folders, you can organize monitoring checks into a hierarchical structure that 
reflects specialized monitoring network needs (e.g., grouping of mon itoring checks by zone, 
companies being served, or check type grouping).  

Support for SQL Server database backend 

Out of the box, the Consultants/Enterprise editions of GFI Network Server Monitor can store 
monitoring data in MS Access as well as in an SQL Server/MSDE database backend. This new SQL 
Server support allows you to efficiently monitor and collect network status data from 
environments which generate large volumes of monitoring data. These include l arge networks as 
well as mission-critical systems. You can configure which database backend to use both during 
installation and after (i.e., from the configuration module).  

Built -in checks for computers running Windows OS  

» Generic VB Script ð Enables you to customize/build monitoring checks using your own 
VBscript functions.  

» OS Object performance counter ð Determines the performance of applications by 
checking the properties of OS objects on target computers.  

» Command Line executable output ð Executes command line applications and checks text 
output for specific response.  

» Process Properties function ð Checks the properties of processes running on target 
computers (e.g. Memory/CPU/Handles).  

» Event Log function ð Verifies if the speci fied (Windows) events, occurred on target 
computer(s).  

» File existence function ð Checks for the existence of a particular file; e.g. results of 
scheduled batch jobs.  

» Disk space function ð Checks for available/used disk space. 

» Services function ð Checks if the specified Services are running on local or remote 
computer.  

» CPU usage function ð Monitors and restricts processor usage.  
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» Directory size functi on ð Monitors and restricts the size of a specified directory.  

» File size function  ð Monitors and restricts the size of specified files.  

» LDAP Query ð Checks the status of LDAP services on target computers. 

» Physical Disk Condition function  ðChecks the physical health of disk drives on 
windows based target computers.  

» Disk drive function - Monitors the physical status of specified disk drives.  

» Printer availability function  ð Checks for the status of printers connected to target 
computers.  

» Process running function ð Checks that processes are running on specified target 
computers.  

» Users and Groups Membership function  ð Monitors user groups against the presence 
of unauthorized users.  

Built -in checks for Windows applications  

» Generic ISA Server check ð Monitors the status of ISA Server services. 

» Generic Exchange Server check ð Monitors the status of Exchange services and important 
performance counters.  

» Generic MS SQL/ADO check ð Monitors the status of MS SQL databases using ADO. 

Built -in checks for databases 

» ODBC function  ð Checks the availabil ity of a database using ODBC. 

Built -in checks for network/Internet protocols and services  

» HTTP function ð Checks the availability of HTTP and Https sites.  

» FTP function ð Checks the availability of an FTP server/site.  

» IMAP function ð Checks the availability of IMAP mail servers by remotely connecting to the 
IMAP port. It can also (optionally) check mailbox authentication as well as count the 
number of emails in a specific mail folder.  

» NNTP news server function - Checks the availability of NNTP news services. 

» POP3 server function - Checks POP3 servers by establishing a connection, doing a 
handshake and optionally authenticate and check the inbox mail count.  

» SMTP server function - Monitors mail servers by establishing a connection and doing a 
handshake in order to check if the SMTP protocol is working correctly. The SMTP check 
also allows mailbox authentication as well as sending of test emails.  

» Terminal services: Port check - Checks if the terminal port is open on local and remote 
servers. 

» NTP timeserver function ð Monitors the status of timeservers.  

» DNS server function - Checks various types of DNS server records by retrieving record 
values and comparing them against specified values.  

» ICMP ping function - Checks a remote host for availability.  

» Generic TCP/IP port function ð Checks if a port availability and response.  

» Email route function ð Checks that the email services ar e working properly by sending a 
test email through an SMTP server and verifying that it has been delivered to the 
destination mailbox.  

Built -in checks for SNMP (Simple Network Management Protocol)  

» SNMP function ð Monitors specified variables on remote computers or devices via the 
SNMP GET message. 
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Built -in checks for Linux/Unix OS  

» Generic Secure Shell (SSH) check ð Allows you to create custom monitor functions which 
can be remotely executed on Unix/Linux based computers through the Secure Shel l (SSH) 
service running on that computer.  

» File existence function ð Checks for the existence of a particular file on Linux/Unix based 
computers; e.g. results of scheduled batch jobs.  

» CPU usage function ð Checks and restricts processor usage on Linux/Unix based target 
computers.  

» Directory size function ð Checks and restricts the size of a specified directory on 
Linux/Unix based target computers.  

» File size function  ð Checks and restricts the size of a specified file on Linux/Unix based 
target computers.  

» Printer availability function  ð Checks the status of network printers connected to 
Linux/Unix based target computers.  

» Process running function  ð Checks if a specified process is running on Linux/Unix based 
target computers.  

» Users and Groups Membership function ð Monitors user groups on Linux/Unix based target 
computers against unauthorized users.  

» Disk Partition Check ð Checks the state of mounted drives on Linux/Unix based target 
computers.  

» Disk space function ð Checks and restricts the available hard disk space on L inux/Unix 
based target computers.  

» Daemons function ð Checks the state of a particular daemon on target computers running 
a Linux/Unix OS. 

Take corrective action automatically  

When an important event (e.g., check failure) occurs, GFI Network Server Monitor can attempt 
to correct a problem by restarting a failed service, reboot a target computer/server or launch an 
executable, batch or VBScript file . 

Monitor processes, services & CPU usage 

GFI Network Server Monitor enables you to check for critical processes and services running on 
local and remote computers. You can also monitor the CPU usage of a computer to ensure that 
applications are running properly.  

Build custom network monitor checks using scripts  

Although GFI Network Server Monitor includes an extensive set of default monitoring functions, 
you can build your own custom checks using a scripting language such as VBscript or shell scripts 
for Unix environments. SSH (Secure Shell) is used for remote connections to Unix based 
computers. In VBscript, you can make use of WMI and ADSI. WMI is an interface to a broad range 
of hardware/software/OS -related properties of a computer, allowing you to perform almost any 
check. Using ADSI you can interface to Active Directory. GFI Network Server Monitor includes a 
library of sample scripts, and others are continuously being added to the GFI website.  

Monitor users, groups & other Active Directory information  

Use GFI Network Server Monitor to monitor directory information. For example, monitor group 
membership of the domain admins group. You can also check user accounts (locked out, 
disabled, etc.), computer accounts, groups, group membership, organizational units, and so on. 
A subset of NTDS (NT4-based SAM account database) can be queried too.  

Additional Network Support Tools   

Additional Network support tools have been included in GFI Network Server Monitor to help you 
troubleshoot your network. These tools include :- 
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» Enumerate Computers function ð Searches your network for a list of domains, workgroups 
and constituent computers.  

» Enumerate Processes function ð Searches for processes running on local or remote 
computers.  

» DNS Lookup function ð Resolves Domain Names to their corresponding IP address. 

» Whois function ð Looks for information related to a specified domain, or IP address.  

» Traceroute function ð Shows the network path that GFI Network Server Monitor used to 
reach a target computer.  

» SNMP Audit ð Performs an SNMP Audit in order to define weak strings.  

» SNMP Walk ð Allows you to receive SNMP information from an SNMP Server. 

Reporting 

GFI Network Server Monitor allows you to create reports  that detail the availability of your 
network  resources. Such reports can be created in HTML as well as in XML/CSV if they need to be 
imported by other favorite applications.  

Other features  

» Allows you to specify maintenance periods  to avoid alerts  being sent during scheduled 
maintenance.  

» Allows you to store check logs to text file.  

» Allows you to setup dependencies to avoid receiving multiple alerts  when the servers or 
services on which other computers depend, are down or unavailabl e. 

1.3  GFI Network Server Monitor components  

GFI Network Server Monitor is a client/server application, based on a central monitoring service 
able to run on Windows NT or higher. This application monitors servers and workstations in your 
LAN, WAN or even outside your enterprise without the need of any other additional software. 
This software architecture allows for high reliability and scalability to monitor both large and 
small networks.  

GFI Network Server Monitor consists of 3 main modules which are: - 

» NSMUI.exe ð Network Server Monitor configuration and user interface.  

» NSMENGINE.exe ð Network Server Monitor engine/service (multi -threading engine able to 
run 24 checks at a time).  

» NSMATTENDANT.exe ð Service which controls web result monitoring, web server acces s, 
etc.  

1.3.1  Network Server Monitor Engine  

The GFI Network Server Monitor Engine is a windows service that polls the servers in your 
LAN/WAN for availability at specific time intervals. This is a multithreading service, allowing 2 4 
simultaneous checks to take place at the same time.  

 

GFI Network Server Monitor only makes use of the protocols and application layers 
available in the Operating System for running its checks, th us no agent software 
installation is required on the servers to be monitored.  

 

1.3.2  Network Server Monitor configuration  

The GFI Network Server Monitor configuration program is the user interface to the GFI Network 
Server Monitor engine. Use this module to con figure all settings required for GFI Network Server 
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Monitor. To launch this module go on Start > GFI Network Server Monitor program group > GFI 
Network Server Monitor configuration.  

 
Screenshot 1 - The GFI Network Server Monitor configuration  

The main GFI Network Server Monitor configuration display is divided into two windows.  

» Tools Explorer window (left view) ð Contains nodes, check folders and tools required for 
the configuration and running of GFI Network Server Monitor.  

» Event Window (right view) ð Multipurpose window in which the contents and options 
related to the nodes selected in the Tools explorer (left) window are displayed (e.g., 
Clicking on ôMonitoring Check Statusõ node in the Tools Explorer, will display the status of 
monitoring checks in this window).  

The GFI Network Server Monitor configuration module can be installed on any local or remote 
workstation/server running Windows 2000 or higher. GFI Network Serve r Monitor configuration 
connects to the GFI Network Server Monitor engine for retrieval of monitoring data.  

1.3.3  Network Server Monitor Attendant   

The GFI Network Server Monitor attendant module is the service responsible for web  result 
updates and the NSM web server. 

1.4  License scheme 

 

The evaluation period allows you to explore and use all features present in GFI Network 
Server Monitor. 

 

You can purchase a license key online from GFI and use this key without the need to re -install 
GFI Network Server Monitor. More information on how to order a license key is available at 
http://www.gfi.com/p ricing/pricelist.aspx?product=NSM .  

http://www.gfi.com/pricing/pricelist.aspx?product=NSM
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2 Installing GFI Network Server Monitor  

2.1  System requirements  

2.1.1  Supported operating systems(x86 or x64)  

» Windows 2008 (R1 and R2) ð Standard, Enterprise 

» Windows 2003 ð Standard, Enterprise 

» Windows 2000 ð Professional, Server, Advanced Server 

» Windows 7 - Standard, Professional, Enterprise 

» Windows Vista ð Enterprise, Business, Ultimate  

» Windows XP ð Professional 

» SBS 2008 

» SBS 2003 

2.1.2  Other components  

» Internet Explorer 5.5 (SP2) or later  

» .NET framework 1.1 

» MDAC 2.6 

2.1.3  Target computer components  

» WMI ð included in Windows 2000 or higher. WMI must be enabled.  

» Windows Scripting Host 5.5 or higher ð required only if there are configured checks that 
are using VB Script. Windows Scripting Host  is included in Interne t Explorer 5.5 (SP2) or 
higher.  

2.1.4  Hardware  

» CPU - 2GHZ 

» RAM (minimum/recommended) ð 512 MB / 1 GB 

» Hard Disk space ð 100 Mb 

2.2  Installation procedure  

The installation  wizard installs the actual monitor service, the configuration module and all  the 
required application files automatically. To start an installation:  

1. Exit all Windows Programs and log on as Administrator.  

2. Launch the GFI Network Server Monitor installation wizard by double -clicking on 
ôNetworkServerMonitor7.exeõ. As soon as the welcome dialog is displayed, click on ôNextõ to 
start the installation.  
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Screenshot 2 - Previous Version Detected 

3. The Installation Wizard starts by checking if you have previous versions of GFI Network Server 
Monitor installed on your computer. Specify if you want to keep any previous installation 
detected or instruct the wizard to uninstall it for you.  

 
Screenshot 3 - Check for latest build  

4. Choose whether you want the installation wizard to look for a newer version of GFI Network 
Server Monitor on the GFI website or click ôNextõ to continue with the current installation. In the 
license dialog, read the licensing agreement carefully. Mark ôI Accept the Licensing agreementõ 
and click on ôNextõ to continue. 
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Screenshot 4 ð Import settings from an older installation  

 

The following stage is required only if GFI Network Server Monitor 6 or higher  have 
been previously installed on your computer.  

 

5. Choose whether you want to import configurati on settings from an existing installation or else 
continue with a new (clean) installation. Click on ôNextõ to continue. 
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Screenshot 5 - User and License key details 

 

The following stage is only required during a new (clean) installation.  

 

6. Specify the full user name, the company name and the license key. If you are evaluating the 
product, leave the evaluation key as default (i.e. òEvaluationó). Click on ôNextõ to continue.   

 

After you have purchased the product, there is no need to uninstall and reconfigure GFI 
Network Server Monitor because you can enter the new license key directly from the 
GFI Network Server Monitor configuration program. For more information, please refer 
to the ôEntering your License key after installationõ section in this chapter.  
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Screenshot 6- Service Account details  

7. Specify a service account for GFI Network Server Monitor.  

 

The GFI Network Server Monitor service must run with administrator credentials. It is 
recommended to provide a Domain Admin or Enterprise Admin account, because GFI 
Network Server Monitor will most likely need administrative rights to access the servers 
on your domain. However, it is not manda tory to provide a Domain/Enterprise Admin 
account for every monitoring check, since separate credentials can be provided or 
inherited.  

 

 
Screenshot 7 - Mail Server deta ils  
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The following stage is only required during a new (clean) installation.  

 

8. Specify the SMTP/mail server details (Hostname/IP and Port) as well as the email address 
where generic  alerts  will be sent. Click on ôNextõ to continue. 

 

You can define separate email alert addresses for each check from the check properties 
during configuration.  

 

 

You can verify your settings by sending a test message. Do this by clicking on ôVerify 
Mail Settingsõ. 

 

 
Screenshot 8 - Select a database backend 

9. Specify which database backend must be used to store the results of its monitoring 
operations. You can choose between Microsoft Access, Microsoft SQL Server 2000 or MSDE. Click 
on ôNextõ to continue.   

 

MS Access database backend usage is recommended for small networks. For medium 
and larger networks, usage of Microsoft SQL Server 2000 as a database backend is 
recommended. 

 

 

MSDE can handle up to 2GB of data while Microsoft SQL server is capable of handling 
larger volumes of data efficiently and without limitations.  

 

10. If Microsoft SQL Server is selected as a database backend, specify the IP or hostname on 
which the SQL server is installed as well as logon credentials . You can use both SQL Server users 
as well as Windows NT authentication to access the database.  Click on ôNextõ to continue.  
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When using Windows NT authentication, ensure that the GFI Network Server Monitor 
services are running under user accounts which can access the SQL Server databases. 

 

11. Specify the installation path for GFI Network Server Monitor and c lick on ôNextõ. The 
installation will need approximately 30 MB of free disk space.  

12. Click on ôFinishõ to finalize the installation and launch GFI Network Server Monitor. 

2.3  Entering you r license key after installation  

If you have purchased GFI Network Server Monitor, launch GFI Network Server Configuration, 
right click on ôLicensingõ in the ôGeneralõ node and select ôEnter License keyéõ Enter the license 
key in the d ialogue on display and click on ôOKõ. 

 

By default, GFI Network Server Monitor has an unrestricted fully functional evaluation 
period of 10 days. If the data you provided in the download form is corr ect, you will 
receive by email a license key which enables you to evaluate GFI Network Server 
Monitor for 30 days.  

 

 

You must have a GFI Network Server Monitor license for every server that you wis h to 
monitor.  

 

 

Entering the license key should not be confused with the process of registering your 
company details on our website. This is important since it allows us to give you support 
and notify you of important product news. Register on: 
http://www.gfi.com/pages/regfrm.htm  

 

2.4  Changing NSM Engine Service logon credentials  after installation  

The GFI Network Server Monitor Engine Service account details  are set up during the installation  
phase. There is no way to change the service credentials from the GFI Network Server Monitor 
configuration  applicati on. The only way to change such details is as follows:  

1. Start >Settings >Control Panel > Administrative Tools >Services. 

2. Double click on ôGFI Network Server Monitor 7.0 engineõ.  

3. Click on the ôLog Onõ tab and make the required changes.  

4. Click on ôOKõ to exit. 

http://www.gfi.com/pages/regfrm.htm
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3 Configuring GFI Network Server Monitor  

3.1  Getting started with GFI Network Server Monitor  

 

All configuration settings for GFI Network Server Monitor are carried out from GFI 
Network Server Monitor configuration. Launch this configuration program from Start > 
GFI Network Server Monitor program group > GFI Network Server Monitor configuration.  

 

Introduction to monitor checks  

Monitoring checks are tests which verify the condition of speci fied computers and services on 
your network. These tests check:  

» Hardware status: i.e. verify that target computers and related hardware components are 
available and running (e.g. Printer availability and Physical disks availability check.)  

» Applications and Services: i.e. verify that specific services and applications are running 
on target computers (e.g. Generic Exchange Server Check and DNS Server checks). 

In GFI Network Server Monitor, you can create single checks as well as batches of checks using 
the available wizards.  

3.2  Quick Start Wizard  

The Quick Start Wizard helps you quickly create and setup a batch of monitoring checks suitable 
for your network. This wizard is automatically launched the first tim e that GFI Network Server 
Monitor is started, in order to help you get your network monitoring system up and running in 
the least possible time.  

 
Screenshot 9 ð Launching the Quick Start Wizard  from the Tools Explorer window  

Once ready, you can still make use of this wizard by launching it from File > New > Quick Start 
Wizard or Right Click on the ôMonitoring Checks Configurationõ node in the Tools Explorer 
window and go to New > ôQuick Start Wizardõ. 

Running the Quick Start Wizard  

1. Launch the ôQuick Start Wizardõ and click on ôNextõ. 
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Screenshot 10 ð Specify the OS of the target computer  

2. Select the operating system installed on your target computer(s).  

 
Screenshot 11 ð Specify the services provided by the target computer  

3. Based on the operating system selection, GFI Network Server Monitor brings up a set of 
applicable roles for that operating system. Select any additional roles that the  target 
computer(s) have within your network. Click on Next to continue.  
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Screenshot 12 ð Specify additional applications that require monitoring  

4. Select any additio nal important service applications installed on the target computer(s).  

 
Screenshot 13 - Select target computers  
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5. Specify the target computer(s) on your network whic h fit the options you selected (operating 
system / roles / applications). Click on next to continue.  

TIP: Use the 'Select' button to choose from a list of computers detected to be running on your 
network.  

TIP: Use the ôImportõ button to load the list of target computer name(s) from a text file (plain 
text file containing one computer name per line).  

6. Click on ôFinishõ.  

A default set of folders (one per target computer) containing the checks for that target 
computer will be created.  

3.3  Creating monitor ch ecks 

To generate a new check, use the Create New Monitoring Check Wizard. This wizard asks you 
for:  

» The type of check to create  

» The properties relevant for that type of check  

» The target(s) to run the monitoring check against .  
 

Example: Creating an ICMP Ping check 

1. Right-click on the ôMonitoring Checks Configurationõ node (in the Tools Explorer (left) 
window) and go on New > Monitoring Checké 

 
Screenshot 14 - Select Type of Monitoring Check required  

 2. Select the type of monitoring check to create (e.g., if you want to check the availability of a 
target computer, select ôICMP Pingõ). Click on ôNextõ to continue. 
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Screenshot 15 - ICMP/Ping check properties dialog  

3. Configure the parameters to be used by the selected check. Click on 'Next' to continue. The 

ICMP/Ping check requires the following parameters: 

» Make sure youé..ping the target computer ï Specify whether the ping will succeed or fail if 
a ping reply is received.  

» Number of Echo requests to send ï Specify the number of consecutive pings to be sent 

(e.g., 4) 

» Minimum number of expected replies ï Specify the minimum number of replies that must 
be received in order for the check to succeed. (e.g., 4) 

» Timeout (m.sec) for each reply ï Specify the expected response time (in milliseconds). This 

is the time that the check will wait for a response to an echo request (i.e., the time between 
successive echo requests). 

 

On a congested network, echo response packets may take longer than 3 seconds to be 
delivered. To avoid false alarms, adjust the timeout value according to the traffic present 
on your network. 
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Screenshot 16 ð The Select Computer(s) dialog  

4. Select the target computer(s) to ping.  
TIP 1: You can also enumerate target computers by clicking on óSelectô. This will open a dialog 

from where you can choose the required target computer(s).  
TIP 2: You can import the list of target computers from a text file using the óImportô button. However 
make sure that the text file is in plain text. 
5. Optionally, you can specify a short description for the new check(s) to be created.  
6. Click on óFinishô to generate the ICMP ping check(s) for the selected target computer(s). 

Different types of checks: Different properties 

GFI Network Server Monitor ships with a selection of monitoring checks. Different monitoring 
checks require different parameters to operate. The New Check Wizard asks you to specify the 
parameters required by the selected check during its creation. 
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Logon credentials  

Some type of checks (e.g., IMAP, POP3) may require alternative logon credentials to the ones 
used to log on to the target computer. When applicable you will be asked to confirm or specify 
alternative logon credentials to be used for that check.  

 
Screenshot 17 - Logon Credentials dialog  

As an example, the IMAP Mailserver check uses logon credentials to connect to the mailserver 
and check its availability. In addition, this check also requires alternative credentials to 
physically log on to target a mailbox (i.e., perform a mailbox authentication check) in order to 
count the number of emails in a specific f older within this mailbox.  

By default, logon credentials  parameters are inherited from the parent folder. To specify 
alternative credentials (e.g., for mailbox access), unselect the option ôInherit username and 
password from parent folderõ option and configure accordingly. Click on ôNextõ to continue. 

Non computer specific checks  

Some type of checks (e.g., http/https) are not computer -specific. While the web server may be 
running on a computer in your domain, when querying a websit e, you will not specify the target 
computer but the domain to query. When this is the case, you will be asked to select a folder 
under which to put the newly created checks.  
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Screenshot 18 ð The Select Target folder dialog  

 

Refer to 'Configuring Monitor Functions' chapter for more information on the type of 
checks supported by GFI Network Server Monitor. 

 

3.4  Configure monitor check properties  

About monitor check properties  

Monitoring checks require parameters which define their performance. (E.g. the ôScan 
Frequencyõ defines the time interval between consecutive runs of a monitoring check). These 
parameters also pre-define the actions that GFI Network Server Monitor must trigger when a 
check succeeds or fails (e.g. Alert parameters designate the type of alert to be sent, including 
its recipient(s)). Parameters can be directly configured from the check properties or i nherited 
from the properties of the folder where the checks are stored. For further information on how to 
inherit properties, please refer to the ôInherit properties from foldersõ section in this chapter. 
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3.4.1  Configure general parameters  

 
Screenshot 19 - Check properties dialog  

To specify the general parameters  of a monitor check (e.g., Check Name and Target Computer):  

1. Right click on the check to be configured and select ôPropertiesõ. By default the check 
properties dialog will open in the ôGeneralõ tab. 

2. Specify the following parameters:  

» Check details ð The monitoring check name (e.g. ôFileserver Availability Checkõ) and 
relative function description (e.g. Ping the Fileserver to check if it is available).  

» Target ð The name or IP address of the target computer on which this check will run (e.g. 
FILESERVER or 192.168.1.10). 

» Scan Frequency ð The time interval between con secutive executions of this monitoring 
check (e.g. Specify a scan frequency of 10 minutes, if you want to run this check every 10 
minutes).  

» Error Threshold ð The number of consecutive times that this check must fail before an 
action is triggered (e.g. Spec ify an Error Threshold of 3, to allow a check to fail 3 
consecutive times, before the check is classified as failed and alerts, etc. are triggered).  

 

Check failures occurring within the specified er ror threshold limit are known as errors. 
GFI Network Server Monitor only defines a check as failed when the number of errors 
exceeds the error threshold. The error threshold is necessary to avoid continuous false 
alarms, triggered by check timeouts, associ ated with slow network connections or 
delays in connection in extremely busy targets (e.g. File servers and Mail servers) 
during peak hours. 
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3.4.2  Configure check (functional) parameters  

The check functional parameters  are the tes t settings that define the role of a monitoring check 
(i.e., each type of monitoring check requires its own configuration settings and parameters). For 
further information on functional parameter setups, please refer to the Configuring monitor 
functions chapter in this manual.  

Example: Configuring the functional parameters  of a File Existence check.  

GFI Network Server Monitor can check for the existence of a file. In this example, the monitoring 
check will be setup to look for a file called ôstatus.txtõ. 

 
Screenshot 20 - File existence check parameters  

1. Right click on the check to be configured and select ôPropertiesõ. By default the check 
properties dialog will open in the ôGeneralõ tab. 

2. Click on the ôCheck Parametersõ Tab and specify the following parameters: 

» File (UNC Path) ð The path to the file in UNC format (e.g. \\machine\monitor \status.txt) 
that needs to be checked.  

» Exists - Enable the ôExistõ option to specify that this check must find the specified file to 
be successful. 

» File must containé. ð Enable this option and specify the string that must be present in 
the file in order for the check to be successful (e.g. ôtransfer was successfulõ). 

3. Click on ôApplyõ to accept the current configuration.  

3.4.3  Define logon credentials  

The logon credentials  are the (logon) authentication details which a monitoring check req uires 
to connect to a target computer.  
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Computers running on Linux and Unix may require reference to a certificate 
authentication (private key) file instead of the logon password. The certificate 
authentication file is often required by the SSH module for authentication by 
Linux/Unix computers.  

 

 

By default, GFI Network Server Monitor uses the same security context account used by 
the GFI Network Server Monitor engine.  

 

 
Screenshot 21 - Logon Credentials Setup Dialog 

To setup alternative or certificate authentication credentials:  

1. Right click on the che ck to be configured and select ôPropertiesõ. By default the check 
properties dialog will open in the ôGeneralõ tab. 

2. Click on the ôLogon Credentialsõ Tab. If the ôInherit authentication and access credentials 
from Parent folderõ option is selected, unsel ect it and choose the ôAlternative Credentials õ 
option  or the ôCertificate Authentication õ option instead 

3. Specify the user name (e.g., JasonM) and the password or the full path to the certificate file 
(e.g., /etc/passwd/cert_file).  

4. When ready, click on ôApplyõ to accept the current configuration.  
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Alerts and actions  

 
Screenshot 22 - Actions Setup dialog  

Actions refer to the activities which f ollow the occurrence of an important event, i.e., what 
happens when a monitoring check meets a specified condition. GFI Network Server Monitor 
supports the following actions:  

» Alerts ð Send messages to inform the recipient(s) of the event(s).  

» Run an external file ð Launch an executable, batch or VBScript file when a particular 
check fails.  

» Rebooting a computer ð Attempt to automatically correct a problem by rebooting the 
target computer which has failed.  

» Restarting services ð Attempt to automatically correct  a problem by restarting the 
service(s) which have failed during a check.  

Alerts  

GFI Network Server Monitor supports email alerts ., network alerts  and SMS/pager  alerts . 
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Screenshot 23- Alerts Setup Dialog  

These alerts can be sent in two situations:  

» When a monitoring check fails ð after a configurable number of errors, the monitor check 
is considered as failed.  

» When a monitoring check has recovered from the ôFailedõ state ð since GFI Network 
Server Monitor can recover a server/device, it can be useful to send an alert to the 
operator to inform him/her that the previous error is no longer  present.  

About email alerts  

To use SMTP email alerts, the GFI Network Server Monitor service must have access to an SMTP 
compliant mail server . GFI Network Server Monitor also supports SMTP servers that require SMTP 
authentication, such as the Microsoft Exchange\IIS SMTP server. SMTP AUTH is a protocol that is 
used to verify that you are a user on the SMTP server . GFI Network Server Monitor is RFC 821 and 
RFC 822 SMTP AUTH compliant. 

 

GFI Network Server Monitor does not require IIS to support e -mail; it communicates 
directly to the SMTP server  using the SMTP protocol. 

 

About network alerts   

GFI Network Server Monitor  makes use of ôNet Sendõ (or ôNet Popupõ) to send messages over the 
network.  

 

Only computers that support NetBIOS can send and receive network messages. NetBIOS 
messages can be sent to users and/or computers. 

 

About SMS/pager alerts   

GFI Network Server Monitor can send SMS messages through an SMS Center (via an attached 
modem), directly through an attached GSM device (e.g., cell phone) or via a web -based SMS 
gateway. When an SMS alert is to be sent through an SMS Center, GFI Network Server Monitor 
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uses the modem to dial in to the SMSC provider and deliver the actual SMS message(s); most 
countries have one or more SMSC service providers. When an SMS alert is to be sent via a web-
based SMS gateway, GFI Network Server Monitor generates an email containing all the alert 
details. This email is then sent to the web -based SMS gateway where it is converted to an SMS 
and forwarded to the intended recipient.  

3.4.4  Configure alert parameters  

 
Screenshot 24 - Actions dialog with Inherit options enabled  

1. Right click on the check to be configured and select ôPropertiesõ. By default the check 
properties dialog will open in the ôGeneralõ tab. 

2. Click on the ôActionsõ tab. If the ôInherit alert parameters from the Parent folderõ option is 
selected (see above screenshot), unselect it and click on ôSettingsõ in the Alerts area. 
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Screenshot 25 - Alerts setup dialog  

3. Choose the event for which alerts must be sent:  

» Select ôWhen the check fails:õ option to send alerts whenever this check fails.  

» Select ôWhen the check recovers from a failed stateõ option to send alerts when the 
monitoring check recovers from a failed state.  

4. Select the type of alert to be sent (e.g., click on the ôSend an email to:õ option to send email 
alerts whenever this check fails).  

 
Screenshot 26 ð Configuring alert recipients  

5. Double click on the users and/or groups that must be added to the list of alert recipients. 
When all the intended recipients have been selected, click on the ôOKõ button. 

 

Alerts are sent using the delivery details (email address, etc.) specified in the 
properties of the select ed users. For more information on user properties, please refer 
to the ôConfigure user propertiesõ section in the ôUsers and Groupsõ chapter. 
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Select the ôOnce every éé minutes as long as the check continues failingõ option,  ONLY 
if this alert is to be sent more than once during the time that this check is in a failed 
state. In this case specify the time interval (in minutes) required between each alert 
sent. (e.g., To send  an alert every 10 minutes, select this option and enter ô10õ in the 
time interval to make it read ôôOnce every 10 minutes as long as the check continues 
failingõ).  

 

6. Click on ôApplyõ to accept the current configuration.  

3.4.5  Run an external file after an alert is triggered  

 
Screenshot 27 - Run External File setup dialog  

GFI Network Server Monitor can be set up to launch executables, batch and/or VBS cript files 
whenever an important event  occurs. This action is configured as follows:  

1. Right click on the check to be configured and select ôPropertiesõ. By default the check 
properties dialog will open in the ôGeneralõ tab. 

2. Click on the Actions Tab. If the ôInherit run external file parameters from parent folderõ 
option is selected, unselect it and click on ôSettingsõ in the run external file area. 

3. Specify the event condition during which the external file will be run:  

» Select ôWhen the check fails executeé..õ option to launch files whenever the check fails. 

» Select ôWhen the check recovers éõ option if you want to launch files when the 
monitoring check recovers  from a failed state.  

4. Click on the respective ôAddõ button and specify the complete path to the file to be executed 
(e.g. c: \Error_folder \Capture_Error.exe).  
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Screenshot 28 - File parameters dialog  

If the file requires any parameters you can still pass th em on the command line. You can also 
pass such parameters through GFI Network Server Monitor, by specifying them in the 
ôParameters to pass to the file õ field. You can pass parameters in plain text as well as through 
variables like <%Date%> and <%CHECK_RESULT%>. These variables are then substituted to values 
when the program or script is launched. For further information on variables, please refer to the 
ôMessage Templatesõ section in the ôGlobal Alerting optionsõ chapter.  

5. Click on ôOKõ to add this entry to the list of files to be launched.  

 

Select the ôOnce every é.. minutes as long as the check continues failingõ option  ONLY 
if this file is to be launched more than once during the time that thi s check is in a 
failed state. In this case specify the time interval (in minutes) required between the 
consecutive execution of the files (e.g., To run a file every 5 minutes, select this 
option and enter ô5õ in the time interval so that it reads ôôOnce every 5 minutes as long 
as the check continues failingõ).  

 

6. Click on ôApplyõ to accept the current configuration.  
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3.4.6  Restart computers/services after an alert is triggered  

 
Screenshot 29 - Services / Computer restart setup dialog  

GFI Network Server Monitor can be set to remotely reboot a computer or restart specific services 
whenever a monitoring check fails ( e.g. if you canõt reach an IIS web server in your LAN, you can 
restart the W3SVC service). Configure this action as follows:  

1. Right click on the check to be configured and select ôPropertiesõ. By default the check 
properties dialog will open in the ôGeneralõ tab. 

2. Click on the Actions Tab. If  the ôInherit reboot computer/services parameters from Parent 
folder õ option is selected, unselect it and click on ôSettingsõ in the run external file area. 

3. To reboot the computer being checked, select the ôReboot the computer being checkedõ 
option.  

4. To reboot a specific computer:  

(a) Select the ôReboot the following computer õ option. 

(b) Specify the name or IP address of the computer which will be rebooted (e.g. 
MAILSERVER). 

5. To restart the service(s) on a computer:  

(a) Select the ôRestart the servi ce(s) on the following computer õ option. 

(b) Specify the name or IP address of the target computer on which the service(s) will be 
restarted.  

(c) Specify the internal or display name (e.g., DNS Client) of the service to be restarted 
and click on ôAddõ. Repeat this step for every service which needs to be restarted.  

6. Click on ôApplyõ to accept the current configuration.  

3.4.7  Set up dependencies  

Dependencies are checks that define the availability of servers (e.g., IS A Server or Proxy Server) 
and services (e.g., DNS Server or DNS Client) required by a target computer (i.e., on which a 
target computer is dependent). The specified dependency check(s) must be successfully 
executed before the other monitoring checks can be  run.  
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E.g., If you access the Internet through a Proxy Server, an ICMP Ping dependency check can be 
set to check the availability of the Proxy Server, before executing HTTP/HTTPS monitoring 
checks. If the dependency check fails, the HTTP/HTTPS check will not be run but will be 
classified as a ôFailure by Dependeeõ. For further information on check status classification, 
please refer to the ôCheck State Indicatorsõ section in the ôMonitoring check statusõ chapter.  

TIP: Use dependencies to avoid receiving a flood of alerts , when servers on which other 
computers depend are down.  

 
Screenshot 30 - Dependencies Setup Dialog 

To setup Dependencies: 

1. Right click on the check to be configured and select ôPropertiesõ. By default the check 
properties dialog will open in the ôGeneralõ tab. 

2. Click on the ôDependenciesõ Tab. If the ôInherit dependency checks from Parent folderõ option 
is selected, unselect it and choose one of the following dependency conditions:  

» Select the ôEnsure all of the following checks succeedé..õ option to denote that ALL 
checks in the dependency list must be successful before thi s check is allowed to execute.  

» Select the ôEnsure one of the following checks succeedsé..õ option, to denote that at 
least one of the checks specified in the dependency list must be successful before this 
check is allowed to execute.  

3. Click on ôAddõ. Then choose the checks to be included in the dependencies list and click on 
ôSelectõ 
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Screenshot 31 ð List of available checks  

TIP: Multiple check selections are possible by holding down the ôCTRLõ or ôSHIFTõ keyboard 
buttons.  

4. Click on ôApplyõ to accept the current configuration.  

3.4.8  Define maintenance schedules 

Maintenance parameters define the times during which monitoring check(s ) are not executed 
i.e., during maintenance schedules. These schedules are set up to avoid receiving a flood of 
alerts when target computers, codependent servers and/or respective services are undergoing 
maintenance (e.g. during hardware/software upgrades and data backups). 
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Screenshot 32 - Maintenance schedule Dialog 

To set up maintenance schedules: 

1. Right click on the check to be configured and select ôPropertiesõ. By default the check 
properties dialog will open in the ôGeneralõ tab. 

2. Click on the ôMaintenanceõ Tab. If the ôInherit maintenance times parameters from Parent 
folderõ option is selected, unselect it and specify th e operational/maintenance periods  for the 
target computer being monitored.  

e.g., The screenshot above shows the maintenance schedule setup for a target computer which 
is down between 21:00 and 23:00 hrs all week for data backups and between 8:00 and 12:00 hrs 
every Saturday for hardware and software maintenance.  

 

Marked ( ) time interval s indicate operational times, during which the monitoring 
check can be run. 

 

3. Click on ôApplyõ to accept the current configuration.  

TIP 1: To mark/unmark a whole day, click on the name of the day (e.g., Monday) at the left of 
the hours grid on display.  

TIP 2: To mark the same hour for a whole week, click on  at the top of the column 
representing the required hour.  

3.5  Inheriting check properties  

About property inheritance  

In GFI Network Server Monitor, a parent folder is a folder which contains monitoring checks. 
Parent folders have properties identical to those configured in monitoring checks. In fact, such 
folder properties can be configured and t hen passed on to any/all checks contained in the 
folder, i.e., they can b inherited.  
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All properties except for the ôCheck detailsõ and ôCheck (functional) Parametersõ can be 
inherited from a parent folder. These include Scan Frequency, Logon credentials, A lerts, and 
Maintenance parameters among others. For further information on parent folders, please refer 
to the ôCheck foldersõ chapter in this manual. 

3.5.1  How to set a folder to inherit properties from a parent folder  

For a folder to inhe rit properties from a parent folder, select the ôInherit éé. from parent 
folderõ option, present in the check properties that can be inherited.  

To inherit the alert settings from a parent folder:  

1. Configure the alert parameters on the folder. For more in formation refer to the ôCheck 
foldersõ chapter in this manual. 

2. Select the monitoring check(s) that will inherit the alert parameters. Right click on the 
selection and choose 'Properties'.  

TIP: You can select and set up multiple ch ecks simultaneously by holding down the ôCTRLõ or 
ôSHIFTõ button on the keyboard and selecting the required checks. 

 
Screenshot 33 - Monitoring check properties - Actions tab setup 

3. Click on the ôActionsõ tab and afterwards, select the ôInherit alert parameters from the 
parent folderõ option.  

4. Click on ôApplyõ to accept this configuration. 

 

It is not possible to set a folder to inherit the parameters of a single alert method (i.e., 
you cannot inherit just the email  alert parameters ).  
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3.6  Enable or disable checks  

 
Screenshot 34 ð Check Status display and relative options  

GFI Network Server Monitor allows you to enable/disable existing monitoring checks.  

The icon on the left of the check details will indicate its state:  

- Monitoring check enabled.  

- Monitoring check disabled 

To enable a monitoring check:  

Right click on the monitoring check and select 'Enable'.  

To disable a monitoring  check:  

Right click on the monitoring check and select 'Disable'.  

3.7  Testing checks for correctness  

To verify that a check is properly configured, right click on a check and select ôMonitor Nowéõ. 

 
Screenshot 35 - The 'Monitor Now' dialog  
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When running a check through the 'Monitor Nowé' utility, no alerts or actions are 
triggered whenever a check fails.  

 

3.8  Move checks between existing folders  

To move checks from one folder to another:  

1. Select the check(s), r ight click on the selection and select ôCutõ. 

2. Right click on the destination folder and select 'Paste'.  

3.9  Copy checks from/to existing folders  

To copy checks from one folder to another:  

1. Select the check(s), r ight click on the selection and select ôCopyõ. 

2. Right click on the destination folder and select 'Paste'.  
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4 Configuring monitor functions  

4.1  Introduction  

As soon as the new check wizard is triggered, you must select the required monitor function 
from the extensive list of built -in functions included in GFI Network Server Monitor. This chapter 
explains how to configure each built -in function as well as how to create custom monitor 
functions using VB Scripts. GFI Network Server Monitor groups monitor functions according to 
their respective role.  

4.2  Network/Internet monitor functions  

This group contains functions that are used to monitor Network/Internet protocols and s ervices.  

4.2.1  HTTP/HTTPs function  

GFI Network Server Monitor can check for the availability of HTTP and HTTPs sites, through 
specified ports.  

GFI Network Server Monitor can be configured to go through a proxy server and to pass access 
credentials when authent ication is required. These credentials can be specified as part of the 
GFI Network Server Monitor Proxy Server parameters, which are configured from the ôGeneral 
Optionsõ node. For more information on proxy server parameters, please refer to the ôProxy 
Server settingsõ section in the ôGeneral Optionsõ chapter.  

 
Screenshot 36 - HTTP/HTTPS check parameters dialog 

Should the HTTP/HTTPS site require authentication, GFI Netw ork Server Monitor will pass the 
username and password specified in the Logon Credentials of the monitoring check.  For more 
information on authentication details, please refer to the Logon Credentials section in the 
ôConfiguring GFI Network Server Monitorõ chapter.  
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An HTTP/HTTPs function requires the following parameters:  

» URL:http(s):// ð Specify the location of the HTTP/HTTPS site in URL format (i.e. 
http://server[:port]/path/... format).  

» Use server verification (https) for this  site ð Enable, this flag when logon credentials  are 
required to access the target site.  

» Check for availability only ð Enable this option to check ONLY for the availability of a 
target site.  

» Check availability ð Enable this flag t o check the availability of a target site as well as to 
search its contents for a specific string.  

» Contains the following text ð Enable this flag and specify the string to be searched for, in 
the contents of the target site. If no match is found, the check  will be classified as 
failed.  

» Does not contain the following string ð Enable this flag and specify the string to be 
searched for, in the contents of the target site. If no match is found, then the check is 
classified as successful. 

» Use http web site authe ntication ð Enable this flag if the HTTP target site requires 
authentication. This option will use the authentication details specified in the logon 
credentials  of the check properties.  

» Use proxy server ð Enable this flag if the t arget web site is to be accessed through the 
Proxy server.  

4.2.2  FTP 

GFI Network Server Monitor can check the availability of FTP sites through specified ports.  

 
Screenshot 37 - FTP check parameters dialog  


