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1 Introduction 

GFI WebMonitor is a comprehensive monitoring solution that enables 
you to monitor and filter network usersô web traffic (browsing and file 
downloads) in real-time. It also enables you to block web connections 
in progress as well as to scan traffic for viruses, trojans, spyware and 
phishing material. 

It is the ideal solution to transparently and seamlessly exercise a 
substantial degree of control over your network usersô browsing and 
downloading habits. At the same time, it enables you to ensure legal 
and best practice initiatives without alienating your network users. 

1.1  About this manual 

The aim of this manual is to help you use and configure GFI 
WebMonitor on your network. 

This manual is structured as follows: 

Chapter 1 Introduces this manual and its use. 

Chapter 2 How to access and use GFI WebMonitorôs dashboard. 

Chapter 3 How to monitor Internet activity. 

Chapter 4 How to configure allowed and blocked entities. 

Chapter 5 How to configure WebFilter Edition policies. 

Chapter 6 How to configure WebSecurity Edition policies. 

Chapter 7 How to configure GFI WebMonitor settings. 

Chapter 8 How to configure and manage quarantined items. 

Chapter 9 Provides information on topics that do not strictly fall 
within other chapters. 

Chapter 10 Provides troubleshooting information on common issues. 

Glossary Explains specific technical terms used in this manual. 

Getting Started Guide 

Detailed installation guidelines are provided in the Getting Started 
Guide, which is downloadable from the GFI website: 

http://www.gfi.com/products/gfi-webmonitor/manual 

The Getting Started Guide provides detailed information on how to 
select your deployment environment and install GFI WebMonitor with 
default settings. 

1.2  Terms used in this manual 

The following terms are used in this manual: 

ñNOTE:ò 

o Provides additional information and references essential for 
the operation of GFI WebMonitor. 

ñIMPORTANT:ò 
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o Provides important information such as warnings and 
cautions regarding potential issues commonly 
encountered. 

For any technical terms and their definitions as used in this manual, 
refer to the Glossary chapter in this manual. 
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2 Using the GFI WebMonitor 
dashboard 

2.1  Introduction 

The Dashboard node enables you to obtain graphical and statistical 
information related to GFI WebMonitorôs operation. This includes: 

¶ Usage and operations statistics 

¶ Hits over time and bandwidth usage trend charts 

¶ WebFilter statistics 

¶ Last blocked requests and security threats. 

2.2  The GFI WebMonitor dashboard 

 
Screenshot 1 - Dashboard view 



4 ¶ Using the GFI WebMonitor dashboard GFI WebMonitor 2009 

The Dashboard node in the navigation bar allows you to access the 
GFI WebMonitor Dashboard. The dashboard shows the information 
described in the sections below. 

All graphical and statistical information within the Dashboard node 
displays browsing information for past dates and the current day (from 
midnight to the instant the dashboard is launched). 

NOTE: Click the refresh button  at the upper right corner to refresh 
the displayed information. 

Statistics 

 
Screenshot 2 - Dashboard: Statistics 

The information provided in this table lists a number of important 
operational elements of GFI WebMonitor for the current day (from 
midnight to the instant the dashboard is launched). 

Select the hyperlink next to Current Active Connections to view the 
Active Connections, which are also accessible from the Monitoring 
node. For more information, refer to the Active Connections section in 
the Monitoring Internet activity chapter. 

Select the hyperlink next to Current items in Quarantine to view a 
summary of the quarantine folder. Quarantined items can also be 
accessed from the Quarantine node. For more information, refer to 
the Viewing quarantined items section in the Quarantine chapter. 

AV Scanned Downloads represents the total downloads scanned by 
the anti-virus engines. For more information, refer to the section Virus 
& Spyware Protection in the WebSecurity Edition - File scanning and 
download control chapter. 

Select the other hyperlinks within the Quarantined and Blocked 
section to view further detail on the statistics as summarized below. 

 
Feature Quarantined Blocked 

AV & 

Anti-Phishing 

Selecting the hyperlink 
under Quarantined allows 

you to approve or delete 
quarantined items in the 
Virus Scanning Policies 

category. 

For more information, refer 
to the Viewing quarantined 
items section in the 
Quarantine chapter. 

Selecting the hyperlink 
under Blocked allows you 
to view the Top Policy 
Breakers Report. 

For more information, refer 
to the Top Policy Breakers 
section in the Monitoring 
Internet activity chapter. 
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Download & IM Selecting the hyperlink 
under Quarantined allows 

you to approve or delete 
quarantined items in the 
Download Control 
Policies category. 

For more information, refer 
to the Viewing quarantined 
items section in the 
Quarantine chapter. 

Selecting the hyperlink 
under Blocked allows you 
to view the Top Policy 
Breakers Report. 

For more information, refer 
to the Top Policy Breakers 
section in the Monitoring 
Internet activity chapter. 

Web Filtering Selecting the hyperlink 
under Quarantined allows 

you to approve or delete 
quarantined items in the 
Web Filtering Policies 

category. 

For more information, refer 
to the Viewing quarantined 
items section in the 
Quarantine chapter. 

Selecting the hyperlink 
under Blocked allows you 
to view the Top Policy 
Breakers Report. 

For more information, refer 
to the Top Policy Breakers 
section in the Monitoring 
Internet activity chapter. 

WebSecurity/WebFilter status and usage chart 

 
Screenshot 3 - Dashboard: WebSecurity and WebFilter status and usage chart 

The WebSecurity/WebFilter status and usage chart enables you to: 

¶ Know whether the WebSecurity and WebFilter components are 
active or not. 

¶ View a graphical representation of the correlation between the 
number of hits and bandwidth use for the current day (from 
midnight to the instant the dashboard is launched). 

Hits Over Time chart 

 
Screenshot 4 - Dashboard: Hits Over Time chart 

The Hits Over Time chart is a graphical representation of the total 
number of hits per day over the last 30-day period and includes the 
current day (from midnight to the instant the dashboard is launched). 
This enables you to identify a pattern of how website hits fluctuate on 
a day-by-day basis and to identify any anomalies. 
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Bandwidth Usage Trends chart 

 
Screenshot 5 - Dashboard: Bandwidth Usage Trends chart 

The Bandwidth Usage Trends chart is a graphical representation of 
the total bandwidth use per day over the last 30-day period and 
includes the current day (from midnight to the instant the dashboard is 
launched). This enables you to identify patterns and trends of how 
bandwidth is utilized on a day-by-day basis and to identify spikes and 
anomalies. 

Top Categories (Sites) chart 

 
Screenshot 6 - Dashboard: Top Categories (Sites) chart 

The Top Categories (Sites) chart is a graphical representation of the 
top hits (HTTP requests) split by categories for the current day (from 
midnight to the instant the dashboard is launched). This enables you 
to gain knowledge on which categories of sites are being visited by 
web users. 

Top Categories (Bandwidth) chart 

 
Screenshot 7 - Dashboard: Top Categories (Bandwidth) chart 

The Top Categories (Bandwidth) chart is a graphical representation 
of the bandwidth usage split by categories for the current day (from 
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midnight to the instant the dashboard is launched). This enables you 
to identify how your bandwidth is being utilized vis-à-vis the website 
categories browsed by users. 

Top Blocked Categories (Hits) chart 

 
Screenshot 8 - Dashboard: Top Blocked Categories (Hits) chart 

The Top Blocked Categories (Hits) chart is a graphical 
representation of the blocked HTTP requests for the current day (from 
midnight to the instant the dashboard is launched). This enables you 
to identify the main reasons of why requests were blocked. 

Last Blocked Requests list 

 
Screenshot 9 - Dashboard: Last Blocked Requests list 

The Last Blocked Requests list displays the most recent five entries 
for the current day (from midnight to the instant the dashboard is 
launched) of users/IP addresses whose requests were blocked. This 
enables you to identify problems with blocked requests regardless of 
whether these blocked requests are reported to you or not. 

Last Blocked Security Threats list 

 
Screenshot 10 - Dashboard: Last Blocked Security Threats list 

The Last Blocked Security Threats list displays the most recent five 
entries for the current day (from midnight to the instant the dashboard 
is launched) of users/IP addresses from whose machines GFI 
WebMonitor detected the threats/viruses. This enables you to identify 
security issues as early as possible, in time to take preventive 
measures before your network security is breached. 
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3 Monitoring Internet activity 

3.1  Introduction 

The Monitoring node and its sub-nodes enable you to examine 
current and historical web request data processed by GFI 
WebMonitor. Through these nodes, you can view data related to: 

¶ Active Connections 

¶ Past Connections 

¶ Hidden Downloads 

¶ Search 

¶ Bandwidth Consumption 

¶ Sites History 

¶ Users History 

¶ Activity Log 

3.2  Active Connections 

The Active Connections report provides information related to 
current active connections. 

 
Screenshot 11 - Monitoring: Active Connections view 

Navigate to Monitoring Ʒ Active Connections to access the Active 
Connections view. 

The information displayed includes: 

¶ User - the user that is being monitored and whose request is being 
processed at the instant the report is launched or refreshed 

¶ IP - the IP that is being monitored and whose request is being 
processed at the instant the report is launched or refreshed 

¶ Bytes - the size of the download at the instant the report is 
launched or refreshed 

¶ Status - the status of the connection (e.g. Connecting or 
Receiving) at the instant the report is launched or refreshed 

¶ URL - the URL of the request that is currently being processed 

Further Information 

Click the  button in the Status column of the related connection to 
terminate the download (e.g. interrupt file downloads that are taking 
up too much bandwidth). 
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3.3  Past Connections 

The Past Connections report shows the last 2000 complete 
connections processed by GFI WebMonitor. 

 
Screenshot 12 - Monitoring: Past Connections view 

Navigate to Monitoring Ʒ Past Connections to access the Past 
Connections view. 

The information displayed includes: 

¶ User - the user that is being monitored and whose request was 
processed 

¶ IP - the IP that is being monitored and whose request was 
processed 

¶ Time - the time the request was processed 

¶ Size - the total size of request that was processed 

¶ Status - the final status of the connection (e.g. the file type, the 
error code, redirection or not modified) that was processed 

¶ URL - the URL of the request that was processed 

Table Sorting 

The list is sorted by Time in descending order. 

3.4  Hidden Downloads 

The Hidden Downloads report allows you to monitor all unattended 
downloads from user machines. An unattended download can be one 
of the following: 

¶ Valid updates started automatically from the userôs machine 

¶ Unwanted downloads by hidden applications 

¶ Interrupted / forgotten downloads initialized by the user. These are 
downloads that are started by the user and not saved within 15 
minutes 

¶ Malicious downloads that will take advantage of computer software 
vulnerabilities using sequences of commands. 
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Screenshot 13 - Monitoring: Hidden Downloads view 

Navigate to Monitoring Ʒ Hidden Downloads to access the Hidden 
Downloads view. 

The information displayed includes: 

¶ Last Time - if the URL radio button is selected, the last time when 
the same URL was accessed is displayed. However, if the User 
Agent radio button is selected then the last time when the same 
user agent was used is displayed. 

¶ Count - the number of times the hidden download was accessed 

¶ Real Filetype - the file type of a hidden download 

¶ Content Type - the content type of the hidden download as 
suggested from the web content-type. For more information, refer 
to the Adding New Content-types section in the WebSecurity 
Edition - File scanning and download control chapter. 

¶ URL - the URL of the downloaded file 

Expand an entry to view the details for the number of times the hidden 
download was accessed. The information displayed includes: 

¶ Time - the date and time the Hidden download was accessed 

¶ User - the user that is being monitored and on whose machine the 
hidden download was launched 

¶ IP - the IP that is being monitored and on whose machine the 
hidden download was launched 

¶ Size - the size of the downloaded file 

¶ User Agent - the application/agent that launched the hidden 
download 

From the Group By radio buttons select one of the following display 
options: 

¶ URL to show the URL of the downloaded file. 

¶ User Agent to display the agent that started the hidden download. 

¶ IP to display the IP address of the URL that started the hidden 
download. 

From the Display radio buttons select one of the following options: 

¶ All to display entries for all file types. 

¶ Only Executables and Packages to display entries for 
executables and packages only. 
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Further Information 

Select the URL hyperlink to view the Permanent Whitelist dialog. For 
more information, refer to the Add hidden downloads to Whitelist 
section in this chapter. 

3.4.1 Add hidden downloads to Whitelist 

 
Screenshot 14 - Whitelist hidden downloads dialog 

Click the URL of a hidden download to launch the Permanent 
Whitelist dialog. Then click Add to whitelist the selected URL. 

3.5  Search 

The Search node enables you to search through the browsing history 
for a specific date for: 

¶ a specific site or domain, or a specific category, or 

¶ a specific user, or 

¶ a combination of both, or 

¶ all categories and all users. 
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Screenshot 15 - Monitoring: Search view 

To search an item: 

1. Navigate to Monitoring Ʒ Search to access the Search view. 

2. From the Search By drop-down list, key in the Site or select the 
Category required. 

3. From the User/IP drop-down list, key in or select the User or IP 
address. 

NOTE: When keying in a User in the related search text box, specify 
the username in the format DOMAIN\user. 

4. Specify the date required and click Search to open the Search 
Results foré view. 

The information displayed within the Search Results foré view 
depends on the search criteria specified: 

Site only Displays all the websites belonging to the specified URL or 
domain, visited by all users on the specified date. 

Category only Displays all the websites belonging to the specified category, 
visited by all users on the specified date. 

User only Displays all the websites, visited by the specified user on the 
specified date. 

Site and User Displays all the websites belonging to the specified URL or 
domain, visited by the specified user on the specified date. 

Category and 
User 

Displays all the websites belonging the specified category, 
visited by the specified user on the specified date. 

All Categories 
and Any User 

Displays all the categories visited by all users on the specified 
date. 

Depending on the search criteria specified, the information displayed 
includes: 

¶ Show Traffic Over Time Chart - for more information, refer to the 
Charts section in this chapter. 

¶ Show Hits Over Time Chart - for more information, refer to the 
Charts section in this chapter. 

¶ Show IM Messages Over Time Chart - for more information, 
refer to the Charts section in this chapter. 
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¶ Bandwidth (DL/UL) - the total bandwidth used by each site or by 
each web category 

¶ File Types - the types of files accessed from each site followed by 
the number of times each file type was accessed in brackets 

¶ Hits - the total number of requests (more than one request can be 
submitted for the same site) by the user. 

¶ Number of Sites - the number of sites that were accessed by the 
users, which form part of the category 

¶ Number of Users - the number of users that accessed the sites 
which form part of the category 

¶ Site - the site that was accessed by the user 

¶ Usage (DL/UL) - the total bandwidth used by each user 

¶ User/IP - the user/IP that is being monitored 

¶ Web Category - the classification of which the accessed site 
forms part of 

3.6  Bandwidth Consumption 

The Bandwidth Consumption reports allows you to monitor 
bandwidth usage. Three types of reports are available: 

¶ Top Sites 

¶ Top Users 

¶ Top Categories 

3.6.1 Top Sites 

The Top Sites report displays the amount of bandwidth consumed by 
visited websites on a specific date. 

 
Screenshot 16 - Bandwidth Consumption: Top Sites report 

Navigate to Monitoring Ʒ Bandwidth Consumption Ʒ Top Sites to 
access the Top Sites report. 

The information displayed includes: 

¶ Show Hits Over Time Chart - for more information, refer to the 
Charts section in this chapter. 
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¶ Group by Domains - (in the Display Filters group) when selected 
the list is grouped by website-visited domain. 

¶ Hide Referrals - (in the Display Filters group) when selected the 
list displays only the URLs of the sites which most likely were 
entered manually by the user. 

¶ Bandwidth (DL/UL) - the total bandwidth used by each site 

¶ Site - the site that was accessed by the users 

¶ Hits - the total number of requests (more than one request can be 
submitted for the same site) by the user 

¶ Web Category - the classification of which the accessed site 
forms part of 

Table Sorting 

By default, the lists are sorted by Bandwidth in descending order, but 
all columns can be sorted in either ascending or descending order by 
clicking on the appropriate column heading. 

Further Information 

Select the Site hyperlink to view the Site Access History. For more 
information, refer to the Site Access History section in this chapter. 

3.6.2 Top Users 

The Top Users report displays the amount of bandwidth consumed by 
users/IP addresses on a specific date. 

 
Screenshot 17 - Bandwidth Consumption: Top Users report 

Navigate to Monitoring Ʒ Bandwidth Consumption Ʒ Top Users 
to access the Top Users report. 

The information displayed includes: 

¶ Show Hits Over Time Chart - for more information, refer to the 
Charts section in this chapter. 

¶ User/IP - the user/IP that is being monitored 

¶ Usage (DL/UL) - the total bandwidth used by each user 

¶ Hits - the total number of requests (more than one request can be 
submitted for the same site) by the user 

¶ Sites Accessed - the total number and names of different sites 
accessed by the user 

Table Sorting 

By default, the list is sorted by Usage (DL/UL) in descending order, 
but all columns apart from Sites Accessed can be sorted in either 
ascending or descending order by clicking on the appropriate column 
heading. 
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Further Information 

Select the User/IP hyperlink to view the User History Details. For 
more information, refer to the User History Details section in this 
chapter. 

3.6.3 Top Categories 

The Top Categories report displays the amount of bandwidth 
consumed by categories of visited websites on a specific date. 

 
Screenshot 18 - Bandwidth Consumption: Top Categories report 

Navigate to Monitoring Ʒ Bandwidth Consumption Ʒ Top 
Categories to access the Top Categories report. 

The information displayed includes: 

¶ Bandwidth (DL/UL) - the total bandwidth used by each web 
category 

¶ Web Category - the classification of which the accessed sites 
form part of 

¶ Number of Sites - the number of sites that were accessed by the 
users, which form part of the category 

¶ Number of Users - the number of users that accessed the sites 
which form part of the category 

Table Sorting 

By default, the list is sorted by Bandwidth (DL) in descending order, 
but all columns can be sorted in either ascending or descending order 
by clicking on the appropriate column heading. 

Further Information 

Select the Web Category hyperlink to view the details for the web 
category. The information displayed includes: 

¶ Site - the site that was accessed by the users 

¶ User/IP - the user/IP that is being monitored 

¶ Bandwidth (DL/UL) - the total bandwidth used by each site 

¶ Hits - the total number of requests (more than one request can be 
submitted for the same site) by the user 
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3.7  Sites History 

The Sites History reports allows you to monitor total browsing times 
per site and the number of times a site was accessed. Two types of 
reports are available: 

¶ Top Time Consumption 

¶ Top Hits Count 

3.7.1 Top Time Consumption 

The Top Time Consumption report lists the sites on which network 
users spent most time browsing a site on a specific date. 

 
Screenshot 19 - Sites History: Top Time Consumption report 

Navigate to Monitoring Ʒ Sites History Ʒ Top Time Consumption 
to access the Top Time Consumption report. 

The information displayed includes: 

¶ Site - the site that was accessed by the users 

¶ Surf Time - the total time spent browsing each site 

¶ File Types - the total number of and the types of files accessed 
from each site followed by the number of times each file type was 
accessed in brackets 

¶ Accessed by User / IP - the total number and names/IP 
addresses of users/IP addresses that accessed the site 

Table Sorting 

By default, the list is sorted by Surf Time in descending order, but all 
columns apart from File Types and Accessed by User / IP can be 
sorted in either ascending or descending order by clicking on the 
appropriate column heading. 

Further Information 

Select the Site hyperlink to view the Site Access History. For more 
information, refer to the Site Access History section in this chapter. 

3.7.2 Top Hits Count 

The Top Hits Count report lists the sites that were most frequently 
accessed by network users on a specific date. 
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Screenshot 20 - Sites History: Top Hits Count report 

Navigate to Monitoring Ʒ Sites History Ʒ Top Hits Count to 
access the Top Hits Count report. 

The information displayed includes: 

¶ Show Hits Over Time Chart - for more information, refer to the 
Charts section in this chapter. 

¶ Site - the site that was accessed by the users 

¶ Hits - the total number of requests (more than one request can be 
submitted for the same site) by the user 

¶ File Types - the total number of and the types of files accessed 
from each site followed by the number of times each file type was 
accessed in brackets 

¶ Accessed by User / IP - the total number and names/IP 
addresses of users/IP addresses that accessed the site 

Table Sorting 

By default, the list is sorted by Hits in descending order, but all 
columns apart from File Types and Accessed by User / IP can be 
sorted in either ascending or descending order by clicking on the 
appropriate column heading. 

Further Information 

Select the Site hyperlink to view the Site Access History. For more 
information, refer to the Site Access History section in this chapter. 

3.8  Users History 

The Users History reports allows you to monitor total browsing time 
per user, total number of times a user accesses sites and total number 
of policy violations per user. Three types of reports are available: 

¶ Top Surfers 

¶ Top Hits Count 

¶ Top Policy Breakers 

3.8.1 Top Surfers 

The Top Surfers report lists the time spent by network users browsing 
sites on a specific date. 
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Screenshot 21 - Users History: Top Surfers report 

Navigate to Monitoring Ʒ Users History Ʒ Top Surfers to access 
the Top Surfers report. 

The information displayed includes: 

¶ User/IP - the user/IP that is being monitored 

¶ Surf Time - the total time spent browsing each site 

¶ Sites Accessed - the total number and names of different sites 
accessed by the user 

Table Sorting 

By default, the list is sorted by Surf Time in descending order, but all 
columns apart from Sites Accessed can be sorted in either ascending 
or descending order by clicking on the appropriate column heading. 

Further Information 

Select the User/IP hyperlink to view the User History Details. For 
more information, refer to the User History Details section in this 
chapter. 

3.8.2 Top Hits Count 

The Top Hits Count report, lists the users with the highest number of 
site accesses on a specific date. 

 
Screenshot 22 - Users History: Top Hits Count report 

Navigate to Monitoring Ʒ Users History Ʒ Top Hits Count to 
access the Top Hits Count report. 

The information displayed includes: 
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¶ Show Hits Over Time Chart - for more information, refer to the 
Charts section in this chapter. 

¶ User/IP - the user/IP that is being monitored 

¶ Hits - the total number of requests (more than one request can be 
submitted for the same site) by the user 

¶ Sites Accessed - the total number and names of different sites 
accessed by the user 

Table Sorting 

By default, the list is sorted by Hits in descending order, but all 
columns apart from Sites Accessed can be sorted in either ascending 
or descending order by clicking on the appropriate column heading. 

Further Information 

Select the User/IP hyperlink to view the User History Details. For 
more information, refer to the User History Details section in this 
chapter. 

3.8.3 Top Policy Breakers 

The Top Policy Breakers report, lists the users with the highest 
number of policy violations on a specific date. 

 
Screenshot 23 - Users History: Top Policy Breakers report 

Navigate to Monitoring Ʒ Users History Ʒ Top Policy Breakers to 
access the Top Policy Breakers report. 

The information displayed includes: 

¶ User/IP - the user/IP that is being monitored and who violated the 
policy 

¶ Breaches - the number of policy violations by the user 

¶ Description - the category of the violated policy followed by the 
number of times the policy has been broken 

Table Sorting 

The list is sorted by User/IP in ascending order. 

Further Information 

Select the User/IP hyperlink to view the details for the user/IP 
address. The information displayed includes: 

¶ Time - the time the violation occurred 

¶ Description - the specific name of the violated policy 

¶ URL - the URL of the unauthorized site 
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¶ IP - the IP address that accessed the site 

3.9  Site Access History 

The Site Access History view graphically represents and lists details 
related to an accessed site on a specific date. 

 
Screenshot 24 - Site Access History view 

1. To access the Site Access History view: 

¶ Option 1: Navigate to Monitoring Ʒ Bandwidth Consumption Ʒ 
Top Sites to access the Top Sites report. 

¶ Option 2: Navigate to Monitoring Ʒ Sites History Ʒ Top Time 
Consumption to access the Top Time Consumption report. 

¶ Option 3: Navigate to Monitoring Ʒ Sites History Ʒ Top Hits 
Count to access the Top Hits Count report. 

2. Select the Site hyperlink. 

The information displayed includes: 

¶ Show Traffic Over Time Chart - for more information, refer to the 
Charts section in this chapter. 

¶ Show Hits Over Time Chart - for more information, refer to the 
Charts section in this chapter. 

¶ User/IP - the user/IP that is being monitored 

¶ Usage (DL/UL) - the total bandwidth used by each user. Hover on 
a specific value to view a Download/Upload Traffic over a 24-hour 
chart for a specific site, date and user. 

¶ Hits - the total number of requests (more than one request can be 
submitted for the same site) by the user. Hover on a specific value 
to view a Hits over a 24-hour chart for a specific site, date and 
user. 

¶ File Types - the types of files accessed by each user followed by 
the number of times the file type was accessed in brackets. Hover 
on a specific value (a site might have more than one file type value 
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listed) to view a Download/Upload Traffic over a 24-hour chart for 
a specific site, date and user. 

Table Sorting 

By default, the list is sorted by Hits in descending order, but all 
columns apart from File Types can be sorted in either ascending or 
descending order by clicking on the appropriate column heading. 

Further Information 

Select the User/IP hyperlink to view the User History Details. For 
more information, refer to the User History Details section in this 
chapter. 

3.10  User History Details 

The User History Details view graphically represents and lists details 
related to a monitored user/IP of a specific date. 

 
Screenshot 25 - User History Details view 

1. To access the User History Details view: 

¶ Option 1: Navigate to Monitoring Ʒ Bandwidth Consumption Ʒ 
Top Users to access the Top Users report. 

¶ Option 2: Navigate to Monitoring Ʒ Users History Ʒ Top 
Surfers to access the Top Surfers report. 
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¶ Option 3: Navigate to Monitoring Ʒ Users History Ʒ Top Hits 
Count to access the Top Hits Count report. 

2. Select the User/IP hyperlink. 

The information displayed includes: 

¶ Show Traffic Over Time Chart - for more information, refer to the 
Charts section in this chapter. 

¶ Show Hits Over Time Chart - for more information, refer to the 
Charts section in this chapter. 

¶ Show IM Messages Over Time Chart - for more information, 
refer to the Charts section in this chapter. 

¶ Site - the site that was accessed by the users 

¶ Usage (DL/UL) - the total bandwidth used by each user. Hover on 
a specific value to view a Download/Upload Traffic over a 24-hour 
chart for a specific user, date and site. 

¶ Hits - the total number of requests (more than one request can be 
submitted for the same site) by the user. Hover on a specific value 
to view a Hits over a 24-hour chart for a specific user, date and 
site. 

¶ File Types - the types of files accessed by each user followed by 
the number of times the file type was accessed in brackets. Hover 
on a specific value (a site might have more than one file type value 
listed) to view a Download/Upload Traffic over a 24-hour chart for 
a specific user, date and site. 

¶ Web Category - the classification of which the accessed site 
forms part of 

Table Sorting 

By default, the list is sorted by Hits in descending order, but all 
columns apart from File Types can be sorted in either ascending or 
descending order by clicking on the appropriate column heading. 

Further Information 

Select the Site hyperlink to view the Site Access History. For more 
information, refer to the Site Access History section in this chapter. 

3.11  Activity Log 

The Activity Log report allows monitoring items that have been 
blocked or quarantined and processes that have failed on a specific 
date. 
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Screenshot 26 - Activity Log view 

Navigate to Monitoring Ʒ Activity Log to access the Activity Log 
view. 

The information displayed includes: 

¶ User - the user/IP that is being monitored 

¶ Time - the time the violation occurred 

¶ Description - the name of the violated policy 

¶ URL - the URL of the unauthorized site 

Table Sorting 

The list is sorted by Time in descending order. 

3.12  Viewing data by date 

By default, all reports within the Bandwidth Consumption, Sites 
History, Users History and Activity Log nodes list data for the 
current day (from midnight to the instant the report is launched). 

The displayed information is not refreshed automatically, as a result 
new data that becomes available after the generation of the current 
day report, is not displayed automatically. To update such data, click 

the refresh button  at the upper right corner of the view. 

To view data for other days, use the controls at the upper right of the 
view: 

¶ Previous day - click the back button . 

¶ Next day - click the forward button . 

¶ Specific date - click the calendar button , select the required 
date and click Go to retrieve data for that date. 

NOTE: If no data for a specific date is available (e.g. a future date is 
selected), an error message stating that data was unable to be 
retrieved is displayed. 

3.13  Charts 

Charts allow you to monitor statistics in an easier way. Three types of 
graphical representations are available: 

¶ Show Traffic Over Time Chart 

¶ Show Hits Over Time Charts 
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¶ Show IM Messages Over Time Chart 

Show Traffic Over Time Chart 

This chart allows you to view a graphical representation of the flow of 
total Download/Upload Traffic over a 24-hour period for a selected 
date. 

This chart also allows you to identify peaks in Download/Upload 
Traffic generated by the users. 

Show Hits Over Time Charts 

This chart allows you to view a graphical representation of the flow of 
total number of Hits over a 24-hour period for a selected date. 

This chart also allows you to identify peaks in the amount of requests 
by the users. 

Show IM Messages Over Time Chart 

This chart allows you to view a graphical representation of the flow of 
total number of Instant Messages over a 24-hour period for a selected 
date. 

This chart also allows you to identify peaks in the amount of Instant 
Messages sent/received by the users. 
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4 Allowing and blocking users, IP 
addresses and sites 

4.1  Introduction 

The Whitelist and Blacklist nodes enable you to set up content 
scanning policies that override all policy settings set up in WebFilter 
and WebSecurity editions. 

4.2  Whitelist 

The Whitelist is a list of sites, users and IP addresses approved by 
the administrator to be excluded from all policies configured in GFI 
WebMonitor. Besides the Permanent Whitelist, there is also a 
Temporary Whitelist that is used to temporarily approve access to a 
site for a user or IP address. 

IMPORTANT: In GFI WebMonitor, the Temporary Whitelist takes 
priority over the Permanent Whitelist. Furthermore, both Whitelists 
take priority over the Blacklist. Thus, if a site is listed in any of the 
Whitelists and that same site is listed in the Blacklist, the site will be 
allowed. 

4.2.1 Preconfigured items 

By default, GFI WebMonitor includes a number of preconfigured sites 
in the Permanent Whitelist. These include GFI websites to allow 
automatic updates to GFI WebMonitor and Microsoft websites to allow 
automatic updates to Windows. Removing any of these sites may 
preclude important updates from being automatically effected. 
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4.2.2 Adding items to the Permanent Whitelist 

 
Screenshot 27 - Permanent Whitelist view 

To add an item to the Permanent Whitelist: 

1. Navigate to the Whitelist node and select the Permanent Whitelist 
tab. 

2. From the drop-down list, select the User(s), Client IP(s) and/or 
Site(s) which will be added to the whitelist and click Add. Repeat for 
all the required user(s), IP(s) and/or site(s). 

NOTE: When adding a User to the whitelist, specify the username in 
the format DOMAIN\user. 

NOTE: When adding a Site to the whitelist, you can use wildcards 
(e.g. ñ*.website.comò). For more information, refer to the Using 
wildcards section in this chapter. 

3. Click Save Settings to finalize setup. 

NOTE: Failing to click Save Settings means that you will lose settings 
as soon as you leave the view to move to another section in GFI 
WebMonitor. 

4.2.3 Deleting items from the Permanent Whitelist 

To delete an item from the Permanent Whitelist: 

1. Navigate to the Whitelist node and select the Permanent Whitelist 
tab. 

2. Click the delete icon  next to the item you want to delete. 

3. Click Save Settings to complete deletion of whitelist items. 

NOTE: Failing to click Save Settings means that you will lose settings 
as soon as you leave the view to move to another section in GFI 
WebMonitor. 
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4.2.4 Adding items to the Temporary Whitelist 

 
Screenshot 28 - Temporary Whitelist view 

To add an item to the Temporary Whitelist: 

1. Navigate to the Whitelist node and select the Temporary Whitelist 
tab. 

2. Click Add. 

 
Screenshot 29 - Temporary Whitelist: Granting Temporary Access dialog 

3. From the Grant to: drop-down list, select whether a User or an IP 
will be added to the temporary whitelist and provide the user or IP to 
be granted temporary access as well as the URL of the site and the 
number of hours. 

NOTE: When granting temporary access to a user, specify the 
username in the format DOMAIN\user. 

NOTE: When adding a Site to the whitelist, you can use wildcards 
(e.g. ñ*.website.comò). For more information, refer to the Using 
wildcards section in this chapter. 

4. Click Add to add the new item to the list. 
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5. Click Save Settings to finalize setup. 

NOTE: Failing to click Save Settings means that you will lose settings 
as soon as you leave the view to move to another section in GFI 
WebMonitor. 

NOTE: The number of hours during which the user or IP has access 
to a site become applicable from the moment Save Settings is 
clicked. 

NOTE: Time remaining before access is revoked can be viewed in the 
For (hours) column in the Temporary Whitelist view. 

4.2.5 Deleting items from the Temporary Whitelist 

To delete an item from the Temporary Whitelist: 

1. Navigate to the Whitelist node and select the Temporary Whitelist 
tab. 

2. Click the delete icon  next to the item you want to delete. 

3. Click Save Settings to complete deletion of whitelist items. 

NOTE: Failing to click Save Settings means that you will lose settings 
as soon as you leave the view to move to another section in GFI 
WebMonitor. 

4.3  Blacklist 

The Blacklist is a list of sites, users and IP addresses that should 
always be blocked irrespective of the WebFilter and WebSecurity 
policies configured in GFI WebMonitor. 

IMPORTANT: In GFI WebMonitor, the Blacklist takes priority over all 
WebFilter and WebSecurity policies. 

4.3.1 Adding items to the Blacklist 

 
Screenshot 30 - Blacklist view 

To add an item to the Blacklist: 

1. Navigate to the Blacklist node. 

2. From the drop-down list, select the User(s), Client IP(s) and/or 
Site(s) which will be added to the blacklist and click Add. Repeat for 
all the required user(s), IP(s) and/or site(s). 
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NOTE: When adding a User to the blacklist, specify the username in 
the format DOMAIN\user. 

NOTE: When adding a Site to the blacklist, you can use wildcards 
(e.g. ñ*.website.comò). For more information, refer to the Using 
wildcards section in this chapter. 

3. Click Save Settings to finalize setup. 

NOTE: Failing to click Save Settings means that you will lose settings 
as soon as you leave the view to move to another section in GFI 
WebMonitor. 

4.3.2 Deleting items from the Blacklist 

To delete an item from the Blacklist: 

1. Navigate to the Blacklist node. 

2. Click the delete icon  next to the item you want to delete. 

3. Click Save Settings to complete deletion of blacklist items. 

NOTE: Failing to click Save Settings means that you will lose settings 
as soon as you leave the view to move to another section in GFI 
WebMonitor. 

4.4  Using wildcards 

When adding a site to the whitelist or blacklist, you can use wildcards 
as shown in the examples below: 

Example Description 

*.com Allow/block all ó.comô top-level domains 

*.website.com Allow/block all sub domains of the ówebsite.comô domain 
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5 WebFilter Edition - Site rating and 
content filtering 

5.1  Introduction 

The WebFilter Edition node and its sub-nodes enable you to manage 
the Internet access of users, groups or IP addresses based on site 
categories together with the WebGrade database. 

The category of a particular site is determined through the WebGrade 
Database; if a site is listed in the database, GFI WebMonitor then 
uses the configured web filtering policies to determine what action to 
take. 

Policies can be customized to apply during specific periods. For 
example, a policy can enable users to access news and entertainment 
related sites during lunch breaks but not during working hours. 

Pre-defined site categories include pornography, adult themes, 
games, violence and others. The database is updated on a regular 
basis and updates are automatically downloaded to GFI WebMonitor. 

5.2  Web Filtering Policies 

The Web Filtering Policies node allows you to create policies per 
user(s), group(s) and/or IP(s) to manage Internet access during 
specific periods, based on web categories. If an accessed site file 
triggers a policy, GFI WebMonitor then uses the configured Virus 
Scanning policy to determine what action to take. This may be one of 
the following actions: 

¶ Allow access to sites within specified categories per user(s), 
group(s) and/or IP(s) 

¶ Block access to sites within specified categories per user(s), 
group(s) and/or IP(s) 

¶ Quarantine access to sites within specified categories per user(s), 
group(s) and/or IP(s); i.e. upon the discretion of the administrator 
temporary access is allowed to blocked sites 

¶ Exclude or Include specific sites per policy. 
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Screenshot 31 - Web Filtering Policies view 

5.2.1 Adding a Web Filtering Policy 

To add a Web Filtering Policy: 

1. Navigate to WebFilter Edition Ʒ Web Filtering Policies. 

2. Click Add Policy. 

 
Screenshot 32 - Web Filtering Policies: General tab 
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3. Select the General tab. 

4. Provide a new policy name and description in the Policy Name field 
and the Policy Description text box respectively. 

5. In the Policy Schedule area, specify the time period(s) during 
which the new policy will be enforced. 

 
Screenshot 33 - Web Filtering Policies: Web Filtering tab 

6. Select the Web Filtering tab and define the categories applicable 
to the new policy and the actions to take: 

¶ Allow categories: Select categories from the Blocked Categories 
list and click Allow>. 

¶ Block categories: Select categories from the Allowed Categories 
list and click <Block. 

¶ Quarantine access: Select categories from the Allowed 
Categories list and click <Quarantine. 

NOTE: Advanced category conditions can also be configured by 
selecting the Show Advanced Options button. For more information, 
refer to the Configuring advanced Web Filtering Policy conditions 
section in this chapter. 
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Screenshot 34 - Web Filtering Policies: Exceptions tab 

7. Select the Exceptions tab and in the Excluded Sites and 
Included Sites fields specify any URLs, which are to be: 

¶ Excluded (i.e. allowed) from the policy. This enables users to 
access sites overriding any policy setup. 

¶ Included (i.e. blocked) in the new policy. The URLs specified in the 
included sites will be blocked regardless of the scope of the new 
policy. 

NOTE: The Exceptions tab is similar to a whitelist/blacklist feature 
that overrides any rules within the policy. 
















































































































