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1 Introduction

GFI WebMonitor is a comprehensive monitoring solution that enables
you to monitor and filter network u s e web draffic (browsing and file
downloads) in real-time. It also enables you to block web connections
in progress as well as to scan traffic for viruses, trojans, spyware and
phishing material.

It is the ideal solution to transparently and seamlessly exercise a
substantial degree of control over your network u s e brewsing and
downloading habits. At the same time, it enables you to ensure legal
and best practice initiatives without alienating your network users.

1.1 About this manual

The aim of this manual is to help you use and configure GFI
WebMonitor on your network.

This manual is structured as follows:

Chapter 1 Introduces this manual and its use.

Chapter 2 How to access and use GFI WebMonitoré dashboard.

Chapter 3 How to monitor Internet activity.

Chapter 4 How to configure allowed and blocked entities.

Chapter 5 How to configure WebFilter Edition policies.

Chapter 6 How to configure WebSecurity Edition policies.

Chapter 7 How to configure GFI WebMonitor settings.

Chapter 8 How to configure and manage quarantined items.

Chapter 9 Provides information on topics that do not strictly fall
within other chapters.

Chapter 10 Provides troubleshooting information on common issues.

Glossary Explains specific technical terms used in this manual.

Getting Started Guide

Detailed installation guidelines are provided in the Getting Started
Guide, which is downloadable from the GF| website:

http://www.gfi.com/products/gfi-webmonitor/manual

The Getting Started Guide provides detailed information on how to
select your deployment environment and install GFI WebMonitor with
default settings.

1.2 Terms used in this manual
The following terms are used in this manual:
ANOTE: 0o
o Provides additional information and references essential for
the operation of GFI WebMonitor.
il MPORTANT: 0O

GFI WebMonitor 2009 Introduction 1



0 Provides important information such as warnings and
cautions regarding potential issues  commonly
encountered.

For any technical terms and their definitions as used in this manual,
refer to the Glossary chapter in this manual.

2 Y Introduction GFI WebMonitor 2009



2 Using the GFI WebMonitor
dashboard

2.1 Introduction

The Dashboard node enables you to obtain graphical and statistical
information related to GFI We b Mo n iopecatiod. §his includes:

1

)l
1
)l

Usage and operations statistics
Hits over time and bandwidth usage trend charts
WebFilter statistics
Last blocked requests and security threats.

2.2 The GFlI WebMonitor dashboard

VebSecurity : @ ACTIVE

WebFilter: © ACTIVE

D Autorefresh every: |E\D V| seconds =
Today's 40 1.5
Procezzed Requests: 400,450
Total Bandwidth Conzumed: TOTGHE| | h L g
Current Active Connections: 4] § ;
Current tems in Quarantine: o ‘5 h =
AN Scanned Downloads: sl E = -E
Quarantined | Blocked ] 2
AN & Anti-Phizhing: 0 Z
Download & IM: 0| 445 B2 e e R 8 S 8B s REEE RS BB E RS
Web Fittering: 0 253 8888838888888 888888888888
A Hits Over Time Bandwidth Usage Trends
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o 12
£ w0
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@ 4
2
1]
L P T T R R - - - R R
By B S B:s e s S5 85 EEn i EDb B SEEE SR
Top Categories [Sites) b Top Categories (Bandwidth) Top Blocked Categories (Hits) -
ntertainment and
Arts, Job Se...
279 188
Spyware
O computer and Internet Info and Adware
163 D unknown Adult and
) Pornagraphy
o EBusiness and Economy -
Eweb Advertisements e
p Adult and
W Personal Sites and Blogs e
534
a 0 AD &0 B0 1000 120 140
Last Bloched Requests Last Blocked Security Threats
User IF Category Time User P ThreatiVirus Time
Urresolved | 192.168.3.191 Adult and Pormography 18:22:52 | | Unresolved 192.168.3.1 Defauk IM Control Policy 13:41:02
Urresolved | 152.168.3.191 Adult and Pornography 18:22:51 | | Unresolved 192.168.3.15 | Defauk IM Control Policy 13:41:02
Unresolved 192.168.3.191 Adult and Parnography 18:22:51 | | Unresolved 192.168.3.23 Default IM Control Palicy 13:41:02
Urresolved | 192,168,3,191 Adult and Pormography 18:22:51 | | Unresolved 192,168.1,17 | Defauk IM Control Policy 13:41:02
Unresol ved 193.168.3.191 Adult and Parnography 18:22:51 | | Unresolved 1937,168.3.12 Defzult IM Control Palicy 13:41:02

Screenshot 1 - Dashboard view

GFI WebMonitor 2009

Using the GFl WebMonitor dashboard 13



The Dashboard node in the navigation bar allows you to access the
GFl WebMonitor Dashboard. The dashboard shows the information
described in the sections below.

All graphical and statistical information within the Dashboard node
displays browsing information for past dates and the current day (from
midnight to the instant the dashboard is launched).

NOTE: Click the refresh button + at the upper right corner to refresh
the displayed information.

Statistics

Today's Statistics
Processed Requests: 1,657
Tatal Bandwicth Consumed: 5731 MB
Currert &ctive Connections:
current tems in Quarantine:

RSN | S (]

AN Scanned Downloads:
Buarantined | Blocked

A & Anti-Phishing: o ]
Dowenload 2 Ih: =] 26
Wb Fittering: o o

Screenshot 2 - Dashboard: Statistics

The information provided in this table lists a number of important
operational elements of GFI WebMonitor for the current day (from
midnight to the instant the dashboard is launched).

Select the hyperlink next to Current Active Connections to view the
Active Connections, which are also accessible from the Monitoring
node. For more information, refer to the Active Connections section in
the Monitoring Internet activity chapter.

Select the hyperlink next to Current items in Quarantine to view a
summary of the quarantine folder. Quarantined items can also be
accessed from the Quarantine node. For more information, refer to
the Viewing guarantined items section in the Quarantine chapter.

AV Scanned Downloads represents the total downloads scanned by
the anti-virus engines. For more information, refer to the section Virus
& Spyware Protection in the WebSecurity Edition - File scanning and
download control chapter.

Select the other hyperlinks within the Quarantined and Blocked
section to view further detail on the statistics as summarized below.

Feature Quarantined Blocked

AV & Selecting the hyperlink Selecting the hyperlink

Anti-Phishing under Quarantined allows under Blocked allows you
you to approve or delete to view the Top Policy
quarantined items in the Breakers Report.
Virus Scanning Policies For more information, refer
categoty. to the Top Policy Breakers
For more information, refer section in the Monitoring
to the Viewing quarantined Internet activity chapter.
items section in the
Quarantine chapter.

4 q Using the GFI WebMonitor dashboard GFI WebMonitor 2009



Download & IM Selecting the hyperlink Selecting the hyperlink

under Quarantined allows under Blocked allows you
you to approve or delete to view the Top Policy
quarantined items in the Breakers Report.
Download Control For more information, refer
Policies category. to the Top Policy Breakers
For more information, refer section in the Monitoring
to the Viewing quarantined Internet activity chapter.
items section in the

Quarantine chapter.

Web Filtering Selecting the hyperlink Selecting the hyperlink
under Quarantined allows under Blocked allows you
you to approve or delete to view the Top Policy
quarantined items in the Breakers Report.

Web Filtering Policies For more information, refer
category. to the Top Policy Breakers
For more information, refer section in the Monitoring
to the Viewing quarantined Internet activity chapter.
items section in the

Quarantine chapter.

WebSecurity/WebFilter status and usage chart

14
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Screenshot 3 - Dashboard: WebSecurity and WebFilter status and usage chart

The WebSecurity/WebFilter status and usage chart enables you to:

1 Know whether the WebSecurity and WebFilter components are
active or not.

1 View a graphical representation of the correlation between the
number of hits and bandwidth use for the current day (from
midnight to the instant the dashboard is launched).

Hits Over Time chart

Hits Qwer Time Bandwidth Usage Trends

Hits ('000)

7 HI_H_|

Screenshot 4 - Dashboard: Hits Over Time chart

The Hits Over Time chart is a graphical representation of the total
number of hits per day over the last 30-day period and includes the
current day (from midnight to the instant the dashboard is launched).
This enables you to identify a pattern of how website hits fluctuate on
a day-by-day basis and to identify any anomalies.

GFIl WebMonitor 2009 Using the GFI WebMonitor dashboard 15



Bandwidth Usage Trends chart

Hits Over Time Bandwidth Usage Trends

B

&

W”“HHHHHWHHHHHWH Hm (

Bandwidth [GR])

@ & o@ B @ & B o@ @ & @ @ @ @ @ @ @ @ @ & @

Screenshot 5 - Dashboard: Bandwidth Usage Trends chart

The Bandwidth Usage Trends chart is a graphical representation of
the total bandwidth use per day over the last 30-day period and
includes the current day (from midnight to the instant the dashboard is
launched). This enables you to identify patterns and trends of how
bandwidth is utilized on a day-by-day basis and to identify spikes and
anomalies.

Top Categories (Sites) chart

Top Categories [Sites] Top Categories [Bandwidth)
514K 20.52K
s 35 L corporate marketing
oo H Unknown

O web ==arch
[ profezszional zervices

B news
BS.ATK

Screenshot 6 - Dashboard: Top Categories (Sites) chart

The Top Categories (Sites) chart is a graphical representation of the
top hits (HTTP requests) split by categories for the current day (from
midnight to the instant the dashboard is launched). This enables you
to gain knowledge on which categories of sites are being visited by
web users.

Top Categories (Bandwidth) chart

Top Categories [Sites) Top Categories [Bandwidth) |

O corporate marketing

O Unknown

[ web =earch

@ entertainment, Digital Media

M news

Screenshot 7 - Dashboard: Top Categories (Bandwidth) chart

The Top Categories (Bandwidth) chart is a graphical representation
of the bandwidth usage split by categories for the current day (from

6 1 Using the GFI WebMonitor dashboard GFIl WebMonitor 2009



midnight to the instant the dashboard is launched). This enables you
to identify how your bandwidth is being utilized vis-a-vis the website
categories browsed by users.

Top Blocked Categories (Hits) chart

Top Blocked Categories -

0 1 2 3 A 5 & 7 B 9

Requests

Screenshot 8 - Dashboard: Top Blocked Categories (Hits) chart

The Top Blocked Categories (Hits) chart is a graphical
representation of the blocked HTTP requests for the current day (from
midnight to the instant the dashboard is launched). This enables you
to identify the main reasons of why requests were blocked.

Last Blocked Requests list

Last Blocked Requests

User P Category Time

DomamYlserl | 192,168,113 | consumer shopping 1404113

Domainsarl  [152.168.1.13 |consumer shopping 14:04:13

DomainiUser2 | 152,168,0,3p | D2nel Madia Radio 14:00:41
Stations, Music

Unresolved 192,168,3.191 | consumer shopping 134456

Urresolved 192,168,3.191 | consumer shopping 1344151

Screenshot 9 - Dashboard: Last Blocked Requests list

The Last Blocked Requests list displays the most recent five entries
for the current day (from midnight to the instant the dashboard is
launched) of users/IP addresses whose requests were blocked. This
enables you to identify problems with blocked requests regardless of
whether these blocked requests are reported to you or not.

Last Blocked Security Threats list

Last Blocked Security Threats

User IP ThreatiVirus Time
Scanned with Bitdefender Scanned with

Unresolved | 152.168.3.10 | Morman Kaspersky: File could ot e | 11:54:17
scanned, Password protected,
Bitdefender: Infected:EICAR-Test-Fie

) {mot & virus) Norman; Infected with

Unresolved | 152.168.1,101 EICAR_Test file not s vinst

Kaspersky: Infected: EICAR-Test-Fike

Screenshot 10 - Dashboard: Last Blocked Security Threats list

10:08:33

The Last Blocked Security Threats list displays the most recent five
entries for the current day (from midnight to the instant the dashboard
is launched) of users/IP addresses from whose machines GFlI
WebMonitor detected the threats/viruses. This enables you to identify
security issues as early as possible, in time to take preventive
measures before your network security is breached.

GFI WebMonitor 2009
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3 Monitoring Internet activity

3.1 Introduction

The Monitoring node and its sub-nodes enable you to examine
current and historical web request data processed by GFlI
WebMonitor. Through these nodes, you can view data related to:

1 Active Connections
Past Connections
Hidden Downloads
Search

Bandwidth Consumption
Sites History

Users History

=A =4 =4 =4 =4 4 =

Activity Log

3.2 Active Connections

The Active Connections report provides information related to
current active connections.

ﬁ);lnctive Connections -

User 1P Bytes  Status URL

administratar 127.0041 4 483 [X] Receiving resl filetype:pn hittpa: Sy google comimagesinay_logo? png

Screenshot 11 - Monitoring: Active Connections view

Navigate to Monitoring 3 Active Connections to access the Active
Connections view.

The information displayed includes:

9 User - the user that is being monitored and whose request is being
processed at the instant the report is launched or refreshed

1 IP - the IP that is being monitored and whose request is being
processed at the instant the report is launched or refreshed

1 Bytes - the size of the download at the instant the report is
launched or refreshed

I Status - the status of the connection (e.g. Connecting or
Receiving) at the instant the report is launched or refreshed

1 URL - the URL of the request that is currently being processed

Further Information

Click the £l button in the Status column of the related connection to
terminate the download (e.g. interrupt file downloads that are taking
up too much bandwidth).

GFI WebMonitor 2009 Monitoring Internet activity 9



3.3 Past Connections

The Past Connections report shows the last 2000 complete
connections processed by GFI WebMonitor.

If):lPast Connections -

User P Time Size Status URL

unauthenticated 1000212 11757 4.47 KB Proxy Auth. Request | hitp: Mupdate043 afi comian
administrator 127004 1114757 5894 B tenctibtenl hittp: Mhveeborade? gfi com/iz
unauthenticated 1000212 111756 4.47 KB Proxy Auth. Request | hitp: Mupdate043 afi comian
administrator 1270041 11:17:43 402 B testtinl kit ivvebgrade2 ofi.comis
unaLtherticsted 27 ES10089 11:17:42 4 42 B - Fittp: Siclierts1 google comic
unauthenticated 1000212 11.01:04 4.47 KB Proxy Auth. Request | hitp: Mupdate043 gfi.comilic
unaLtherticsted 100022 10:31:04 4 47 KB Proxy Auth. Request | kttp: SMupdate043 afi comian
administratar 127.0.01 10:2535 357 B textiplain hittp: Mhovebgrade? gfi com/iz

Screenshot 12 - Monitoring: Past Connections view

Navigate to Monitoring 3 Past Connections to access the Past
Connections view.

The information displayed includes:

9 User - the user that is being monitored and whose request was
processed

1 IP - the IP that is being monitored and whose request was
processed

1 Time - the time the request was processed
1 Size - the total size of request that was processed

{1 Status - the final status of the connection (e.g. the file type, the
error code, redirection or not modified) that was processed

1 URL - the URL of the request that was processed

Table Sorting
The list is sorted by Time in descending order.

3.4 Hidden Downloads

The Hidden Downloads report allows you to monitor all unattended
downloads from user machines. An unattended download can be one
of the following:

9 Valid updates started automatically from the useré machine
1 Unwanted downloads by hidden applications

1 Interrupted / forgotten downloads initialized by the user. These are
downloads that are started by the user and not saved within 15
minutes

1 Malicious downloads that will take advantage of computer software
vulnerabilities using sequences of commands.

10 1 Monitoring Internet activity GFI WebMonitor 2009



Q, .
‘Hidden Downloads -

This page shows downloads which were unattended by user and might show potential hidden unwanted applications or exploits running on client's computers.
Unattended means dewnloads which produced downlead siatus windov where user didn't click on save to disk button within15min after downlead. Such downloads are also
from valid applications (automatic updates etc..). For those, if trusted, its advised to move their download URL domain locations to the white list.

Group By: ®URL Ouseragent OP View data for: | Today v
Display: @ a1 O only Executables and Packages
Last Time Count Real Filetype Content Type URL )
+| 2008-06-1502:46:23 1 Unknown Attachment | image/fx-icon http:/fdownload  tvpepad.com
-] 2009-08-1509:38:28 2 Unknown Attachment | application fison http:/fwww.Imodules.com/opensocial/makeRequest
Time User P Size User Agent

2009-06-1509:38:28 MYCOMPAMYYohn 192.168.1.3 | 2.1KB | Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.10)
2009-06-1509:38:28 MY COMPANYYohn, 192.168.1.3 OB Mozilaf5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.10)

| | 2009-06-1509:35:35

Unknown Attachment | application fison .ig.
Executsble applicationfoctet-stream http:/fdownloadfree.asa .com/fupdate juZiavi2 176u2 145i2.bin

+
+ 2009-06-1509:27:00 1
+| 2009-06-1509:26:53 1 Executable application/octet-stream http: /fdownloadfree atcn. comfupdate fu7avil 564u 149 Sht.bin
+|  2009-06-1509:18:17 1 Executsble applicationfoctet-stream http://dl.qoodle. com picasa/public-update-7143.exe
v
< >

Screenshot 13 - Monitoring: Hidden Downloads view

Navigate to Monitoring 3 Hidden Downloads to access the Hidden
Downloads view.

The information displayed includes:

M Last Time - if the URL radio button is selected, the last time when
the same URL was accessed is displayed. However, if the User
Agent radio button is selected then the last time when the same
user agent was used is displayed.

M Count - the number of times the hidden download was accessed
1 Real Filetype - the file type of a hidden download

1 Content Type - the content type of the hidden download as
suggested from the web content-type. For more information, refer
to the Adding New Content-types section in the WebSecurity
Edition - File scanning and download control chapter.

91 URL - the URL of the downloaded file

Expand an entry to view the details for the number of times the hidden
download was accessed. The information displayed includes:

I Time - the date and time the Hidden download was accessed

9 User - the user that is being monitored and on whose machine the
hidden download was launched

1 IP - the IP that is being monitored and on whose machine the
hidden download was launched

9 Size - the size of the downloaded file

I User Agent - the application/agent that launched the hidden
download

From the Group By radio buttons select one of the following display
options:

1 URL to show the URL of the downloaded file.
1 User Agent to display the agent that started the hidden download.

1 IP to display the IP address of the URL that started the hidden
download.

From the Display radio buttons select one of the following options:
1 All to display entries for all file types.

1 Only Executables and Packages to display entries for
executables and packages only.

GFI WebMonitor 2009 Monitoring Internet activity 111



Further Information

Select the URL hyperlink to view the Permanent Whitelist dialog. For
more information, refer to the Add hidden downloads to Whitelist
section in this chapter.

3.4.1 Add hidden downloads to Whitelist

v/ Whitelist save Settings Cancel

Use thiz page to specify the user, IP, or site that you want to exclude from all the
policies configured in GFlWebMonitor. Uzse this feature carefully, =ince what iz
included in the list below will byvpazs all GFlWebMonitor 2ecurity checks.

Permanent Whitelist Temporary Whitelist
Site |duwn|nadfree.a|:|c.cnm | Add
@- * adomal.com ﬁﬂ -
@ * gfi.com m
@- * gfimalta.com ﬁﬂ
@ * gfizoftware.com m
&Y * tama.com m b

Screenshot 14 - Whitelist hidden downloads dialog

Click the URL of a hidden download to launch the Permanent
Whitelist dialog. Then click Add to whitelist the selected URL.

3.5 Search

The Search node enables you to search through the browsing history
for a specific date for:

9 a specific site or domain, or a specific category, or
1 a specific user, or

1 acombination of both, or

9 all categories and all users.

12 qMonitoring Internet activity GFI WebMonitor 2009



==* search

Use thiz page to search through brovesing history by UzerdP and Category or Site and by date.

Search

Search By:

Site || |

MOTE: Substrings are supparted, for example 'damain.com’ will return
ey dOmEin.cam, mail.domain.com, news domain.cam, ete.

User/IP: | |;I

MOTE: Uzer must ke in the formsat DOMAIMNWzer. IP address must be

an exact mstch.

on: |12/05/2009 i

Search

Screenshot 15 - Monitoring: Search view

To search an item:

1. Navigate to Monitoring 3 S e a to achess the Search view.
2. From the Search By drop-down list, key in the Site or select the

Category required.

3. From the User/IP drop-down list, key in or select the User or IP

address.

NOTE: When keying in a User in the related search
the username in the format DOMAIN\user.

text box, specify

4. Specify the date required and click Search to open the Search

Results foré view.

The information displayed within the Sear ch
depends on the search criteria specified:

Re s uviews f

Site only Displays all the websites belonging to the specified URL or
domain, visited by all users on the specified date.

Category only Displays all the websites belonging to the specified category,

visited by all users on the specified date.

User only Displays all the websites, visited by the specified user on the

specified date.

Site and User Displays all the websites belonging to the specified URL or

domain, visited by the specified user on the

specified date.

Category and Displays all the websites belonging the specified category,
User visited by the specified user on the specified date.
All Categories Displays all the categories visited by all users on the specified

and Any User date.

Depending on the search criteria specified, the information displayed

includes:

1 Show Traffic Over Time Chart - for more information, refer to the

Charts section in this chapter.

1 Show Hits Over Time Chart - for more information, refer to the

Charts section in this chapter.

1 Show IM Messages Over Time Chart - for more information,

refer to the Charts section in this chapter.

GFI WebMonitor 2009
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1 Bandwidth (DL/UL) - the total bandwidth used by each site or by
each web category

91 File Types - the types of files accessed from each site followed by
the number of times each file type was accessed in brackets

9 Hits - the total number of requests (more than one request can be
submitted for the same site) by the user.

1 Number of Sites - the number of sites that were accessed by the
users, which form part of the category

T Number of Users - the number of users that accessed the sites
which form part of the category

Site - the site that was accessed by the user
Usage (DL/UL) - the total bandwidth used by each user
User/IP - the user/IP that is being monitored

Web Category - the classification of which the accessed site
forms part of

= =4 =4 =

3.6 Bandwidth Consumption

The Bandwidth Consumption reports allows you to monitor
bandwidth usage. Three types of reports are available:

1 Top Sites
1 Top Users
i Top Categories

3.6.1 Top Sites

The Top Sites report displays the amount of bandwidth consumed by
visited websites on a specific date.

)\ o
LY Top Bandwidth Consumption by Sites *

[Jshow Hits Gver Time Charts View data for: |11/19/2009 j Go || < || >

Display Filters: [Joraup by Domains [ |Hide Referrals

Bandwidth (DL/UL}) Site Hits Web Category

4,81 MB | 975 E update03d.gfi.com g ‘WebMonitor Updates

55,71 ME [ 1.42 KB update035. gfi.com 12  wWebMonitor Updates

50,95 ME | 4.56 KB update.gfi.com 76 WebManitor Updates

3.0ZME[1.19KE update044.afi.com 10 WebMonitor Updates

1.54 MB fpdownload?, macromedia.com 2 Business and Economy, Computer and Inkernet Info
1.25 MEB |.wimg.com 49 Search Engines

1.25ME | 1.44 KB update00s. ofi.com 13 wWebMonitor Updates

1.24 MB v, by, com,mt 67  Streaming Media

1.02ME | 2,18 KB update43.gfi.com 18  WebMonitor Updates

C13.72 KB i3.microsoft.carm 43 Business and Economy, Computer and Internet Info
392.04 KB A, Qoogle . com 70 Search Engines

384,02 KE v, microsoft. com 37 Business and Economy, Computer and Inkernet Info
264,32 KB m. v, yahoo, com 7 Internet Portals

Screenshot 16 - Bandwidth Consumption: Top Sites report

Navigate to Monitoring 3 Bandwidth Consumption 3 Top Sites to
access the Top Sites report.

The information displayed includes:

9 Show Hits Over Time Chart - for more information, refer to the
Charts section in this chapter.
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1 Group by Domains - (in the Display Filters group) when selected
the list is grouped by website-visited domain.

1 Hide Referrals - (in the Display Filters group) when selected the
list displays only the URLs of the sites which most likely were
entered manually by the user.

1 Bandwidth (DL/UL) - the total bandwidth used by each site
9 Site - the site that was accessed by the users

9 Hits - the total number of requests (more than one request can be
submitted for the same site) by the user

1 Web Category - the classification of which the accessed site
forms part of

Table Sorting

By default, the lists are sorted by Bandwidth in descending order, but
all columns can be sorted in either ascending or descending order by
clicking on the appropriate column heading.

Further Information

Select the Site hyperlink to view the Site Access History. For more
information, refer to the Site Access History section in this chapter.

3.6.2 Top Users

The Top Users report displays the amount of bandwidth consumed by
users/IP addresses on a specific date.

'\ -
b | Top Bandwidth Consumption by Users -

[Ishow Hite over Time Charts View data for: |11/19/2009 H 6o ==

User / IP Usage (DLSUL) Hits Sites Acces=zed
127.0.0.1 200,92 ME [ 61,12 KB 640 64 sites - 207,46,110,49, ads1.msn,com, c.microsoft,com, cdientsl,google,com, crl,werisign.com, ...

192.168.5.10 3.08ME[ 1766 352 43 sites - a,ads2,msn.com, a.rad.msn,com, activesx, microsaft, com, ad,doubleclick.net, ad.wsod,com, ...

Screenshot 17 - Bandwidth Consumption: Top Users report

Navigate to Monitoring 3 Bandwidth Consumption 3 Top Users
to access the Top Users report.

The information displayed includes:

1 Show Hits Over Time Chart - for more information, refer to the
Charts section in this chapter.

1 User/IP - the user/IP that is being monitored
1 Usage (DL/UL) - the total bandwidth used by each user

i Hits - the total number of requests (more than one request can be
submitted for the same site) by the user

i Sites Accessed - the total number and names of different sites
accessed by the user

Table Sorting

By default, the list is sorted by Usage (DL/UL) in descending order,
but all columns apart from Sites Accessed can be sorted in either
ascending or descending order by clicking on the appropriate column
heading.
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Further Information

Select the User/IP hyperlink to view the User History Details. For
more information, refer to the User History Details section in this
chapter.

3.6.3 Top Categories

The Top Categories report displays the amount of bandwidth
consumed by categories of visited websites on a specific date.

il »
L] Top Bandwidth Consumption by Categories -

View data for: | 11/13/2003 [ | Go || <>

Bandwidth (DL/UL}) Web Category Humber of Sites Humber of Uzers
196,958 ME [ 165.09 KB ‘webMonitor Updates 45 1
3.02 ME | 86.13 KB Business and Economy, Computer and Internet Info 7 z
.07 ME | 115.2 KB Search Engines & b
1.27 MEB | 26.52 KB Streaming Media 1 1
462,76 KB | 23.9 KB Internet Portals 9 b
325.52 KB | 14.06 KB web Advertisements & Z
194,25 KB | 6,335 KB Computer and Internet Info & bd
Z7.BEKE [ 4.17 KB Business and Economy 5 Z
16.44 KB | 19,45 KB Mews and Media, Shopping, Streaming Media 1 bd
14.66 KB | 2.55 KB Internet Portals Wieb Advertisements 1 Z
1.51 KB/ 1.27 KB Local Information, Mews and Media 1 1
1.49KE [/ 2.21 KB Shareware and Freeware 1 1
1.01KE [ 1.2KE Parked Sites 1 1
0B[321B Unknown 1 1

Screenshot 18 - Bandwidth Consumption: Top Categories report

Navigate to Monitoring 3 Bandwidth Consumption 3 Top
Categories to access the Top Categories report.
The information displayed includes:

1 Bandwidth (DL/UL) - the total bandwidth used by each web
category

1 Web Category - the classification of which the accessed sites
form part of

1 Number of Sites - the number of sites that were accessed by the
users, which form part of the category

1 Number of Users - the number of users that accessed the sites
which form part of the category

Table Sorting

By default, the list is sorted by Bandwidth (DL) in descending order,
but all columns can be sorted in either ascending or descending order
by clicking on the appropriate column heading.

Further Information

Select the Web Category hyperlink to view the details for the web
category. The information displayed includes:

9 Site - the site that was accessed by the users

1 User/IP - the user/IP that is being monitored

1 Bandwidth (DL/UL) - the total bandwidth used by each site
1

Hits - the total number of requests (more than one request can be
submitted for the same site) by the user

16 1 Monitoring Internet activity GFI WebMonitor 2009



3.7 Sites History

The Sites History reports allows you to monitor total browsing times
per site and the number of times a site was accessed. Two types of
reports are available:

1 Top Time Consumption
9 Top Hits Count

3.7.1 Top Time Consumption

The Top Time Consumption report lists the sites on which network
users spent most time browsing a site on a specific date.

I"| Top Time c°nsumpti°n Snapshot taken at 9:20:06 AM -
View data for: IDS"DB"QDDg j Go || <[~
Site Surf Time File Types Accessed by User / IP
207.46.110.49 35 mins | 3 file bypes - HTML(S2), MSN(#3), Unknown(2) 2 users - 127.0,0,1, 10,000,212
207.46.107.52 25 mins 3 file bypes - HTML{SZ2), M3MN(33), Unknown(3) 1 users - 127.0.0.1
207.46.107.66 25 mins 3 fila bypes - HTML{GS), MSMN(30), Unknown(9) 1 users - 127.0.0.1
207.46.110.22 25 mins 3 fila bypes - HTML{GO), MSMN(31), Unknown(S) 1 users - 127.0.0.1
207.46.107.108 20 mins 3 fila bypes - HTML{40), MSMN(34), Unknown(S) 1 users - 127.0.0.1
ad.doubleclick.net 15 mins 2 file bypes - HTML(3), Unknown(1) 1 users - 127.0.0.1
207.46,110,115 15 mins 3 file bypes - HTML(33), MSN(20), Unknown(7) 1 users - 127.0.0.1
mail.google. com 15 mins = 7 file bypes - Unknown{65), Java Script(23), HTML(19) 1 users - 127.0.0.1
W, Qoogle, corm. mE 10 mins | & File bypes - HTML(11), Jpgimageld), Java Scripk(2) 2 users - 127.0.0.1, 10.0,0,215
207.46.110.26 10 mins 3 file bypes - HTML{Z23), M3M20), Unknown(g) 1 users - 127.0.0.1

Screenshot 19 - Sites History: Top Time Consumption report

Navigate to Monitoring 3 Sites History 3 Top Time Consumption
to access the Top Time Consumption report.

The information displayed includes:
9 Site - the site that was accessed by the users
9 Surf Time - the total time spent browsing each site

1 File Types - the total number of and the types of files accessed
from each site followed by the number of times each file type was
accessed in brackets

1 Accessed by User / IP - the total number and names/IP
addresses of users/IP addresses that accessed the site

Table Sorting

By default, the list is sorted by Surf Time in descending order, but all
columns apart from File Types and Accessed by User / IP can be
sorted in either ascending or descending order by clicking on the
appropriate column heading.

Further Information

Select the Site hyperlink to view the Site Access History. For more
information, refer to the Site Access History section in this chapter.

3.7.2 Top Hits Count

The Top Hits Count report lists the sites that were most frequently
accessed by network users on a specific date.
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'\
I’ | Top Hits Count Snapshot taken at 2:45:05 PM  +

[Jshow Hits Over Time Charts View data for: |11/19/2009 fH | Go ||<| =
Site Hits File Types Accessed by User / IP
update.qgfi.com 76 3 File types - unknown(21), Reml{193, zipfl) 1 users - 127.0.0.1

v, qoogle. com 70 5file types - unknown(Z), hkml{43), gif{10), j.scripk(4), pngi2) Zusers - 127.0.0.1, 10.0.0.212
i, bay . com. mk 67 6 file types - html{Z), jpai11}), gif{42), flashi1}), css(3), j.scripk(3) 1 users - 127.0.0.1

|.wimg.com 49 & File types - unknown(1), jpal10), giff4), cssi7), j.script{i4), pngf2) 1 users - 10.0.0.212
i3.microsoft.com 43 3 file types - jpai2), j.script(10), pngi20) Z users - 10.0.0.21Z2, 127.0.0.1
col.sth.s-msn.com 42  Zfile types - jpg{20}, gif{1} 1 users - 10,0.0,212
i.microsoft.com 39 3 file types - jpal2), gifi4), pnglz1) 2 users - 10.0.0.212, 127.0.0.1

Screenshot 20 - Sites History: Top Hits Count report

Navigate to Monitoring 3 Sites History 3 Top Hits Count to
access the Top Hits Count report.

The information displayed includes:

1 Show Hits Over Time Chart - for more information, refer to the
Charts section in this chapter.

9 Site - the site that was accessed by the users

9 Hits - the total number of requests (more than one request can be
submitted for the same site) by the user

9 File Types - the total number of and the types of files accessed
from each site followed by the number of times each file type was
accessed in brackets

9 Accessed by User / IP - the total number and names/IP
addresses of users/IP addresses that accessed the site

Table Sorting

By default, the list is sorted by Hits in descending order, but all
columns apart from File Types and Accessed by User / IP can be
sorted in either ascending or descending order by clicking on the
appropriate column heading.

Further Information

Select the Site hyperlink to view the Site Access History. For more
information, refer to the Site Access History section in this chapter.

3.8 Users History

The Users History reports allows you to monitor total browsing time
per user, total number of times a user accesses sites and total number
of policy violations per user. Three types of reports are available:

1 Top Surfers
1 Top Hits Count
1 Top Policy Breakers

3.8.1 Top Surfers

The Top Surfers report lists the time spent by network users browsing
sites on a specific date.
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] .
I' | Top Surfers Snapshot taken at 7:59:41 PM =

View data for: IDSMB’QDDQ ﬁ Go =]~

User [ IP Surf Time 5Sites Accessed

clintZ\msn_messengsr Zhr 25 mins | 52 sites - 207.46,107.108, 207.46,107 .52, 207.46,107 .66, 207 46,110,11¢F

clint2\administr ator S0 mins | 30 sites - 85.198,39.17, ajax.googleapis.com, b.mail.google, com, chatenab
127.0.0.1 S mins 6 sites - update.qfi.com, update009.qfi.com, update032.afi.com, updaten3
Z17.65,100.89 Omins 1 sites - w0000k, at isc,sans. dfind:)

10.0.0.212 O mins 3 sites - loginnet, passport.com, packetscreen.com, rsi.hotmail,.com
194.158.59.141 0 mins 1 sites - beta,bpftpserver.com

10.0.0.213 O mins 5 sites - ajax.googleapis,com, mail.google, com, ssl.google-analytics, com, w

Screenshot 21 - Users History: Top Surfers report

Navigate to Monitoring 3 Users History 3 Top Surfers to access
the Top Surfers report.

The information displayed includes:
1 User/IP - the user/IP that is being monitored
1 Surf Time - the total time spent browsing each site

i Sites Accessed - the total number and names of different sites
accessed by the user

Table Sorting

By default, the list is sorted by Surf Time in descending order, but all
columns apart from Sites Accessed can be sorted in either ascending
or descending order by clicking on the appropriate column heading.

Further Information

Select the User/IP hyperlink to view the User History Details. For
more information, refer to the User History Details section in this
chapter.

3.8.2 Top Hits Count

The Top Hits Count report, lists the users with the highest number of
site accesses on a specific date.

I';| Top Hits Count Snapshot taken at §:01:58 PM =
" Show Hits Over Time Charts Yiew data for: IDSJ’DEJQDDB il | 6o | <=
User [ IP Hits Sites Accessed
clink2imsn_messenger 951 52 skes - 207.46,107,108, 207.46.107,52, 207 46,107 66, 207.46,110,115, 207.46,11
clink administrator 415 30 sikes - 88.195.39.17, ajax.googleapis.com, b.mail. google.com, chatenabled. mail. goo
127.0.0.1 185 6 sites - update, gfi.com, update009.gfi,com, update032, gfi.com, update039.gfi.com, u|
10,0.0.212 43 3 sites - loginnet, passport.com, packetscreen,com, rsi.hotmail.com
10.0.0.213 28 5 sites - ajax.googleapis,com, mail.google. com, ssl.google-analytics.com, wiw, google. .
217.65.100.89 1 1 sites - fwd0bwD0k, at isc.sans, dfind:)
194,158.59.141 1 1 sites - beta.bpftpserver.com

Screenshot 22 - Users History: Top Hits Count report

Navigate to Monitoring 3 Users History 3 Top Hits Count to
access the Top Hits Count report.

The information displayed includes:
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1 Show Hits Over Time Chart - for more information, refer to the
Charts section in this chapter.

1 User/IP - the user/IP that is being monitored

9 Hits - the total number of requests (more than one request can be
submitted for the same site) by the user

i Sites Accessed - the total number and names of different sites
accessed by the user

Table Sorting

By default, the list is sorted by Hits in descending order, but all
columns apart from Sites Accessed can be sorted in either ascending
or descending order by clicking on the appropriate column heading.

Further Information

Select the User/IP hyperlink to view the User History Details. For
more information, refer to the User History Details section in this
chapter.

3.8.3 Top Policy Breakers

The Top Policy Breakers report, lists the users with the highest
number of policy violations on a specific date.

i -
I“l Top Policy Breakers Snapshot taken at §:02:57T PM =

View data for: IEG;I:IE-"?E'EIB il 6o = =

Uzer / IP Breaches De=scription
hiyDomaintohnlos 3 | Download Control Policies] 3)
by Domiain P aulSmith 23 Download Control Policiesiz3)

Screenshot 23 - Users History: Top Policy Breakers report

Navigate to Monitoring 3 Users History 3 Top Policy Breakers to
access the Top Policy Breakers report.

The information displayed includes:

9 User/IP - the user/IP that is being monitored and who violated the
policy
1 Breaches - the number of policy violations by the user

9 Description - the category of the violated policy followed by the
number of times the policy has been broken

Table Sorting
The list is sorted by User/IP in ascending order.

Further Information

Select the User/IP hyperlink to view the details for the user/IP
address. The information displayed includes:

i Time - the time the violation occurred
91 Description - the specific name of the violated policy
f URL - the URL of the unauthorized site
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M IP -the IP address that accessed the site

3.9 Site Access History

The Site Access History view graphically represents and lists details
related to an accessed site on a specific date.

I,’ Site Access History
’ |for: www.google.com Snapshot taken at 3:15:04 PM =

[¥ Show Hits Over Time Chart View data for: IDBMEQDUQ i ) Il el

| ) ]
L] 800 [(Hits) 000
L
]
T a2
0 3 3 ] 12 15 ] 2 F7]
Time of Day
Uzer / IP Hitz File Types
Daotmnaintohnboe 127 Unknown(S3Y, Java Script{23), HTML{19), Gif image{18), Png image(11}, Unknot
10.0.0.213 12 Unknowni12)

Screenshot 24 - Site Access History view

1. To access the Site Access History view:

1 Option 1: Navigate to Monitoring 3 Bandwidth Consumption 3
Top Sites to access the Top Sites report.

I Option 2: Navigate to Monitoring 3 Sites History 3 Top Time
Consumption to access the Top Time Consumption report.

1 Option 3: Navigate to Monitoring 3 Sites History 3 Top Hits
Count to access the Top Hits Count report.

2. Select the Site hyperlink.
The information displayed includes:

1 Show Traffic Over Time Chart - for more information, refer to the
Charts section in this chapter.

1 Show Hits Over Time Chart - for more information, refer to the
Charts section in this chapter.

1 User/IP - the user/IP that is being monitored

I Usage (DL/UL) - the total bandwidth used by each user. Hover on
a specific value to view a Download/Upload Traffic over a 24-hour
chart for a specific site, date and user.

9 Hits - the total number of requests (more than one request can be
submitted for the same site) by the user. Hover on a specific value
to view a Hits over a 24-hour chart for a specific site, date and
user.

1 File Types - the types of files accessed by each user followed by
the number of times the file type was accessed in brackets. Hover
on a specific value (a site might have more than one file type value
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listed) to view a Download/Upload Traffic over a 24-hour chart for
a specific site, date and user.

Table Sorting

By default, the list is sorted by Hits in descending order, but all
columns apart from File Types can be sorted in either ascending or
descending order by clicking on the appropriate column heading.

Further Information

Select the User/IP hyperlink to view the User History Details. For
more information, refer to the User History Details section in this
chapter.

3.10 User History Details

The User History Details view graphically represents and lists details
related to a monitored user/IP of a specific date.

g/ User History Details -
I"|132.1BB.IJ.1BIJ Snapshot taken at 1:17:45 PM =

[#] show Hits Over Time Chart

i . |06/16/2009 H|Go || =|l>
[ show 1M Messages Over Time Chart AL CE ST :ﬁ

~
N
L] 00 (Hits) 1000
]
E
"]
E.‘ 40
z
[] 3 [ ] 12 [H 18 Fi 2
Time of Day
MEN Messages Recieved MEN Messages Sent
5
£
E
w
-~
-
&
=
& 2
H
=
3 [3 ] 12 15 18 F F
Time of Day
Site Hits File Types
87.106,134.175 196  Unknown(196)
87.106.61.13 1,324 HTML{302), Unknown(422)
87.100.141.145 190 Unknown(190)
87.100.13.61 196  Unknown({196)
74,208.97.46 191 | Unknown({191) v

Screenshot 25 - User History Details view

1. To access the User History Details view:

1 Option 1: Navigate to Monitoring 3 Bandwidth Consumption 3
Top Users to access the Top Users report.

1 Option 2: Navigate to Monitoring 3 Users History 3 Top
Surfers to access the Top Surfers report.

22 1 Monitoring Internet activity GFI WebMonitor 2009



1 Option 3: Navigate to Monitoring 3 Users History 3 Top Hits
Count to access the Top Hits Count report.

2. Select the User/IP hyperlink.
The information displayed includes:

T Show Traffic Over Time Chart - for more information, refer to the
Charts section in this chapter.

M Show Hits Over Time Chart - for more information, refer to the
Charts section in this chapter.

1 Show IM Messages Over Time Chart - for more information,
refer to the Charts section in this chapter.

9 Site - the site that was accessed by the users

I Usage (DL/UL) - the total bandwidth used by each user. Hover on
a specific value to view a Download/Upload Traffic over a 24-hour
chart for a specific user, date and site.

9 Hits - the total number of requests (more than one request can be
submitted for the same site) by the user. Hover on a specific value
to view a Hits over a 24-hour chart for a specific user, date and
site.

1 File Types - the types of files accessed by each user followed by
the number of times the file type was accessed in brackets. Hover
on a specific value (a site might have more than one file type value
listed) to view a Download/Upload Traffic over a 24-hour chart for
a specific user, date and site.

1 Web Category - the classification of which the accessed site
forms part of

Table Sorting

By default, the list is sorted by Hits in descending order, but all
columns apart from File Types can be sorted in either ascending or
descending order by clicking on the appropriate column heading.

Further Information

Select the Site hyperlink to view the Site Access History. For more
information, refer to the Site Access History section in this chapter.

3.11 Activity Log

The Activity Log report allows monitoring items that have been
blocked or quarantined and processes that have failed on a specific
date.
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=
Activity Log Snapshot taken at $:23:57 PM  +

View data for: ID3"'DE"QDD9 ﬁ Go 1z

User Time Description URL

My DamaindoeDioe 16:28:52 Defaulk Download Control Policy  http:/fmail. google, com/
DaomainaneSmith 16:16:52 Defaulk Download Control Policy  http:/fintl video, msn.connysfusfifim. png
DomaintaryJohnzon | 16:16:51  Default Download Contral Policy | http:/fimages. match, comfmatchimsn/me:
MyDomainkateBlack  15:;41:01  Default IM Control Policy http:/fgateway . messenger. hotmail . com/
MyDomainPaulSmith  15:39:39 | Default IM Control Policy http:ffgateway . messenger. hotmail . com/s

DamainTomBrown 14:39:29 Default Download Control Palicy  http:/ ey, google. com/searchrq=cann:

Screenshot 26 - Activity Log view

Navigate to Monitoring 3 Activity Log to access the Activity Log
view.

The information displayed includes:

1 User - the user/IP that is being monitored

9 Time - the time the violation occurred

9 Description - the name of the violated policy
9 URL - the URL of the unauthorized site

Table Sorting
The list is sorted by Time in descending order.

3.12 Viewing data by date

By default, all reports within the Bandwidth Consumption, Sites
History, Users History and Activity Log nodes list data for the
current day (from midnight to the instant the report is launched).

The displayed information is not refreshed automatically, as a result
new data that becomes available after the generation of the current
day report, is not displayed automatically. To update such data, click

the refresh button * at the upper right corner of the view.

To view data for other days, use the controls at the upper right of the
view:

1 Previous day - click the back button <1

1 Next day - click the forward button .

1 Specific date - click the calendar button:, select the required
date and click Go to retrieve data for that date.

NOTE: If no data for a specific date is available (e.g. a future date is
selected), an error message stating that data was unable to be
retrieved is displayed.

3.13 Charts

Charts allow you to monitor statistics in an easier way. Three types of
graphical representations are available:

1 Show Traffic Over Time Chart
i Show Hits Over Time Charts
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1 Show IM Messages Over Time Chart

Show Traffic Over Time Chart

This chart allows you to view a graphical representation of the flow of
total Download/Upload Traffic over a 24-hour period for a selected
date.

This chart also allows you to identify peaks in Download/Upload
Traffic generated by the users.

Show Hits Over Time Charts

This chart allows you to view a graphical representation of the flow of
total number of Hits over a 24-hour period for a selected date.

This chart also allows you to identify peaks in the amount of requests
by the users.

Show IM Messages Over Time Chart

This chart allows you to view a graphical representation of the flow of
total number of Instant Messages over a 24-hour period for a selected
date.

This chart also allows you to identify peaks in the amount of Instant
Messages sent/received by the users.
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4 Allowing and blocking users, IP
addresses and sites

4.1 Introduction

The Whitelist and Blacklist nodes enable you to set up content
scanning policies that override all policy settings set up in WebFilter
and WebSecurity editions.

4.2 Whitelist

The Whitelist is a list of sites, users and IP addresses approved by
the administrator to be excluded from all policies configured in GFI
WebMonitor. Besides the Permanent Whitelist, there is also a
Temporary Whitelist that is used to temporarily approve access to a
site for a user or IP address.

IMPORTANT: In GFI WebMonitor, the Temporary Whitelist takes
priority over the Permanent Whitelist. Furthermore, both Whitelists
take priority over the Blacklist. Thus, if a site is listed in any of the
Whitelists and that same site is listed in the Blacklist, the site will be
allowed.

4.2.1 Preconfigured items

By default, GFl WebMonitor includes a number of preconfigured sites
in the Permanent Whitelist. These include GFI websites to allow
automatic updates to GFI WebMonitor and Microsoft websites to allow
automatic updates to Windows. Removing any of these sites may
preclude important updates from being automatically effected.
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4.2.2 Adding items to the Permanent Whitelist

1 s
Vf Whitelist Save Settings Cancel

Uze thiz page to specify the user, IP, or =ite that vou want to exclude from all the
policies configured in GF1VWebMonitor. Use thiz feature carefully, since what iz included
in the lizt below will bypass all GFl WebMonitor 2ecurity checks.

Permanent Whitelist Temporary Whitelist
|site =] | || Add

@- * adobe.com

@ * gfi.com

@- * gfizoftware.com

@ * macromedia.com

@- * microgoft.com

@ * 2Un.com

@- * windowsupdate. com

B 8 & 8 & 8 &

Screenshot 27 - Permanent Whitelist view

To add an item to the Permanent Whitelist:

1. Navigate to the Whitelist node and select the Permanent Whitelist
tab.

2. From the drop-down list, select the User(s), Client IP(s) and/or
Site(s) which will be added to the whitelist and click Add. Repeat for
all the required user(s), IP(s) and/or site(s).

NOTE: When adding a User to the whitelist, specify the username in
the format DOMAIN\user.

NOTE: When adding a Site to the whitelist, you can use wildcards
(e. g. i * . weHors maree infarmatiod,) refer to the Using
wildcards section in this chapter.

3. Click Save Settings to finalize setup.

NOTE: Failing to click Save Settings means that you will lose settings
as soon as you leave the view to move to another section in GFlI
WebMonitor.

4.2.3 Deleting items from the Permanent Whitelist
To delete an item from the Permanent Whitelist:

1. Navigate to the Whitelist node and select the Permanent Whitelist
tab.

2. Click the delete icon T next to the item you want to delete.
3. Click Save Settings to complete deletion of whitelist items.

NOTE: Failing to click Save Settings means that you will lose settings
as soon as you leave the view to move to another section in GFlI
WebMonitor.
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4.2.4 Adding items to the Temporary Whitelist

v/ Whitelist Save Settings Cancel

Uze thiz page to specify the uzer, IP, or =ite that vou want to exclude from all the
policies configured in GFlVWebMonitor. Use thiz feature carefully, since what iz
included in the list below will bypass all GF1WebMonitor 2ecurity checks.

Permanent Whitelist Temporary Whitelist

Apart from the sites that vou approve manually for a temporary peried, this list
alzo includes the sitez that were approved from the GFlWebMonitor

CQuarantine.
Add
Grant To Access To For (hours)
L 192.168.7.88  mail.google.com 2,400.0 I
L 192, 168.5.24 www.gfi.com 24.0 M
Delete All

Screenshot 28 - Temporary Whitelist view

To add an item to the Temporary Whitelist:

1. Navigate to the Whitelist node and select the Temporary Whitelist
tab.

2. Click Add.

Grant Temporary ACcess |S|

Grant to:
[P =] [192.168.5.88 |

Access to:
msn.com |

For:

hours

Add Cancel

Screenshot 29 - Temporary Whitelist: Granting Temporary Access dialog

3. From the Grant to: drop-down list, select whether a User or an IP
will be added to the temporary whitelist and provide the user or IP to
be granted temporary access as well as the URL of the site and the
number of hours.

NOTE: When granting temporary access to a user, specify the
username in the format DOMAIN\user.

NOTE: When adding a Site to the whitelist, you can use wildcards
(e. g. fi * . w eHors maree infarrmation,) refer to the Using
wildcards section in this chapter.

4. Click Add to add the new item to the list.
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5. Click Save Settings to finalize setup.

NOTE: Failing to click Save Settings means that you will lose settings
as soon as you leave the view to move to another section in GFI
WebMonitor.

NOTE: The number of hours during which the user or IP has access
to a site become applicable from the moment Save Settings is
clicked.

NOTE: Time remaining before access is revoked can be viewed in the
For (hours) column in the Temporary Whitelist view.

4.2.5 Deleting items from the Temporary Whitelist
To delete an item from the Temporary Whitelist:

1. Navigate to the Whitelist node and select the Temporary Whitelist
tab.

2. Click the delete icon T next to the item you want to delete.
3. Click Save Settings to complete deletion of whitelist items.

NOTE: Failing to click Save Settings means that you will lose settings
as soon as you leave the view to move to another section in GFlI
WebMonitor.

4.3 Blacklist

The Blacklist is a list of sites, users and IP addresses that should
always be blocked irrespective of the WebFilter and WebSecurity
policies configured in GFI WebMonitor.

IMPORTANT: In GFI WebMonitor, the Blacklist takes priority over all
WebFilter and WebSecurity policies.

4.3.1 Adding items to the Blacklist

* Blacklist Save Settings Cancel

Uze thiz page to specify the user, IP, or =ite that vou always want to block,
irrespective of the settings configured in the GF1WebMonitor policies. Use this feature
carefully, zince what is included in thiz list will always be blocked accezs by GFI
WebMonitor.

|site =] | | Add
@- *.poker.com ﬁﬂ
@ *adult.com m
@ WO WL MEN. Com ﬁﬂ

Screenshot 30 - Blacklist view

To add an item to the Blacklist:
1. Navigate to the Blacklist node.

2. From the drop-down list, select the User(s), Client IP(s) and/or
Site(s) which will be added to the blacklist and click Add. Repeat for
all the required user(s), IP(s) and/or site(s).
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NOTE: When adding a User to the blacklist, specify the username in
the format DOMAIN\user.

NOTE: When adding a Site to the blacklist, you can use wildcards
(e. g. i * . weHors maree infarrmation,) refer to the Using
wildcards section in this chapter.

3. Click Save Settings to finalize setup.

NOTE: Failing to click Save Settings means that you will lose settings
as soon as you leave the view to move to another section in GFlI
WebMonitor.

4.3.2 Deleting items from the Blacklist
To delete an item from the Blacklist:
1. Navigate to the Blacklist node.

2. Click the delete icon T next to the item you want to delete.
3. Click Save Settings to complete deletion of blacklist items.

NOTE: Failing to click Save Settings means that you will lose settings
as soon as you leave the view to move to another section in GFlI
WebMonitor.

4.4 Using wildcards

When adding a site to the whitelist or blacklist, you can use wildcards
as shown in the examples below:

*.com Allow/block all 6 . ¢ tp¥iével domains
*.website.com Allow/block all sub domains ofthe 6 we b s i tdemaio o r
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5 WebFilter Edition - Site rating and
content filtering

5.1 Introduction

The WebFilter Edition node and its sub-nodes enable you to manage
the Internet access of users, groups or IP addresses based on site
categories together with the WebGrade database.

The category of a particular site is determined through the WebGrade
Database; if a site is listed in the database, GFI WebMonitor then
uses the configured web filtering policies to determine what action to
take.

Policies can be customized to apply during specific periods. For
example, a policy can enable users to access news and entertainment
related sites during lunch breaks but not during working hours.

Pre-defined site categories include pornography, adult themes,
games, violence and others. The database is updated on a regular
basis and updates are automatically downloaded to GFI WebMonitor.

5.2 Web Filtering Policies

The Web Filtering Policies node allows you to create policies per
user(s), group(s) and/or IP(s) to manage Internet access during
specific periods, based on web categories. If an accessed site file
triggers a policy, GFI WebMonitor then uses the configured Virus
Scanning policy to determine what action to take. This may be one of
the following actions:

1 Allow access to sites within specified categories per user(s),
group(s) and/or IP(s)

1 Block access to sites within specified categories per user(s),
group(s) and/or IP(s)

1 Quarantine access to sites within specified categories per user(s),
group(s) and/or IP(s); i.e. upon the discretion of the administrator
temporary access is allowed to blocked sites

1 Exclude or Include specific sites per policy.
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@ Web Filtering Policies Save Settings Cancel

Use this page to configure web filtering policies that allovw you to manage access to the internet
per uzer, group, or IP, based on site categaries. GFWebhMonitor determines the category of a
particular site by performing lookups in the WiehGrade Database, and then uses this information in
canjunction with the palicies configured below . The palicies are pracezsed fram top to hottam and
the first one to match is applied.

Add Policy
Policy Hame Applies To Enabled
Default Web Filkering Paolicy - Applies to everyone ﬁ

Screenshot 31 - Web Filtering Policies view

5.2.1 Adding a Web Filtering Policy

To add a Web Filtering Policy:

1. Navigate to WebFilter Edition 3 Web Filtering Policies.
2. Click Add Policy.

@ Web Filtering Policy Save Settings Cancel

Uze this page to configure a web filtering policy.

General Web Filtering Exceptions Applies To

Hotifications

Policy Name
RE&D Department Paolicy

Policy Description

Web Filtering policy applicable for the Research & Development -
Departrment

Policy Schedule

l Policy Active Policy Inactive

0z 4 6 & 10 12 14 16 18 20 I 0
VWV W W W W W W W W VW W W WV W WV v v v v

Sunday = ..

Monday =
Tuesday >

Wednesday |>

Thursday |»
Friday >
Saturday = .

Screenshot 32 - Web Filtering Policies: General tab
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3. Select the General tab.

4. Provide a new policy name and description in the Policy Name field
and the Policy Description text box respectively.

5. In the Policy Schedule area, specify the time period(s) during
which the new policy will be enforced.

@ Web Filtering Policy Save Settings Cancel

Uge this page to configure 5 web filtering policy .

General Web Filtering Exceptions Applies To Hotifications

A zite can have multiple categories associated with it, for example, news and sports. If one or more of the categories
aszociated with a site iz listed in the blocked categories list helow, the site will be blocked.

Blocked Categories Allowed Categories
K Abartion v Computer and Inkernet Info A
X Abused Drugs v’ Computer and Internet Security
K adult and Pornography ' Confirmed SPAM Sources
Alcohol and Tobacco * Cult and Ceeult
x Allow > v
) Auctions v’ Dating
< Block
) Bak Mets w Dead Sites
- niti , .

= Business and Economy Quarantine w  Dwnamic Content
o cons v’ Educational Institutions

v  Entertainment and Arts

w'  Fashion and Beauty v

Select All Select All

Show Advanced Options »=>

Screenshot 33 - Web Filtering Policies: Web Filtering tab

6. Select the Web Filtering tab and define the categories applicable
to the new policy and the actions to take:

1 Allow categories: Select categories from the Blocked Categories
list and click Allow>.

9 Block categories: Select categories from the Allowed Categories
list and click <Block.

1 Quarantine access: Select categories from the Allowed
Categories list and click <Quarantine.

NOTE: Advanced category conditions can also be configured by
selecting the Show Advanced Options button. For more information,
refer to the Configuring advanced Web Filtering Policy conditions
section in this chapter.
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@ Web Filtering Policy Save Settings e

Uze thiz page to configure s vweb filtering policy.

General Web Filtering Exceptions Applies To

Hotifications

Excluded Sites

| | | Add
@ sy gfi com W
@ ey microsoft.com W
@ wewewy gfizoftweare . com W

MOTE: The above sites will HOT BE BLOCKED by this policy when their categary is
hlocked in the YWeb Fittering tab.

Included Sites

| | | Add
@ ey facebook.com W
@ ey hiS com W

MOTE: The above sites will be BLOCKED by thiz palicy, even when their cateqory is
not blocked in the YWeb Fitering tab.

Screenshot 34 - Web Filtering Policies: Exceptions tab

7. Select the Exceptions tab and in the Excluded Sites and
Included Sites fields specify any URLs, which are to be:

1 Excluded (i.e. allowed) from the policy. This enables users to
access sites overriding any policy setup.

9 Included (i.e. blocked) in the new policy. The URLs specified in the
included sites will be blocked regardless of the scope of the new
policy.

NOTE: The Exceptions tab is similar to a whitelist/blacklist feature

that overrides any rules within the policy.
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